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Random Power is developing a platform of Silicon based, patent protected, “QUANTUM 
coin flippers”, generating virtually endless streams of random bits 
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 w h a t  f o r :

Unpredictability to preserve the predictability of our clockwork world

to learn more, watch this BBC report:

 There is definitely a hype about Random bit streams, not only for 
cryptograhy & authentication but also for gaming, virtual reality, 
Monte Carlo simulations , Privacy Preservation Procedures and 
Identity management 

https://www.harpercollins.com/author/100919/edward-dolnick
https://www.bbc.com/future/article/20240704-the-search-for-the-random-numbers-that-run-our-lives
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Generating REAL, certified and robust randomness is far from being trivial, both using algorithmic solutions 
and exploiting unpredictable natural phenomena based on classical physics
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Generating REAL, certified and robust randomness is far from being trivial, both using algorithmic solutions 
and exploiting unpredictable natural phenomena based on classical physics

 t h e  p r o b l e m :

 1951, John Von Neumann [J. Res. Nat. Bur. Stand. Appl. Math. Series 3, 36-38 (1951)] 

Anyone who considers arithmetical methods of producing random digits is, of 
course, in a state of sin. 
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Generating REAL, certified and robust randomness is far from being trivial, both using algorithmic solutions 
and exploiting unpredictable natural phenomena based on classical physics

 a 2013 NSA scandal unveiled by the NYT:
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Generating REAL, certified and robust randomness is far from being trivial, both using algorithmic solutions 
and exploiting unpredictable natural phenomena based on classical physics

 a 2021 finding on weakness in Randomness 
generation for IoT:
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Generating REAL, certified and robust randomness is far from being trivial, both using algorithmic solutions 
and exploiting unpredictable natural phenomena based on classical physics

 a 2023 article on FORBES:
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Generating REAL, certified and robust randomness is far from being trivial, both using algorithmic solutions 
and exploiting unpredictable natural phenomena based on classical physics

 a 2023 article on FORBES:
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Randomness Concerns When Deploying Di!erential Privacy

Simson L. Gar!nkel
US Census Bureau

Suitland, MD
simson.l.gar!nkel@census.gov

Philip Leclerc
US Census Bureau

Suitland, MD
philip.leclerc@census.gov

ABSTRACT

The U.S. Census Bureau is using di"erential privacy (DP) to pro-
tect con!dential respondent data collected for the 2020 Decennial
Census of Population & Housing. The Census Bureau’s DP sys-
tem is implemented in the Disclosure Avoidance System (DAS)
and requires a source of random numbers. We estimate that the
2020 Census will require roughly 90TB of random bytes to protect
the person and household tables. Although there are critical dif-
ferences between cryptography and DP, they have similar require-
ments for randomness. We review the history of random number
generation on deterministic computers. We also review hardware
random number generator schemes, including the use of so-called
“Lava Lamps” and the Intel Secure Key RDRAND instruction. We
!nally present our plan for generating random bits in the Amazon
Web Services (AWS) environment using AES-CTR-DRBG seeded
by mixing bits from /dev/urandom and the Intel Secure Key RD-
SEED instruction, a compromise of our desire to rely on a trusted
hardware implementation, the unease of our external reviewers in
trusting a hardware-only implementation, and the need to gener-
ate so many random bits.

CCS CONCEPTS

• Security and privacy → Privacy protections; • Theory of
computation → Theory of database privacy and security; •
Software and its engineering→ Software veri!cation;

KEYWORDS

Di"erential privacy, US Census Bureau, Randomness, RDRAND

ACM Reference Format:
Simson L. Gar!nkel and Philip Leclerc. 2020. Randomness Concerns When
Deploying Di"erential Privacy. In 19th Workshop on Privacy in the Elec-
tronic Society (WPES’20), November 9, 2020, Virtual Event, USA. ACM, New
York, NY, USA, 14 pages. https://doi.org/10.1145/3411497.3420211

1 INTRODUCTION

To date, most of the discussion regarding the use of di"erential
privacy for the US 2020 Census of Population and Housing has
focused on the impact of DP on accuracy and the suitability of DP’s
privacy guarantee (e.g. [5, 19, 36, 53, 67]), and not on the speci!c
details of the Census Bureau’s DP implementation.

This paper is divided into two sections. In the remainder of this
section we present the role of DP in the 2020 Census, discuss DP’s

This paper is authored by an employee(s) of the United States Government and is in
the public domain. Non-exclusive copying or redistribution is allowed, provided that
the article citation is given and the authors and agency are clearly identi!ed as its
source.
WPES’20, November 9, 2020, Virtual Event, USA
2020. ACM ISBN 978-1-4503-8086-7/20/11.
https://doi.org/10.1145/3411497.3420211

requirements for randomness, contrast DP’s requirements for ran-
domness with those of cryptography, and present related work.
Section 2 provides an overview of the DAS, its randomness require-
ments, and discusses the engineering challenges we encountered.

1.1 DP and the 2020 Census

As described in the 2020 Census Operational Plan [82], the 2020
Census uses data collected from households supplemented with
data from administrative records to create a dataset known as the
Census Unedited File (CUF). This !le consists of “[a]ll person and
household records for the 50 states, D.C., and Puerto Rico.” [82, p.9]
This !le is used to produce the Census Edited File (CEF). Following
the creation of the CEF, the respondent data travels to a purpose-
built application called the Disclosure Avoidance System (DAS).

The output of the DAS consists of two microdata sets: one con-
taining person records, and a second in which each record corre-
sponds to a housing unit or group quarters facility.

Disclosure Avoidance is a term used by the Census Bureau to
describe techniques employed to limit the risk of a disclosure of
respondent information that would be prohibited by Section 9 of
the Census Act (U.S. Code Title 13), as interpreted by the Census
Bureau’s Data Stewardship Executive Policy Committee (DSEP),
which is the Census Bureau’s executive policy-setting organ [85].
In 2017, the Census Bureau announced that it would use DP [20] as
the core privacy-conferring mechanism for the 2020 Census [25].1

As there was no o"-the-shelf mechanism for applying DP to a
national census, the Census Bureau developed its own. Although
DP was created in part with the protection of a national census
in mind, the 2020 Decennial Census will be the !rst time that a
national statistics agency has attempted to use DP for the purpose
that it was created.

Increased transparency of disclosure avoidance processes was
an important goal in the Census Bureau’s adoption of di"erential
privacy. In 1990, the Census Bureau adopted a rules-based “Con-
!dentiality Edit” termed “data swapping” as a privacy protection
mechanism for the original data, and a second technique, called
“Blank and Impute,” for sample data [46]. However, no formal proof
is available that these techniques can provide meaningful privacy
guarantees against broad classes of attackers. Nor is it clear that
these privacy guarantees are not undermined by the transparent
release of implementation details. Consequently, the Census Bu-
reau has not released details concerning either the previous disclo-
sure avoidance techniques’ implementation, nor their impact on
data accuracy.
1An important subtlety is that, though it uses DP subroutines as its core privacy tech-
nology, the DAS is not end-to-end di"erentially private, due to the policy requirement
that a modest set of “invariant” statistics not be altered by the infusion of DP noise.
The mathematically provable privacy guarantees conferred by the DAS are weakened
by this requirement, but the DAS’s privacy guarantee is nevertheless precise and prov-
able, and is similar in form to the guarantees o"ered by pure DP systems.

 a 2020 paper by the U.S. Census Bureau:
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RANDOM NUMBER GENERATION BY OBSERVING UNPREDICTABLE QUANTUM 
PHENOMENA
where unpredictability is secured by the very same laws of Nature. 

 the sequence of detected decays can be used to 
generate random bits with different recipes: 

 check the parity of the number of pulses in a time 
window 
 pre-define the time window in a way that is 
equally like to have or not to have a single pulse

 The very first example: exploiting the unpredictability of 
Radioactive Decays
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RANDOM NUMBER GENERATION BY OBSERVING UNPREDICTABLE QUANTUM 
PHENOMENA
where unpredictability is secured by the very same laws of Nature. 

Inspired by Forrest Gump, we say: 

 RADIOACTIVE IS AS RADIOACTIVE DOES 

The idea behind                                       is to replace a radioactive source 
with something safer, more handy, cost effective, simple, robust, 
providing  sequences of pulses mimicking radioactive decays. 
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 t h e  R a n d o m  P o w e r  w a y :

A THREE STEP DANCE:

Courtesy of Ivan Rech, Politecnico di Milano 
[50 μm cell size]
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The name of the game is QUANTUM TUNNELING:

 Electrons and quantum entities in general are not like a                  but they 
rather appear as a                  : 

when they bounce against a [potential] barrier, they can occasionally go 
through in an unpredictable way.

 When this is happening, the “ghost” electron enters a region of 
high electric field, generating a current pulse by impact ionisation 

 By time stamping the pulses the analysing the time series, we turn 
unpredictable occurrence of the pulses into bits 

and we embody the principle in a platform of Silicon-based devices

 t h e  R a n d o m  P o w e r  w a y :

A THREE STEP DANCE:
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where the key issues are: 
 endogenous in-silico seeding of the pulses 
 self-amplification of the seeds in excess of a factor 1 000 000, making pulse tagging robust 
 bit extraction through a non parametric local analysis of the time series of pulses 
 no influence of temperature on the randomness of the occurrences 
 no need of post-processing to correct left-over bias 
 maximum bit/occurrence rate = 40% [2 random bits every 5 pulses] 
 current rate at the 5-10 Mbps rate for every mm2 of Silicon sensor 
 potential to embed the generator into an ASIC [Application Specific Integrated Circuit] 
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Model for the Electrical Behavior of a Microplasma* 
ROLAND H. HAITzt 

Shockley Laboratory, Clevite Corporation Semiconductor Division, Palo Alto, California 
(Received 5 November 1963) 

The.complex current fl.u<;tuations observed in connection with microplasma breakdown can be explained 
by a simple model contammg two constants: extrapolated breakdown voltage Vb and series resistance R . 
and two continuous probabi!ity per unit time Plo(I) as a function of 
current I and tum-on probablhty per Ulllt time POI. Expenmental methods allowing an accurate measure-

of these four quanti.ties are described. The new concept of an extrapolated breakdown voltage Vb is 
?Iscussed based on two mdependent measurements: one of secondary multiplication and the other of 
mstantaneous current, both as a function of voltage. Within the experimental accuracy of 20 mV both 
methods extrapolated to one and the same breakdown voltage. The turnoff probability PIO(l) is determined 
by a new combination of experimental techniques to cover the current range from 5 to 70 p.A with a variation 
of 11 decades for PIO(l). The observation of a narrow turnoff interval is explained quantitatively. 

1. INTRODUCTION 

MOST reverse biased p-n junctions in silicon have 
their avalanche breakdown caused by micro-

plasma effects. Microplasmas are small regions within 
the junction,! where a local disturbance of the electrical 
field is believed to reduce the breakdown voltage to a 
value below the breakdown voltage of the surrounding 
uniform junction.2- 5 As voltage is increased from low 
values microplasma breakdown is generally character-
ized by random "on-off" current fluctuations so long 
as currents remain below a critical value (40 to 120 
pA).6-8 

Contradictory conclusions have been reached about 
the relationship between the voltage necessary to 
initiate and the voltage necessary to sustain micro-
plasma conduction. Senitzky and Mol13 conclude that 
the microplasma current voltage characteristic actually 
shows a negative resistance region corresponding to a 
lower sustaining voltage than initiating voltage. In 
contrast, Champlin, 7 McIntyre, 8 and Kikuchi and 
Tachikawa,9 in studies of noise generated by switching 
on and off of microplasmas fail to find evidence either 
for a negative resistance region or for a lower sustaining 
voltage than initiating voltage. 

Rose has proposed a microplasma model lO for p-i-n 
junctions based on the analogy wi th a gas discharge. 
In keeping with Senitzky and MolP this model would 
give lower sustaining voltages than initiating voltages. 

* Research supported by Contract DA 49--196--0RD-1086 
Harry Diamond Laboratories. ' 

t In partial fulfillment of Ph.D. requirements of the Technische 
Hochschule Munich, Munich, Germany. 

I A. G. Chynoweth and K. G. McKay, Phys. Rev. 106, 418 
(1957). 

2 A. G. Chynoweth and G. L. Pearson, J. App!. Phys. 1103 
(1958). 

3 B. Senitzky and J. L. Moll, Phys. Rev. 110, 612 (1958). 
• W. Shockley, Solid-State Electron. 2, 35 (1961). 
• R. H. Haitz, A. Goetzberger, R. M. Scarlett, and W. Shockley, 

J. App!. Phys. 34, 1581 (1963). 
6 K. G. McKay, Phys. Rev. 94, 877 (1954). 
7 K. S. Champlin, J. Appl. Phys. 30, 1039 (1959). 
8 R. J. McIntyre, J. App!. Phys. 32, 983 (1961). 

However, Rose's model is not applicable to the micro-
plasmas found in linear gradient or step junctions. To 
explain how lower sustaining voltages than initiating 
voltages arise Shockley4 has proposed that trapping of 
charge in the microplasma region occurs in such a way 
as to increase the electric field. 

Champlin7 describes a relatively simple microplasema 
model which he derives from the observation of micro-
plasma current fluctuations in a high impedance circuit. 
He finds that the current through the diode always 
turns off as soon as the voltage drop across the external 
load impedance decreases the diode voltage below a 
certain value. In a more accurate analysis Champlin 
shows that turnoff does not occur at a sharply defined 
voltage level, but within a rather narrow voltage interval 
of width V. From these observations Champlin con-
cludes that an avalanche discharge is impossible for 
diode voltages below a certain value Vb'. He calls this 
voltage Vb' the breakdown voltage of the microplasma. 
Further, Champlin concludes that the microplasma 
current is stable for voltages above and un-
stable within the voltage interval from Vb' to V V. 

A quantitative evaluation of Champlin's model, how-
ever, leads to contradictory results. In a high impedance 
circuit the width of the turnoff interval V is generally 
found to be of the order of 50 m V (for microplasmas 
with a breakdown voltage of 30 V and a series resistance 
of 10 kg). In a low-impedance circuit, however, random 
on-off fluctuations are observed over a much larger 
range of diode voltage, e.g., of the order of SOO mV for 
the same microplasmas.5 

McIntyre8 has proposed a more sophisticated model 
including the dependence of pulse amplitude on voltage. 
This model is in excellent agreement with measurements 
at low load impedance, but McIntyre does not explain 
Champlin's observation of a narrow turnoff interval 

V for the case of a high load impedance. 
In this paper a variation of McIntyre's model is 

describedll which explains a wide range of experimental 
data, including the narrow turnoff interval V observed 
by Champlin. In Sec. 2 the model containing two· 9 M. Kikuchi and K. Tachikawa, J. Phys. Soc. Japan 15, 835 

(1960). 
11 R. H. Haitz, Bull. Am. Phys. Soc. 7, 603 (1962). 
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The.complex current fl.u<;tuations observed in connection with microplasma breakdown can be explained 
by a simple model contammg two constants: extrapolated breakdown voltage Vb and series resistance R . 
and two continuous probabi!ity per unit time Plo(I) as a function of 
current I and tum-on probablhty per Ulllt time POI. Expenmental methods allowing an accurate measure-

of these four quanti.ties are described. The new concept of an extrapolated breakdown voltage Vb is 
?Iscussed based on two mdependent measurements: one of secondary multiplication and the other of 
mstantaneous current, both as a function of voltage. Within the experimental accuracy of 20 mV both 
methods extrapolated to one and the same breakdown voltage. The turnoff probability PIO(l) is determined 
by a new combination of experimental techniques to cover the current range from 5 to 70 p.A with a variation 
of 11 decades for PIO(l). The observation of a narrow turnoff interval is explained quantitatively. 

1. INTRODUCTION 

MOST reverse biased p-n junctions in silicon have 
their avalanche breakdown caused by micro-

plasma effects. Microplasmas are small regions within 
the junction,! where a local disturbance of the electrical 
field is believed to reduce the breakdown voltage to a 
value below the breakdown voltage of the surrounding 
uniform junction.2- 5 As voltage is increased from low 
values microplasma breakdown is generally character-
ized by random "on-off" current fluctuations so long 
as currents remain below a critical value (40 to 120 
pA).6-8 

Contradictory conclusions have been reached about 
the relationship between the voltage necessary to 
initiate and the voltage necessary to sustain micro-
plasma conduction. Senitzky and Mol13 conclude that 
the microplasma current voltage characteristic actually 
shows a negative resistance region corresponding to a 
lower sustaining voltage than initiating voltage. In 
contrast, Champlin, 7 McIntyre, 8 and Kikuchi and 
Tachikawa,9 in studies of noise generated by switching 
on and off of microplasmas fail to find evidence either 
for a negative resistance region or for a lower sustaining 
voltage than initiating voltage. 

Rose has proposed a microplasma model lO for p-i-n 
junctions based on the analogy wi th a gas discharge. 
In keeping with Senitzky and MolP this model would 
give lower sustaining voltages than initiating voltages. 
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However, Rose's model is not applicable to the micro-
plasmas found in linear gradient or step junctions. To 
explain how lower sustaining voltages than initiating 
voltages arise Shockley4 has proposed that trapping of 
charge in the microplasma region occurs in such a way 
as to increase the electric field. 

Champlin7 describes a relatively simple microplasema 
model which he derives from the observation of micro-
plasma current fluctuations in a high impedance circuit. 
He finds that the current through the diode always 
turns off as soon as the voltage drop across the external 
load impedance decreases the diode voltage below a 
certain value. In a more accurate analysis Champlin 
shows that turnoff does not occur at a sharply defined 
voltage level, but within a rather narrow voltage interval 
of width V. From these observations Champlin con-
cludes that an avalanche discharge is impossible for 
diode voltages below a certain value Vb'. He calls this 
voltage Vb' the breakdown voltage of the microplasma. 
Further, Champlin concludes that the microplasma 
current is stable for voltages above and un-
stable within the voltage interval from Vb' to V V. 

A quantitative evaluation of Champlin's model, how-
ever, leads to contradictory results. In a high impedance 
circuit the width of the turnoff interval V is generally 
found to be of the order of 50 m V (for microplasmas 
with a breakdown voltage of 30 V and a series resistance 
of 10 kg). In a low-impedance circuit, however, random 
on-off fluctuations are observed over a much larger 
range of diode voltage, e.g., of the order of SOO mV for 
the same microplasmas.5 

McIntyre8 has proposed a more sophisticated model 
including the dependence of pulse amplitude on voltage. 
This model is in excellent agreement with measurements 
at low load impedance, but McIntyre does not explain 
Champlin's observation of a narrow turnoff interval 

V for the case of a high load impedance. 
In this paper a variation of McIntyre's model is 

describedll which explains a wide range of experimental 
data, including the narrow turnoff interval V observed 
by Champlin. In Sec. 2 the model containing two· 9 M. Kikuchi and K. Tachikawa, J. Phys. Soc. Japan 15, 835 

(1960). 
11 R. H. Haitz, Bull. Am. Phys. Soc. 7, 603 (1962). 
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The noise pulse rate of microplasmas and uniform avalanche diodes is determined by carrier generation 
within the space-charge layer of the breakdown region, and by minority carrier diffusion to the breakdown 
region. By suppressing the minority carrier diffusion from bulk to breakdown region with a suitable geometry, 
it is possible to investigate the carrier generation within the space-charge layer of a p-n junction. Three 
contributions to the carrier generation rate are found: (1) thermal carriers from generation centers, (2) re-
emission of carriers trapped during preceding periods of avalanche breakdown, and (3) carrier generation by 
internal field emission (band-to-band tunneling). For the case of uniform avalanche diodes, these three 
contributions are investigated separately. The density of generation and trapping centers within the break-
down region could be reduced by several orders of magnitude by driving the diodes into secondary break-
down. During this process the breakdown region is heated to a temperature of the order of 1000°C at which 
trapping and generation centers are partly annealed. 

1. INTRODUCTION 

T HE random switching phenomenon observed by 
McKay! in reverse-biased silicon jJ--fl- junctions 

has stimulated a large number of investigations on 
various aspects of avalanche breakdown such as light 
emission, carrier multiplication, microplasma noise,I-5 
and crystal defects. Most of these investigations were 
carried out on relatively imperfect junctions within 
which avalanche breakdown was constricted to a few 
tiny regions with a diameter of the order of 1 J.I. or less. 
Within these breakdown regions, so-called micro-
plasmas,2 the breakdown voltage is reduced locally, due 
to some unknown imperfections, to values which may 
be considerably lower than the breakdown voltage of the 
surrounding perfect junction. 6,7 

With progress in silicon technology it became possible 
to fabricate microplasma free junctions, which break 
down uniformly over nearly the entire junction area. 8,9 

Studies of avalanche breakdown in such uniform junc-
tions by means of light emission and carrier mUltiplica-
tion revealed the ideal reverse junction characteristics9 

predicted by Shockley.6 It was, therefore, not surprising 
that typical microplasma noise, such as random on-off 
fluctuations of the reverse current, was completely 
absent in these perfect, microplasma free junctions. 8,9 

Only a kind of shot noise was observed with an ampli-
tude much smaller than microplasma noise. 
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Progress in the understanding of microplasma 
fiuctuations4 ,5 led Haitz and GoetzbergerlO to the con-
clusion that the difference between microplasma 
fluctuations and noise in uniform junctions is only due 
to the large difference in breakdown area. To under-
stand this statement one has to recall that each ava-
lanche discharge has to be triggered by a single carrier 
passing the breakdown region.3- 5 It is, therefore, 
obvious that the number of avalanche pulses per unit 
time increases in proportion to the breakdown area, 
assuming a uniform distribution of the prebreakdown 
reverse current. For the case of large breakdown areas, 
e.g., uniform avalanche junctions, the time between 
successive discharges becomes small compared with the 
recovery time of the diode, which is mainly determined 
by load impedance and junction capacitance. The noise 
observed in uniform avalanche diodes8,9 was, therefore, 
similar to shot noise and had no resemblance to the 
random rectangular current pulses of microplasmas. 

Applying the above-mentioned resultslO to the design 
of an artificial microplasma it became possible to study 
various aspects of avalanche breakdown for which a 
high degree of crystal perfection and a well-known 
geometry of the breakdown region is required.n- 13 This 
publication describes how artificial microplasmas can 
be used for studies of carrier generation mechanisms 
within the space-charge layer of siliocn jJ--fl- junctions. 

In the next section the geometry of a small uniform 
avalanche diode (artificial microplasma) and the 
circuit used for the measurements are described. Carrier 
generation from trapping and generation centers is 
discussed in Sec. 3. Section 4 describes a method for the 
removal of trapping and generation centers from the 
breakdown region. Carrier generation by band-to-
band tunneling is discussed in Sec. 5. 

10 R. H. Haitz and A. Goetzberger, Solid-State Electron. 5, 678 
(1963) . 

11 R. H. Haitz, Phys. Rev. 138, A260 (1965); and Bull. Am. 
Phys. Soc. 8, 594 (1963). 

12 R. H. Haitz, R. Gereth, and F. M. Smits, Bull. Am. Phys. 
Soc. 9, 288 (1964); and J. Appl. Phys. (to be published). 

13 R. H. Haitz, Solid-State Electron. 8, 417 (1965). 
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The carrier generation by tUllneling (3) can be readily 
separated from the contributions (1) and (2). Tunneling 
is negligible at fields which are only slightly larger than 
the breakdown field of 30-V diodes (Eb= 455 k V / cm 
for a 32-V diode9). Band-to-band tunneling dominates 
only at applied voltages Va which exceed the br:ak-
down voltage Vb by several volts. Hence, the contn?u-
tions (1) and (2) can be separated from (3) by operatmg 
the diode at voltages which exceed Vb by not more than 
a few hundred millivolts. 

The generation of carriers from generation centers 
can be separated from the generation from traps by 
following effect: the generation rate from trappmg 
centers depends on the probability that the traps are 
filled. Traps within the space-charge layer of a p-n 
junction are able to capture free carriers .only 
the periods of avalanche breakdown.ll Dunn? the tIme 
between successive discharges the concentratIOn of free 
carriers within the space-charge layer is zero. Assuming 
that the traps within the breakdown region do not 
become charaed to saturation, then the average number 
of carriers tr:pped during a single avalanche discharge 
should increase in proportion to the amount of charge 
passing the breakdown region. The larger the number of 
carriers trapped during a certain avalanche pulse, the 
shorter will be the time between the end of the ava-
lanche pulse and the emission of the first carrie:, 
which in turn triggers another avalanche dIscharge. It IS 
easy to see that the pulse rate of such an avalanche 
diode will increase with the number of traps filled 
during a discharge pulse and consequently with the 
charge per pulse Q. . 

In Sec. 2 an experimental method has been descnbed 
which allows a variation of Q by varying the total 
shunting capacitance C=Cd+Cs. Experimental results 
obtained on sample diode ND2-1 are shown in Fig. 4. 
The pulse rate N measured at room temperature is 
plotted as a function of C various the 
applied voltage Va. From FIg. 4 the predIcted lmear 
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.FIG. 5. Avalanche 
current as a function 
of time at low tem-
peratures. The group 
character of the ava-
lanche pulses is ob-
vious. 

relationship between Nand C is evident. The deviation 
from linearity observed at high voltages is thought to be 
due to saturation effects. 

A qualitative analysis of these experimental data is 
rather simple. The pulse rate can be split into two con-
tributions by extrapolating the linear N vs C relation 
to zero capacitance. The intersection with the N axis 
represents the case that the charge per pulse is zero 
and trapping processes are eliminated. The 
pulse rate No is a measure of thermal generat!on from 
generation centers and band-to-band tunnelmg. The 
capacitance dependent fraction of the pulse rate, 
1V - No, represents the contribution from traps. 

All curves of Fig. 4 except the lowest extrapolate to ,t 
common point Noon the N axis. This voltage independ-
ence of No leads to the suggestion that No is solely due 
to thermal generation from generation centers. Com-
paring the extrapolated pulse rate of N 0= 60 secl with 
the measured values of N at any value of the shunting 
capacitance one can conclude that the pulse rate of the 
sample diode ND2-1 is mainly determined by trapped 
and re-emitted carriers. 

The above-mentioned model of carrier trapping and 
re-emission and its influence on the avalanche pulse 
rate leads, at low temperatures, to the following con-
sequences: If the diode is cooled sufficiently to reduce 
thermal generation from generation centers then the 
pulse rate should become extremely small unless 
trapping effects become dominant. As a result of 
trapping effects avalanche pulses should be observed III 
groups, l6the first pulse of such a group triggered bya car-
rier generated from a generation center, by band-to-
band tunneling or by light, all the following pulses 
triggered by carriers emitted from traps. . 

Exactly this group character of avalanche pulses IS 
observed if the diodes are cooled to the temperature of 
liquid nitrogen. Figure 5 shows three oscilloscope traces 
of diode current as a function of time. The group 
character is evident. 

4. LOCALIZED ANNEALING OF TRAPPING 
AND GENERATION CENTERS WITHIN 

THE SPACE-CHARGE LAYER 

During the course of the above-mentioned investiga-
tions of generation processes, it was found that the 

1

2 

3
2 3from paper from paper 

a. Our principle is actually a lesson from the 
past. This effect was known since the early 
days  of the Silicon technology development:



11 The phenomenology is by now quite well known [even if large uncertainties are still there, requiring 
somehow a “cook & look” approach]

after A. Gola, C. Piemonte, NIM A926 (2019) 2-15

Thermal generation of carriers by states in the bang-gap 
(Shockley-Read-Hall statistics), where trapping and de-trapping 
is increased by the high electric field in the junction. The 
Generation rate can be written as:

E0 = Fermi level 
Et = trapping level 
ni = intrinsic  carrier concentration 
Nt = trapping concentration 
σ  = trapping cross section 
vth = thermal velocity

Γ “boost” by the 
field

Key issues: 
✴ the Pulse Rate is O(1 KHz)/cell, 50 μm pitch (it may be higher 

for SPAD arrays in CMOS technology) 
✴ provided the nature of the “Dark Pulses”, we have a significant 

dependence on Temperature  
✴ forget-me-not:  the Over-voltage is affecting the triggering 

probability 
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 a  f e w  n o t e s :

b. The idea flashed as a genuine act of serendipity, while 
studying the properties of Dark Counts in Silicon 
Photomultipliers (SiPM)
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 SiPM may be seen as a collection of binary 
cells, p-n junctions operated beyond the 
breakdown voltage [SPAD], fired when a 
photon in absorbed 

[in principle, a NATIVE DIGITAL DEVICE]
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 s t a t e - o f - p l a y :

Three elements of the platform have been developed and will be ready for the market by Q1 2025:

8 
cm

3.5 cm

A single generator board, for 
qualification and the educational 
market

11 cm

31
 c

m

A 64 generator computer on a board, 
for Data Centers  (e.g. simulations & AI 
training)

A full custom ASIC (a chip!) for 
IoT, Authentication, 
gaming&gambling



16

1 
 

 
 

 
 
 

In-silico quantum generation of random bit streams 
(Random Power) 

 
 
 
 

This proposal responds to challenge(s) in the following domain(s): 
Data acquisition system & computing /software and integration 

 
 
 

Coordinator’s name and email address 
Massimo Caccia 

massimo.caccia@uninsubria.it 
 

Consortium Composition Table 
 Organization 

full name 
Organization 
short name / 
PIC number 

Organization 
type1 

Contact 
person 
name 

Contact person email 

Coordinator Università 
degli Studi 

dell’Insubria 

UNINS/ 
999855243 

University Massimo 
Caccia 

massimo.caccia@uninsubria.it 
 

Partner 2 AGH-
University of 
Science and 
Technology 

AGH/ 
999844573 

University Wojciech 
Kucewicz 

kucewicz@agh.edu.pl 

Partner 3 Nuclear 
Instruments 

NI/904737916 SME Andrea 
Abba 

abba@nuclearinstruments.eu 

Partner 4 Quantum 
Financial 

QFA/ 
904273092 

 

SME Marcello 
Esposito 

marcello.esposito@outlook.it 

 
 

 
 
 
 
 
 

                                                
1 Research Infrastructure, University, SME, Large Corporation, Research & Technology Organization, Start-up. If other, please specify. 

8 
cm

3.5 cm

THE SINGLE GENERATOR BOARD 

Main output of the                                              Phase 1 project (May 2019-Oct.2020) 

 s t a t e - o f - p l a y :

FPGA TDC 
inside with 30 
ps granularity



17

 A proto-randomness farm based on 10 boards have been collecting 
about 1.5 Tb, qualified through the NIST and TESTU01 suites. 

Results show that the stream looks extremely “white”, essentially 
with no failures on the raw data beside what can be statistically 
expected.

series of tests on non-overlapping templates
 Two tests have been implemented in firmware to guarantee real-
time sanity checks: 

✴ MONOBIT: essentially testing the asymmetries between 0’s and 1’s 
in a bit string: 

1     1     1     1     1     0     1     0     0     1     1     1     0     0     0     1 

✴ RUNS: testing the statistics of the number of sequences of identical 
bits in a string 

1     1     1     1     1     0     1     0     0     1     1     1     0     0     0     1

5 bits 1 bit 2 bits 3 bits 3 bits 1 bit

 A SHA256 vetted conditioning function firmware implemented
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THE 64 GENERATORS BOARD 

Goal of the                                              Phase 2 project (May 2022-Fall.2023) 

11 cm

31
 c

m

 v1.0 delivered in July 2023, qualified 
 v2.0, product grade, delivered in 
September 2024, being qualified 
 software architecture under 
development

 s t a t e - o f - p l a y :

20W
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inside with 30 
ps granularity
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C O M P U T E R S E C U R I T Y  

Approved DRBG mechanisms

(Second Draft) NIST Special Publication 800-90C 1 
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C  O  M  P  U  T  E  R      S  E  C  U  R  I  T  Y 20 
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Construction of RBG from A+B

✴ pre-requisites for entering the programs eventually leading to the FIPS-140-3 certification 
✴ impacting on the design of both the ASIC, the multiple generator board and its embodiment in a “system” 



20GO BEYOND A PURE TRUE RANDOM NUMBER 
GENERATOR (TRNG)

Entropy producer Entropy consumer

Bootstrap

Queries

Output

A Deterministic 
Random Bit 
Generator (DRBG), as 
of the NIST recipe

 Essentially, the True Random Bits 
generated by Random Power are used to 
seed a NIST approved Pseudo Random 
Bit Generator  

 when reseeding occurs after EVERY 
iteration of the Deterministic machine, 
you obtain the highest level of security, 
namely Prediction Resistance*

* QUOTING NIST: Prediction resistance 
means that a compromise of the DRBG 
internal state has no effect on the security of 
future DRBG outputs. 
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BEYOND A PURE TRUE RANDOM NUMBER GENERATOR 
(TRNG)
Why this is done? in principle, the majority of the randomness tests qualify the stream against modelled pitfalls but you 
cannot exclude a priori unknown deviations. 

“Universal tests” have been proposed, connected to “compression” algorithms but even Maurer’s test, the most widely known, in 
its practical implementation can possibly have a reduced diagnostics power:

J. Cryptology (1992) 5:89-105 Journal of Cryptology 
 9 1992 International Association for 
Cryptologic Research 

A Universal Statistical Test for Random Bit Generators* 

Ueli M. Maurer  
Institute for Theoretical Computer Science, ETH Ziirich, 

CH-8092 Ziirich, Switzerland 

Communicated by Rainer A. Rueppel 

Received 2 April 1990 and revised 23 June 1991 

Abstract. A new statistical test for random bit generators is presented which, in 
contrast to presently used statistical tests, is universal in the sense that it can detect 
any significant deviation of a device's output statistics from the statistics of a truly 
random bit source when the device can be modeled as an ergodic stationary source 
with finite memory but arbitrary (unknown) state transition probabilities. The test 
parameter is closely related to the device's per-bit entropy which is shown to be 
the correct quality measure for a secret-key source in a cryptographic application. 
The test hence measures the cryptographic badness of a device's possible defect. 
The test is easy to implement and very fast and thus well suited for practical 
applications. A sample program listing is provided. 

Key word. Randomness, Random bit generator, Statistical test, Entropy, Ergodic 
stationary source, Exhaustive key search. 

1. Introduction 

A r a n d o m  bit generator  is a device that  is designed to ou tpu t  a sequence of  
statistically independent  and symmetrically distributed binary r a n d o m  variables, 
i.e., that  is designed to be the implementat ion of  a so-called binary symmetric  source 
(BSS). In contrast ,  a p seudo random bit generator  is designed to generate deter- 
ministically a binary sequence that  only appears as if it were generated by a BSS. 

R a n d o m  bit generators  have many  applications in cryptography,  VLSI  testing, 
probabilistic algorithms, and in other  fields. Their major  application in cryp- 
tography  is as the secret-key source of  a symmetric  cipher system, but  r a n d o m  bit 
generators  are also required for generating public-key parameters  (e.g., RSA- 
modulo  and for generating the keystream in the well-known one-time pad system 
(e.g., see 1-10]). In these applications, security crucially depends on the randomness  

* This work was supported by Omnisec AG, Switzerland. A preliminary version of this paper was 
presented at Crypto '90, Aug. 11-15, 1990, Santa Barbara, CA. 
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BEYOND A PURE TRUE RANDOM NUMBER GENERATOR 
(TRNG)
Why this is done? in principle, the majority of the randomness tests qualify the stream against modelled pitfalls but you 
cannot exclude a priori unknown deviations. 

On the other hand, if you can mathematically prove the strength of an algorithm, you can feel relieved. Maybe:

Security Analysis of NIST CTR-DRBG

Viet Tung Hoang1 and Yaobin Shen2

1 Dept. of Computer Science, Florida State University
2 Dept. of Computer Science & Engineering, Shanghai Jiao Tong University, China

Abstract. We study the security of CTR-DRBG, one of NIST’s recom-
mended Pseudorandom Number Generator (PRNG) designs. Recently,
Woodage and Shumow (Eurocrypt’ 19), and then Cohney et al. (S&P’ 20)
point out some potential vulnerabilities in both NIST specification and
common implementations of CTR-DRBG. While these researchers do sug-
gest counter-measures, the security of the patched CTR-DRBG is still
questionable. Our work fills this gap, proving that CTR-DRBG satisfies
the robustness notion of Dodis et al. (CCS’13), the standard security
goal for PRNGs.

1 Introduction

Cryptography ubiquitously relies on the assumption that high-quality random-
ness is available. Violation of this assumption would often lead to security disas-
ters [9,12,20], and thus a good Pseudorandom Number Generator (PRNG) is a
fundamental primitive in cryptography, in both theory and practice. In this work
we study the security of CTR-DRBG, the most popular standardized PRNG.1

A troubled history. CTR-DRBG is one of the recommended designs of NIST
standard SP 800-90A, which initially included the now infamous Dual-EC. While
the latter has received lots of scrutiny [8, 9], the former had attracted little
attention until Woodage and Shumow [31] point out vulnerabilities in a NIST-
compliant version. Even worse, very recently, Cohney et al. [12] discover that
many common implementations of CTR-DRBG still rely on table-based AES and
thus are susceptible to cache side-channel attacks [5, 18,24,25].
While the attacks above are catastrophic, they only show that (i) some insecure
options in the overly flexible specification of CTR-DRBG should be deprecated,
and (ii) developers of CTR-DRBG implementation should be mindful of mis-
uses such as leaky table-based AES, failure to refresh periodically, or using low-
entropy inputs. Following these counter-measures will thwart the known attacks,
1 A recent study by Cohney et al. [12] finds that CTR-DRBG is supported by 67.8%

of validated implementations in NIST’s Cryptographic Module Validation Program
(CMVP). The other recommended schemes in NISP SP 800-90A, Hash-DRBG and
HMAC-DRBG, are only supported by 36.3% and 37.0% of CMVP-certified uses, re-
spectively.

An Analysis of the NIST SP 800-90A Standard

Joanne Woodage1, Dan Shumow2

1Royal Holloway, University of London
2 Microsoft Research

Abstract. We investigate the security properties of the three deterministic random bit
generator (DRBG) mechanisms in the NIST SP 800-90A standard [2]. This standard received
a considerable amount of negative attention, due to the controversy surrounding the now
retracted DualEC-DRBG, which was included in earlier versions. Perhaps because of the
attention paid to the DualEC, the other algorithms in the standard have received surprisingly
patchy analysis to date, despite widespread deployment. This paper addresses a number
of these gaps in analysis, with a particular focus on HASH-DRBG and HMAC-DRBG. We
uncover a mix of positive and less positive results. On the positive side, we prove (with a
caveat) the robustness [16] of HASH-DRBG and HMAC-DRBG in the random oracle model
(ROM). Regarding the caveat, we show that if an optional input is omitted, then – contrary
to claims in the standard — HMAC-DRBG does not even achieve the (weaker) property
of forward security. We also conduct a more informal and practice-oriented exploration of
flexibility in implementation choices permitted by the standard. Specifically, we argue that
these DRBGs have the property that partial state leakage may lead security to break down
in unexpected ways. We highlight implementation choices allowed by the overly flexible
standard that exacerbate both the likelihood, and impact, of such attacks. While our attacks
are theoretical, an analysis of two open source implementations of CTR-DRBG shows that
potentially problematic implementation choices are made in the real world.

1 Introduction

Secure pseudorandom number generators (PRNGs) underpin the vast majority of cryptographic
applications. From generating keys, nonces, and IVs, to producing random numbers for chal-
lenge responses, the discipline of cryptography — and hence system security — critically relies
on these primitives. However, it has been well-established by a growing list of real-world fail-
ures [43], [36], [21], [8], that when a PRNG is broken, the security of the reliant application often
crumbles with it. Indeed, with much currently deployed cryptography being e↵ectively ‘unbreak-
able’ when correctly implemented, exploiting a weakness in the underlying PRNG emerges as a
highly attractive target for an attacker. As such, it is of paramount importance that standardized
PRNGs are as secure as possible.

The NIST Special Publication 800-90A Recommendation for Random Number Generation Us-
ing Deterministic Random Bit Generators (NIST SP 800-90A) [2] has had a troubled history. The
first version of this standard included the now infamous DualEC-DRBG, which was long suspected
to contain a backdoor inserted by the NSA [40]. This suspicion was reportedly confirmed by docu-
ments included in the Snowden leaks [33], leading to a revision of the document that removed the
disgraced algorithm.

Perhaps because of the focus on DualEC-DRBG, the other algorithms standardized in the docu-
ment have received surprisingly little attention and analysis. These PRNGs — which respectively
use a hash function, HMAC, and a block cipher as their basic building blocks — are widely used.
Indeed, these are the only approved PRNGs for cryptographic software or hardware seeking FIPS
certification [19, 42]. While aspects of these constructions have been analyzed [11, 23, 22, 39, 24, 37]
and some implementation considerations discussed [7], these works tend to make significant simpli-
fying assumptions and / or treat only certain algorithms rather than the constructions as a whole.
There has not to date been a deeper analysis of these standardized DRBGs, either investigating
the stronger security properties claimed in the standard or taking into account the (considerable)
flexibility in their specification.

The constructions provided in the NIST SP 800-90A are somewhat nonstandard. Even the term
DRBG is rare, if not absent from the literature, which favors the term PRNG. Similarly the NIST
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This	paper	provides	the	EMVCo	position	regarding	an	alleged	backdoor	in	the	NIST	Dual	Elliptic	Curve	
Deterministic	Random	Bit	Generator	(Dual	EC-DRBG).	

Background	

Recent	allegations	arising	from	Snowden-NSA	disclosures	are	in	fact	a	re-surfacing	of	publicly	aired	
concerns	dating	back	to	2007	regarding	a	random	number	generator	being	standardised	by	NIST,	
ANSI	and	ISO.	This	random	number	generator	uses	elliptic	curve	cryptography	to	produce	an	output	
sequence	of	pseudo	random	bits.	However	researchers	showed	that	anyone	knowing	the	inverse	of	
one	of	the	ECC	parameters	of	the	generator	and	also	knowing	just	32	bytes	of	the	generator's	output	
will	be	able	to	determine	the	secret	internal	state	of	the	generator	and	thus	be	able	to	predict	all	the	
generator's	output	bits.	

Thus	the	security	of	the	Dual	EC-DRBG	rests	on	the	secrecy	of	the	inverse	of	the	ECC	parameter.	
NIST,	ANSI	and	ISO	Standards	specify	the	use	of	a	parameter	originating	from	the	NSA	and	the	
allegations	are	that	the	NSA	knows	its	inverse.	Note	that	in	the	NIST,	ANSI	and	ISO	Standards	the	
Dual	EC-DRBG	is	just	one	of	multiple	ways	of	generating	random	bits.	

Random	numbers	in	EMV	

Issuers	of	EMV	cards	(or	their	agent)	will	use	a	Hardware	Security	Module	(HSM)	for	generating	
Issuer	secret	Triple	DES	keys	and	Issuer	and	Card	private	RSA	keys.	EMV	cards	may	use	a	random	
number	generator	for	generating	the	ICC	Dynamic	Number	(used	to	provide	variability	to	DDA/CDA	
signatures)	and	for	the	card	response	to	the	GET	CHALLENGE	command	(used	to	provide	variability	
to	the	Offline	Enciphered	PIN	block).	EMV	terminals	may	use	a	random	number	generator	for	
generating	Terminal	Unpredictable	Numbers	(used	to	ensure	freshness	of	DDA/CDA	signatures	and	
card	Application	Cryptograms)	and	for	generating	the	random	padding	(used	to	provide	diversity	to	
an	offline	encrypted	PIN	block).	

Considerations	

It	should	be	noted	that	today's	EMV	technology	(cards,	terminals	and	HSMs)	do	not	need	to	support	
ECC	and	so	it	is	quite	likely	that	they	will	not	support,	let	alone	use,	the	relatively	new	Dual	EC-DRBG	
method.	It	is	also	quite	likely	that	random	numbers	are	produced	by	a	combination	of	methods	
(including	true	physical	entropy)	and	so	are	not	susceptible	to	any	problems	that	may	arise	with	just	
one	of	them.	
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 Out-of-the fab in June 2024, result of an engineering run 
 Full qualification close to completion

THE ASIC: 

32x 32 -cell digital array of quantum entropy
generator based on direct and trap-
assisted quantum tunneling

High-throughput streaming of the pulses 
to the readout electronics

High -resolution sub-nanosecond - level 
time to digital converters with near-zero 
dead time. Logic for the patented random 
bit generation 

Several patents pending

FIPS compliant DRGB, real-time 
AES-256 bitstream encryption

2x24 MHz SPI Interface for easy
integration with any commercial
SoC, CPU, Microcontroller and FPGA

On-chip secure eFuses for keystorage

RaP Chip
2x SPI 24 MHz

Main Features:
- 1 Mbps on-chip quantum entropy 
generation, up to 32 Mbps from NIST 
DRBG
- Embedded AES-256 NIST-compliant 
Deterministic Random Bits Generator 
seeded from the quantum entropy 
source (quantum raw stream 
available)
- Embedded crypto IP core for real-
time encryption of the output 
bitstream
- 2x24 MHz SPI interface, for ensuring 
compatibility with any MCU, CPU, SoM, 
industrial device
- User-defined AES key, security 
eFuses with possibility to disable the 
management SPI interface.
- < 100 mW power consumption, 0 - 0 
°C temperature range, single rail 
power supply @ 2.5 V
- Availability of evaluation boards, 
drivers for many systems, dedicaded 
support

Applications:
- Used together with a commercial 
secure element (TPM), allows easy 
embedding of Quantum Root of Trust 
in your product, for top-level security
- Industrial gateways, critical 
infrastructure communication nodes
- IoT devices, smart city, automotive
- Networking: VPN endpoints, TLS 
accelerators, post-quantum-
cryptography security modules

The RandomPower chip is the flagship of the Random 
Power technology. It is based on a commercial mixed-
signal CMOS process and it can be integrated with the 
same easiness of any QFN100 integrated circuit. The 
chip needs a simple single-rail power supply and 
offers two separate SPI (24 MHz) interfaces, being 
compatibile with almost any SoC, CPU, FPGA or MCU 
on the market. The first SPI channel is used for 
configuration and for setting the AES-256 key used for 
the random bits encryption, while the second channel 
is used for the actual streaming of the data. The first 
channel is used to control several security eFuses and 
it can be permanently disabled after programming.

The Random Power chip embeds the quantum entropy generation sensor matrix, made of 
digitally-controlled, independent and indexed single cells, a sub-nanosecond level time-to-digital 
converter with digital electronics performing entropy 4 bit word extraction, followed by digital 
processing IP cores including a NIST-compliant certified DRBG (deterministic random bit 
generator) seeded with the quantum entropy and an AES-256 encryption core that ensures 
confidentiality of the channel between the host system and the RaP chip. The chip includes digital 
hardware-implemented health tests that constantly monitor the quality of the output entropy.
Integrated with a commercial TPM providing secure key-storage, the RaP chip constitutes the 
ideal security hardware platform for industrial gateways, critical network devices and IoT systems 
requiring top-quality locally-generated encryption keys and other security features.

RaP Solutions for Datacenters
Thanks to our partner company E4 Computer Engineering, leading 
the field of high performance computing and datacenter 
technologies, the RandomPower consortium can provide custom 
datacenter solutions embedding our Quantum Entropy sources, 
such as the 64x Multi Generator Board. Our datacenter solutions 
achieve high density: it is possibile to configure high performance 
dual CPU servers with up to 8 PCIe board, reaching the number of 
512 generators (8 Gbit/s at the DRBG output) in 2 standard rack 
units. The server solutions are based on the platforms Gigabyte 293  
or the SuperMicro Hyper A+ AS-2025, but our boards can be easily 
integrated also inside other solution, depending on the specific use 
case.

The servers can be configured in different flavours: optimized for 
computing, optimized for storage, optimized for network bandwidth 
(including optical NICs up to 40 Gbit/s), thus satisfying different 
applications of quantum randomness ranging from cloud storage 
encryption, differencial-privacy-protected database hosting, privacy 
applied to AI models and datasets and large-scale Monte Carlo 
simulations for complex system modelization in science, industry 
and finance.

The bit stream produced by the RaP! platform is assessed off-line through 
a series of test suites and qualified on-line:

- Off-line qualification proceeds on the base of the NIST test suite as 
specified in the SP-800-22 publication, complemented by the Crush, 
Alphabit and Rabbit suites included in the TESTU01 procedure by Pierre 
l’Ecuyer and Richard Simard ("TestU01: AC library for empirical testing of 
random number generators." ACM Transactions on Mathematical Software 
(TOMS) 33.4 (2007): 1-40.)). The Crush suite was customized by the RaP! 
team to run over the full bit sequence of a stream, split in sub-samples of 
40 GB, defined by the test of the suite requiring the largest sample size. 

- On-line qualification is based on the Health Tests specified in the NIST 
documents SP 800-90B (Recommendation for the Entropy Sources Used 
for Random Bit Generation), namely the Repetition Count and Adaptive 
Proportion Tests, implanted in firmware not to affect the entropy 
production rate and applied to strings of 2048 used to seed the 
Deterministic Random Bit Generation (DRBG) procedure, implemented as 
of the NIST specification detailed in the  SP 800-90B document 
(Recommendation for Random Bit Generator Construction). Moreover,  
identification of catastrophic failures  based on a RaP! specific 
implementation of the MONOBIT and RUNS tests are implemented in the 
single and multiple generator boards.

At last, it is worth mentioning that bit samples are processed through the 
NIST procedure (SP 800-90B ) for assessing the bits to be Independent and 
Identically Distributed. Following a positive outcome, entropy of the raw bits 
was measured to be in excess of 0.9995 bits/generated bit, averaged over a 
number of produced devices.

QFN-100 Package

Network devices: VPN 
endpoints, firewalls, mobile 
devices and high-end radios

Industry & critical 
infrastructures: PLC 
gateways, remote ctrl units

IoT & Professional IT: Smart 
devices, automotive, smart 
cities, security cameras

- PCB-level integration
- SMT module with other 
crypto-chips...
- Adding SPI to USB/PCIe 
converter: USB-stick, 
miniPCIe card, M2 card...

Random bitstream validation

This figure shows the distribution of the frequencies pi of the symbols in a 
262.14 MB file generated by one of RaP’s boards. The maximum among 
these values is used to evaluate the min-Entropy according to the formula                        

where k is the size of the alphabet used. Perfect unpredictability is 
associated to H-min = 4 and the result for this board is H-min = 3.9996 ± 
0.0002.

The performance of the Adaptive Proportion Test over the bit-stream 
generated with Random Power!'s QRNG is investigated across a spectrum 
of cut-off thresholds. Notably, results consistently reveal that the 
measured failure probability remains bounded within the expected 3σ 
range of the Binomial Cumulative Distribution.

Authentication at 3 levels, starting by a Silicon embedded 
primary key and a Key Derivation Function

AES-256 encryption of the bit stream

2-8 Mbps

granted
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THE ASIC: 

32x 32 -cell digital array of quantum entropy
generator based on direct and trap-
assisted quantum tunneling

High-throughput streaming of the pulses 
to the readout electronics

High -resolution sub-nanosecond - level 
time to digital converters with near-zero 
dead time. Logic for the patented random 
bit generation 

Several patents pending

FIPS compliant DRGB, real-time 
AES-256 bitstream encryption

2x24 MHz SPI Interface for easy
integration with any commercial
SoC, CPU, Microcontroller and FPGA

On-chip secure eFuses for keystorage

RaP Chip
2x SPI 24 MHz

Main Features:
- 1 Mbps on-chip quantum entropy 
generation, up to 32 Mbps from NIST 
DRBG
- Embedded AES-256 NIST-compliant 
Deterministic Random Bits Generator 
seeded from the quantum entropy 
source (quantum raw stream 
available)
- Embedded crypto IP core for real-
time encryption of the output 
bitstream
- 2x24 MHz SPI interface, for ensuring 
compatibility with any MCU, CPU, SoM, 
industrial device
- User-defined AES key, security 
eFuses with possibility to disable the 
management SPI interface.
- < 100 mW power consumption, 0 - 0 
°C temperature range, single rail 
power supply @ 2.5 V
- Availability of evaluation boards, 
drivers for many systems, dedicaded 
support

Applications:
- Used together with a commercial 
secure element (TPM), allows easy 
embedding of Quantum Root of Trust 
in your product, for top-level security
- Industrial gateways, critical 
infrastructure communication nodes
- IoT devices, smart city, automotive
- Networking: VPN endpoints, TLS 
accelerators, post-quantum-
cryptography security modules

The RandomPower chip is the flagship of the Random 
Power technology. It is based on a commercial mixed-
signal CMOS process and it can be integrated with the 
same easiness of any QFN100 integrated circuit. The 
chip needs a simple single-rail power supply and 
offers two separate SPI (24 MHz) interfaces, being 
compatibile with almost any SoC, CPU, FPGA or MCU 
on the market. The first SPI channel is used for 
configuration and for setting the AES-256 key used for 
the random bits encryption, while the second channel 
is used for the actual streaming of the data. The first 
channel is used to control several security eFuses and 
it can be permanently disabled after programming.

The Random Power chip embeds the quantum entropy generation sensor matrix, made of 
digitally-controlled, independent and indexed single cells, a sub-nanosecond level time-to-digital 
converter with digital electronics performing entropy 4 bit word extraction, followed by digital 
processing IP cores including a NIST-compliant certified DRBG (deterministic random bit 
generator) seeded with the quantum entropy and an AES-256 encryption core that ensures 
confidentiality of the channel between the host system and the RaP chip. The chip includes digital 
hardware-implemented health tests that constantly monitor the quality of the output entropy.
Integrated with a commercial TPM providing secure key-storage, the RaP chip constitutes the 
ideal security hardware platform for industrial gateways, critical network devices and IoT systems 
requiring top-quality locally-generated encryption keys and other security features.

RaP Solutions for Datacenters
Thanks to our partner company E4 Computer Engineering, leading 
the field of high performance computing and datacenter 
technologies, the RandomPower consortium can provide custom 
datacenter solutions embedding our Quantum Entropy sources, 
such as the 64x Multi Generator Board. Our datacenter solutions 
achieve high density: it is possibile to configure high performance 
dual CPU servers with up to 8 PCIe board, reaching the number of 
512 generators (8 Gbit/s at the DRBG output) in 2 standard rack 
units. The server solutions are based on the platforms Gigabyte 293  
or the SuperMicro Hyper A+ AS-2025, but our boards can be easily 
integrated also inside other solution, depending on the specific use 
case.

The servers can be configured in different flavours: optimized for 
computing, optimized for storage, optimized for network bandwidth 
(including optical NICs up to 40 Gbit/s), thus satisfying different 
applications of quantum randomness ranging from cloud storage 
encryption, differencial-privacy-protected database hosting, privacy 
applied to AI models and datasets and large-scale Monte Carlo 
simulations for complex system modelization in science, industry 
and finance.

The bit stream produced by the RaP! platform is assessed off-line through 
a series of test suites and qualified on-line:

- Off-line qualification proceeds on the base of the NIST test suite as 
specified in the SP-800-22 publication, complemented by the Crush, 
Alphabit and Rabbit suites included in the TESTU01 procedure by Pierre 
l’Ecuyer and Richard Simard ("TestU01: AC library for empirical testing of 
random number generators." ACM Transactions on Mathematical Software 
(TOMS) 33.4 (2007): 1-40.)). The Crush suite was customized by the RaP! 
team to run over the full bit sequence of a stream, split in sub-samples of 
40 GB, defined by the test of the suite requiring the largest sample size. 

- On-line qualification is based on the Health Tests specified in the NIST 
documents SP 800-90B (Recommendation for the Entropy Sources Used 
for Random Bit Generation), namely the Repetition Count and Adaptive 
Proportion Tests, implanted in firmware not to affect the entropy 
production rate and applied to strings of 2048 used to seed the 
Deterministic Random Bit Generation (DRBG) procedure, implemented as 
of the NIST specification detailed in the  SP 800-90B document 
(Recommendation for Random Bit Generator Construction). Moreover,  
identification of catastrophic failures  based on a RaP! specific 
implementation of the MONOBIT and RUNS tests are implemented in the 
single and multiple generator boards.

At last, it is worth mentioning that bit samples are processed through the 
NIST procedure (SP 800-90B ) for assessing the bits to be Independent and 
Identically Distributed. Following a positive outcome, entropy of the raw bits 
was measured to be in excess of 0.9995 bits/generated bit, averaged over a 
number of produced devices.

QFN-100 Package

Network devices: VPN 
endpoints, firewalls, mobile 
devices and high-end radios

Industry & critical 
infrastructures: PLC 
gateways, remote ctrl units

IoT & Professional IT: Smart 
devices, automotive, smart 
cities, security cameras

- PCB-level integration
- SMT module with other 
crypto-chips...
- Adding SPI to USB/PCIe 
converter: USB-stick, 
miniPCIe card, M2 card...

Random bitstream validation

This figure shows the distribution of the frequencies pi of the symbols in a 
262.14 MB file generated by one of RaP’s boards. The maximum among 
these values is used to evaluate the min-Entropy according to the formula                        

where k is the size of the alphabet used. Perfect unpredictability is 
associated to H-min = 4 and the result for this board is H-min = 3.9996 ± 
0.0002.

The performance of the Adaptive Proportion Test over the bit-stream 
generated with Random Power!'s QRNG is investigated across a spectrum 
of cut-off thresholds. Notably, results consistently reveal that the 
measured failure probability remains bounded within the expected 3σ 
range of the Binomial Cumulative Distribution.

It embodies also: 
 two different TDC architectures 
 a two stage mechanism to implement 

“screamers identification” and a procedure 
for the rate stabilisation:



25
 s t a t e - o f - p l a y :

Beside hardware:

available on ArXiv at https://arxiv.org/abs/2409.05543

https://arxiv.org/abs/2409.05543
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HISTORY & TEAM: pre-incorporation

2019

2016

2017

2018 2020

Unpredictability of the 
generated random bit 
sequence is assessed 

 Approval & kick-off of the 
ATTRACT Phase 1 proposal 
(May) 

 design, commissioning and 
production of the single 
generator board; 

 A demo board is designed, 
commissioned and qualified; 

 I t a l i a n p a t e n t f i l i n g 
completed (October) 

 launch at the  CyberSecurity 
week in Le Hague (October) 

 submission of the ATTRACT 
Phase 1 proposal (October) 

 End of the ATTRACT Phase 1 project 
(October) 

 Full characterisation of the single 
generator board 

 winner of the Start-Cup competition 
(regional level; 20 kEUR) 
 winner of two special prizes by 
investors at PNI, start-up competition at 
national level 

The principle at the base 
of RandomPower 
emerges, as result of a 
genuine serendipity 
event. Initial tests 
performed with lab 

 h o w  d i d  w e  g e t  w h e r e  w e  a r e ?
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HISTORY & TEAM: post-incorporation (2021)

 Chip delivery (Q2) 

 Chip qualification (Q4) 
 64x board product grade qualification (Q3) 

 v1.0 of the FIPS compliant sw architecture for the multi-
age board 
 FIPS 140-3 certification started 

 Business plan v2.0 
 End of the ATTRACT Phase 2 (fall; Extended by now! 
 Execution of the next investment round 

 real-time sanity check implemented 

 design of the multi-gen board completed (April) 
v1.0 

 commissioning of v1.0 started (July) ; qualification 
completed in December 

 chip submission in mid-September 

2024

2021

2022

2023

 first implementation of real-time 
sanity checks 

 company establishment (June) 

 investment (200 kEUR) by LifTT, 
our VC (June) 

 Submission of the ATTRACT 

 approval of the ATTRACT Phase 2 proposal (January) 
(2 MEUR)  

 kick-off of the ATTRACT Phase 2 (May) 

 proto-farm commissioned 

 implementation of the TESTU01 suite, complementing 
the NIST test (1.5 Tb qualified) 

 winner of the Falling Walls venture int’l competition 
(November) 

 h o w  d i d  w e  g e t  w h e r e  w e  a r e ?
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www.randompower.eu

This project has received funding from the ATTRACT project 
funded by the EC under Grant Agreement 777222 

Join us, we will be happy to walk with you!
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In-silico quantum generation of random bit streams 
(Random Power) 

 
 
 
 

This proposal responds to challenge(s) in the following domain(s): 
Data acquisition system & computing /software and integration 

 
 
 

Coordinator’s name and email address 
Massimo Caccia 

massimo.caccia@uninsubria.it 
 

Consortium Composition Table 
 Organization 

full name 
Organization 
short name / 
PIC number 

Organization 
type1 

Contact 
person 
name 

Contact person email 

Coordinator Università 
degli Studi 

dell’Insubria 

UNINS/ 
999855243 

University Massimo 
Caccia 

massimo.caccia@uninsubria.it 
 

Partner 2 AGH-
University of 
Science and 
Technology 

AGH/ 
999844573 

University Wojciech 
Kucewicz 

kucewicz@agh.edu.pl 

Partner 3 Nuclear 
Instruments 

NI/904737916 SME Andrea 
Abba 

abba@nuclearinstruments.eu 

Partner 4 Quantum 
Financial 

QFA/ 
904273092 

 

SME Marcello 
Esposito 

marcello.esposito@outlook.it 

 
 

 
 
 
 
 
 

                                                
1 Research Infrastructure, University, SME, Large Corporation, Research & Technology Organization, Start-up. If other, please specify. 

Established in June 2021

2020-10 Winner - ICT

2020-11 Winner of 2 “special prizes”

2021-06 PoC investment by LifTT, a VC 
located in Torino (ITALY)

2022-11 winner @the Falling Walls 
venture competition 
for curious people:  
here & and there

2024-03 Random Power goes to the most 
important trade fair on IoT technologies, 
hosted at the SECO booth. 

http://www.randompower.eu
https://youtu.be/d_zDP7NDLnI
https://youtu.be/KWCSUcyMAzE

