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“Freedom, security, convenience −

choose two” (Dan Geer)

Consequently:

“Security will always be exactly

as bad as it can possibly be

while allowing everything to still function.”

(Nat Howard)

Preamble



July 19



Raivo − CERN’s own Crowdstrike Moment

► May 30th 9h:

“People queuing outside. Can’t login…”

► …as “Raivo” update corrupted the

local OTP database with v1.5…

► …when auto-installed by iPhones

(v1.6 OK). 

► May 30th 10h: CERN 2FA disabled…

► …to allow migration to “EnteAuth”.

► June 3rd: CERN 2FA reenabled 

https://cern.service-now.com/service-portal?id=outage&n=OTG0150265



CUPS − Exploiting “Unix’ Common Printing System”

https://www.evilsocket.net/2024/09/26/Attacking-UNIX-systems-via-CUPS-Part-I/

► Most systems (servers!) most likely don’t 
need for cups-browsed

► Just uninstall it…

► …and wait for Part 2 (announced but 

unclear which CUPS component is 

impacted this time...)



Zendesk Data  Exposure thru Email Spoofing

https://gist.github.com/hackermondev/68ec8ed145fcee49d2f5e2b9d2cf2e52

► support@{company}.comuses Zendesk

► Zendesk replies with 
support+id{id}@{company}.com

► You guess {id}& {company}, send an 

email spoofing the original sender and

get full access to that ticket

► This is also why deploying 

SPF/DMARC/DKIM is essential (but painful)!
Do you have DMARC?

Caltech.edu, CUni.cz, UCSD.edu, DESY.de, INFN.it, 

IN2P3.fr, BNL.gov, UChicago.edu



The usual login madness

https://isc.sans.edu/diary/31282

•Fake Github website (“Github-scanner”)…

•…using deceptive “Captcha”…

•…downloads and executes malware.



R&E has become is a target!



A Real Life Example



https://cern.ch/sicura-lac

Beyond the WLCG, EGI and OSG

Engage with South American CERTs:

► Mailing list & Keybase group

► Alerts on ransomware (18) + Ebury (4) 

+ 43.338 compromised passwords

► Deploying MISP to 8 NRENs

► pDNS SOC tested at 4 NRENS

► Join regional conferences on those 

subjects



Collaboration is key… Unfortunately, not all 170 sites of the WLCG have 

the same level of maturity w/r security (or/and the resources to maintain 

that level). Hence, EGI & WLCG are thinking of

► Regular (virtual) meetings to discuss updates & ideas

► a Workshop & Hands-On Event (2025, likely at CERN)

► Plan for a newsletter with security updates

► Shared repository of policies & procedures

► Enhanced documentation on logging & traceability. pDNS SOC anyone?

WLCG: Move to more pragmatic security

Contact Pau.Cutrina@cern.ch (EGI) and/or Jose.Carlos.Luna@cern.ch (WLCG)

THOUGHTS?

mailto:Pau.Cutrina@cern.ch
mailto:Jose.Luna.Duran@cern.ch


If we want to win/keep up with this marathon, we should/must(!):

► More often choose “security” instead of “convenience”

► More often consider “privacy” instead of “freedom”;

► Have direct ties with the community to learn quickly about the malicious evil 

(and where they affect/attack us);

► Have good traceability & logging in place

to figure out whether/where(!) we are attacked/affected;

► Have good configuration management for prompt and agile patching

(office computing, data center and control systems!);

► Accept that we do not and cannot control the full phase-space.

Protection is often difficult/impossible, and ꟷ for sure ꟷ costly.

Conclusions



https://cern.ch/security
https://security.web.cern.ch/training/en/CERN%20Articles%20On%20Computer%20Security.pdf


