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Introduction & Overview HEP h4

Today we will provide updates on various WLCG network
related activities including:

e Network monitoring including perfSONAR

e Scilags (traffic identification)

e Analytics work

Much of this work is being driven by and coordinated with the

WLCG Network Data Challenges and associated
mini-challenges.
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Network Monitoring and Testing



perfSONAR 5.1.4

Recently released (Oct 17th) (~40% of perfSONARs on 5.1.4) Includes additional
fixes for OSG-LHC identified issues

Fixes for configuration and error handling to increase robustness of toolkits
Main features (5.1):

- New Grafana interface (replaces MaDDash!!)

- Threaded iperf3 support

- Conversion of pSConfig from Perl to Python (better support; easier features)
- Removal of EL7, Debian 10 and Ubuntu 18

- Supports EL9, Debian 11-12, Ubuntu 20, 22

- Multiple fixes for EImond, Logstash, registration daemon, pscheduler, ...

- Install help: cur1 -s

https://raw.githubusercontent.com/perfsonar/project/master/install-perfsonar | sh -s -
--help


https://www.perfsonar.net/releasenotes-2024-10-17-5-1-4.html

NIC speed

perfSONAR Infrastructure
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Active perfSONARs
Communities in Use

perfSONAR distributions
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® 4.3.2-1el7
® 200,000,000,000

© 4.4.4-1el7
@ 100,000,000

® 4.46-1el7

® 5.0.8-1.el8

69% toolkits now on 5.1 and EL9
o 27% stillon EL7 !

Core deployments are still on 10Gbps, but we have about 20% with 100Gbps
o For WLCG/OSG testing purposes 10Gbps is still sufficient
o Important to refresh HW along with the update to EL9

MTU - around 36% on jumbo frames (9000), rest is on standard frames (1500)

We have small testbed with about 10 perfSONARs with BBRv3 enabled

@ 1,500
@ 9,000
® 9,216
® 8,992



perfSONAR Infrastructure Evolution

Toolkit Version vs Time © .—PerfSONAR 5.0 introduced
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e Long-term trend of perfSONAR releases adoption shows a steady downtrend
o Only reachable “toolkit version” installations are shown
o Stability and reliability of the releases clearly playing a role

e New strategy and deployment models will need to be considered

O  Exploring simple deployments (without complex components such as ES)
o  Providing means to easily reset/restart deployment (to avoid accumulation of issues)
o Easy to co-locate with storages (or even co-hosted on storages with multiple NICs)



perfSONAR Testpoint

Motivated unreliability of full toolkit deploy
perfSONAR Testpoint:

o Automatically runs tests on a regular schedule
o Participates in a centrally managed set of tests

o Publishes the existence of a measurement node
Can run in a container, i.e. starting testpoint as easy as
@) docker run -d --name perfsonar-testpoint --net=host perfsonar/testpoint

Main concerns

o No local cache that would sustain an outage of central
services (48-72 hours)

o No way to remotely monitor - needs extra
packages/containers to run node_exporter and perfsonar
exporter

o Missing auto-updates and persistent configuration

o Performance and integration with OS needs testing

Looking for volunteers willing to deploy, test and
develop the missing components

Toolkit Web Ul +
perfSONAR Toolkit

i System Configuration Scripts :

| Grafana |

perfSONAR Core

pScheduler Server

perfSONAR Testpoint perfSONAR Archive

Host Details We
i Service

jOpenSearchj: Logstash

perfSONAR Tools

[ — — S R E—

iperf3 nuttcp owamp twamp Etraceroute pScheduler cLl |

perfSONAR Grafana



Network Measurement Platform Status

o Our platform collects, stores, configures and transports all network m
e Evolution based on the perfSONAR 5 already partially implemented.

o  Now directly publishing results from perfSONARs to ESQUC

o Collector used only as a fallback;

o WLCG CRIC now used for topology

perfS@NAR
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Network Measurement Platform Plans [WEEX

e Evolution based on the perfSONAR 5 already partially implemented.
o Forwarding to UNL and backup to FNAL still to be implemented
o pS Monitoring - update to latest Checkmk and enable SSO authentication
o ps Dashboard - integrate with Analytics Platform/Grafana (retire maddash)
o ps Configuration - clarify development roadmap and support

perfSONAR pS Dashboard

Experiments,

Alarmsg Si
/S  —» Sites,NRENs
Alertss' ’

Platform Store (long-term) ~ Tape
- ]
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perfSONAR Infrastructure Monitoring

= Updated to Checkmk 2.3.0 (from 1.6.0
= |ntegration with ClLogon (single-sign on) - moving away from x509 certs

= New tests
- Node diagnostics based on “pscheduler troubleshoot” command
- Tracking measurements in central ElasticSearch

= Now in pre-production at psetf-itb.aglt2.org

@)  Main dashboard * Overview
Monitor > Overview > Main dashboard
K Hosts Unhandled p
.“ Dashboard Add Dashboards Display Help . > Y 308 0
Services Unhandled p
Monit
eniter Host statistics Service statistics Host Problems (unhandled) 5015 3161
= 1854 | OK State Host Icons Age Summary Events Unhauciet p
0 o
R 308 § Up 0 | In downtime
0 § In downtime 0§ On down host
& 0 | Unreachable 276 | Warning > Bookmarks
Setup OB 1224 W linknown « Master control
308 | Total 1661 | Critical «
Notifications
5015 || Total
' Service checks [ ©)
Host checks «
Service Problems (unhandled) Events of recent 4 hours Flap detection «
Time  Host Service Summary Event handlers [ ®
YYour query produced more than 1000 results. Repeat query and allow more results. Note: the shown results are incomplete a perfSONAR BT eadat «©
= = connect to address perfsonari.nipne.ro and port 443:
@ 1915 perisonart.nipne.ro services: :
Connection timed out
State Host Service Icons Summary web/https IPv6 v Quicksearch
perfSONAR periSON.AR connect to address perfsonari.nipne.ro and port 443:
I berizonar dur ecotarid aciuk Sorices — av connect to address perfsonar.dur.scotgrid.ac.uk ai ® sm perfsonari.nipne.ro services: Connection timed out
P UL SCOgric.ac, webihtics IPve = 443: Connection timed out web/https IPv6
OSO:\)IAF{ @ i peonanesizinaigov perfSONAR TCP OK - 127.300 second response time on
crit |prabmrmrmey g::vicas_ = TCP CRITICAL - Invalid hostname, address or soc e services: owamp  psonartest2.fnal.gov port 861
: B web/h((pé 1PV =) perfsonar.nersc.gov perfSONAR UNKNOWN - Exception caught while executing plugin
© 31m t2pisn2jinrru services: (invalid literal for int() with base 10: b'<IDOCTYPE HTM
Pl 5-development.bal.gov perfSONAR — as connect to address ps-development.bnl.gov and p pscheduler PUBLIC "-/IETF/DTD HTML 2.0/EN">
P! B 9 services: owamp  — Connection timed out
- . perfSONAR
i perfSONAR = connect to address ps-latency.clumeq.megill.ca ar 47m  ps100.farm.particle.cz configuration: OK - Auto-URL configured correctl
[ailll] Ps-latency.clumeq.megill.ca services: owamp ~ — 861: Connection timed out o B P s g Z
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perfSONAR Infrastructure Monitoring

0 Services of host ps-latency.lhcmon.triumf.ca

Monitor > Overview > All hosts > ps-latency.lhcmon.triumf.ca > Services of host
mK

Ill Commands Host Services Export Display Help @
aonitor /¢ Acknowledge probl ; Schedule downtimes Y Filter (® Show checkboxes (® ps-latency.lhcmon.triumf.ca
am
am
Customize ps-latency.lhcmon.triumf.ca
* State Service Ilcons  Summary Age Checked Perf-O-Meter
Setup - perfSONAR configuration: contacts = OK - Contact and organization found 2024-07-02 17:26:53 47 m
perfSONAR configuration: location = OK - Location: -122.5428/49.1646 2024-07-02 17:26:53 47 m
perfSONAR configuration: meshes = OK - Auto-URL configured correctly 2024-07-02 17:26:583 47 m
WARN perfSONAR ES freshness: owamp = A" WARNING - ES 52.78 % complete for event type: histogram-owdelay 6 h 6 h
m perfSONAR esmond freshness: owamp = A" CRITICAL - esmond 0.0 % complete for event type: histogram-owdelay 2024-07-01 16:22:33 112 m
- perfSONAR hardware check — OK - CPU:1/24cores/3700.0000Mhz RAM:62GB NIC:10.0Gbps/9000MTU/IPv6 enabled 2024-07-02 17:26:53 47 m
- perfSONAR json summary = OK - Toolkit metadata successfully retrieved 2024-07-02 17:26:50 47 m
- perfSONAR services: ntp = OK - NTP synchronized 2024-07-02 17:26:53 47 m
perfSONAR services: owamp =™ TCP OK - 0.056 second response time on ps-latency.lhcmon.triumf.ca port 861 2024-08-25 15:14:32 7.15s
cheduler = M OK - pscheduler stats retrieved 2024-07-02 17:35:25 39 m
WARN perfSONAR services: pscheduler diags = Performing basic troubleshooting of ps-latency.lhcmon.triumf.ca. 19 h 19 h
- perfSONAR services: regular testing/pscheduler = OK - pscheduler is enabled and running 2024-08-31 15:26:54 47 m
- perfSONAR services: versions = OK - Toolkit version found: 5.0.8-1.el7 2024-07-02 17:26:53 47 m
- perfSONAR services: web/https IPv6 =™ TCP OK - 0.056 second response time on ps-latency.lhcmon.triumf.ca port 443 2024-08-25 15:14:41 14 m



perfSONAR Infrastructure Monitoring: Freshness |[EEE

o Service perfSONAR ES freshness: owamp, ps-latency.lhcmon.triumf.ca

Monitor > Overview > All hosts > ps-latency.lhcmon.triumf.ca > Services of host > Service

-
ch

.“ Commands Service Host Export Display Help @
Maniior 2 A ge p! = Y Filter » Show checkboxes | (O Services of host
(1]
am 1 row
Customize
Site alias Local site etf
Q Host name ps-latency.lhcmon.triumf.ca
Setup
Service description perfSONAR ES freshness: owamp

Service labels

Service icons =
Service state WARN
Summary WARNING - ES 52.78 % complete for event type: histogram-owdelay

Time-range: 3600
Even-types checked: histogram-owdelay

Mesh (Event-type): Canadian Tier1-2 Latancy (histogram-owdelay)
Missing destinations: 1
Missing inations: lcg-bw.sfu.cc da.ca

Mesh (Event-type): LHCONE Latency (histogram-owdelay)
Missing destinations: 6
Missing destinations: lat.scinet.utoronto.ca, perfsonar-ps-01.desy.de, wash-ps-ps-lat.es.net, atlas-npt1.bu.edu, perfsonar2.ultralight.org, perfsonar-latency-v471-portal.gridka.de

Mesh (Event-type): OPN Latency (histogram-owdelay)
Missing destinations: 2
Missing destinations: Ihcperfmon.bnl.gov, t1-ps01-It.gridpp.rl.ac.uk

Details
Mesh (Event-type): WLCG ATLAS Latency (histogram-owdelay)
Missing destinations: 28
Missing destinations: sonar2.itim-cj.ro, ps1.ochep.ou.edu, perfsonar01.lcg.cscs.ch, perfsonar-It.tier2.nep.manchester.ac.uk, psonari.lal.in2p3.fr, mwt2-ps01.campuscluster.illinois.edu, perfsonar2.na.infn.it,
perfsonar2.cc.kek.jp, ps-latency.atlas.unimelb.edu.au, ps-latency.clumeq.mcgill.ca, perfsonar-ps-01.desy.de, t2ps-latency.physics.ox.ac.uk, atlas-npt1.bu.edu, Ihcperfmon.bnl.gov, perfsonar-latency.grid.pub.ro,
perfsonar2.romai.infn.it, Icg-lat.sfu.computecanada.ca, psuta01.atlas-swt2.org, lcgperfradar.dnp.fmph.uniba.sk, atrogr007.nipne.ro, perfsonar-latency.esc.gmul.ac.uk, heplnx129.pp.rl.ac.uk,
lcgps01.gridpp.rl.ac.uk, gridpp-ps-lat.ecdf.ed.ac.uk, psnr-farm10.slac.stanford.edu, psificO1.ific.uv.es, perfson1.ppgrid1.rhul.ac.uk, perfsonar2-grid.uaic.ro

Working destinations: argus-11.net2.mghpcc.org, perfsonar-latency.grid.surfsara.nl, perfsonar01.ft.uam.es, perfsonar2.nipne.ro, ps01-l.farm.particle.cz, psum02.itep.ru, lirpsonar1.in2p3.fr, ps-gsdc01.sdfarm.kr,
marperf02.in2p3.fr, psmsu01.aglt2.org, psum01.aglt2.org, ps002.gla.scotgrid.ac.uk, perfsonar01.datagrid.cea.fr, pygrid-sonar2.lancs.ac.uk, perfsonar-ps.ndgf.org, lapp-ps02.in2p3.fr, ps0002.m45.ihep.su, ps-
latency.t .ca, t2ps-| 1cy2.physics.ox.ac.uk, hepsonar2.ph.liv.ac.uk, Icg-pslat.uw.computecanada.ca, t1-pfsn2.jinr-t1.ru, perfsonar2.ihep.ac.cn, Ipnhe-psl.in2p3.fr, tech-ps.hep.technion.ac.il,
e perfsonar02-iep-grid.saske.sk, btw-lat.grid.kiae.ru, uct2-net1.mwt2.org, iut2-net09.iu.edu, echolot1.zeuthen.desy.de, ccperfsonar2.in2p3.fr, perfsonari.icepp.jp, btw-lat.t1.grid.kiae.ru, psl01-gva.cern.ch,
perfsonar2-de-kit.gridka.de, perfsonar-ow.cnaf.infn.it, psonar9-191-2.fnal.gov, picperfsonar-latency.pic.es

Help

Documentation for this check can be found at w%



perfSONAR Infrastructure Monitoring: pscheduler

0 Service perfSONAR services: pscheduler diags, psb02-gva.cern.ch

Monitor > Overview > All hosts > psb02-gva.cern.ch > Services of host > Service

.“ Commands Service Host Export Display Help @
oniat * A ge p T Y Filter | ® Show checkboxes | (© Services of host
L]
(1] 1 row
Customize
Site alias Local site etf
Q Host name psb02-gva.cern.ch
Setup
Service description perfSONAR services: pscheduler diags

Service labels
Service icons =

Service state

Summary Performing basic troubleshooting of psb02-gva.cern.ch.

psb02-gva.cern.ch:

Checking that host "psb02-gva.cern.ch" resolves... 2001:1458:301:86::100:b

Looking for pScheduler... OK.

Fetching APl level... 6

Checking clock... Unsynchronized (Not considered fatal)

Exercising API... Archivers... Contexts... Tests... Tools... OK.

Fetching service status... OK.

Checking services... Ticker... Scheduler... Runner... Archiver... OK.

Checking limits... OK.

Last run scheduled... 5 seconds ago

Last run completed... 6 seconds ago

Server Statistics:

Archiving

Backlog ..
Details Upcoming

HTTP Queue

Backlog

Length

Runs

Pending .

On Deck .

Running .

Cleanup .
o Finished .

Help Overdue .
Missed
-~ Failed .
- Preempted

Non-Starting ... 84

o 13

pScheduler appears to be functioning normally.



Replacement perfSONAR Dashboard [§E&ix

= New dashboard service replacing previous maddash
Based on Grafana - based on perfSONAR 5 code base

- Modified to use the central ElasticSearch, which uses different schema
- Generation of dashboards required some new code which is nhow upstream

perfSONAR

OPN IPv4 Bandwidth OPN IPv6 Bandwidth OPN Latency

ency.grid.surfsara.nl

— perfsonar-ow.cnaf.

at.1.grid.iae.ru
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— picperfsonar-
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~ Ihcperfmon.b
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~ psonarg-191-2.fnal.gov
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— t1-pfsn2,]
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~ picperfsonar-bandwidth.pic.es
— ps-bandwidth.Ihcmon.triumf.ca

~ ps-gsdco2.sdfarm.kr
~ psb02-gva.cem.ch
~ psonarg.fnal.gov

~ ti-pfsni
— picperfsonar-bandwidth.pic.es

~ ps-bandwidth.lhcmon.triumf.ca

~ ps-gsdco2.sdfarm.kr

~ perfsonar-de-kitgridka.de
~ psbo2-gva.cern.ch

~ perfsonar-ps.cnaf.infn.it
~ perfsonar-ps2.ndgt.org

— perfsonar.ihep.ac.cn
- perfsonar-de-kit.gridka.de

— perfsonar-ps.cnat.infn.it
~ perfsonar-ps2.ndgf.org
— perfsonar.ihep.ac.cn
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~ biw-bw.t1.grid.kiae.ru
~ coperfsonart.in2pa.fr

~ ti-pfsnt

btw-lat.t1.grid.kiae.ru —
ceperfsonar2.in2p3.fr -|
Ihcperfmon.bnl.gov —
perfsonar-latency.grid.surfsara.nl -|

btw-bw.t1.grid.kiae.ru — btw-bw.t1.grid.kiae.ru —
ceperfsonart.in2pa.fr - ccperfsonart.in2p3.f
Ihemon.bnl.gov — Ihcmon.bnl.gov —
perfsonar-bandwidth.grid.surfsara.nl — | perfsonar-bandwidth.grid.surfsara.nl —
perfsonar-de-kit.gridka.de — perfsonar-de-kit.gridka.de —
perfsonar-ps.cnaf.infn.it - perfsonar-ps.cnaf.infn.it —

perfsonar-ow.cnaf.infr.it —

perfsonar-ps.ndgt.org -]
perfsonar2-de-kit.gridka.de —|

perfsonar-ps2.ndgf.org — perfsonar-ps2.ndgf.org — perfsonar2.ihep.ac.cn —

perfsonar.ihep.ac.cn — perfsonar.ihep.ac.cn —
picperfsonar-bandwidth.pic.es — | picperfsonar-bandwidth.pic.es — |
ps-bandwidth.lhcmon.triumf.ca — ps-bandwidth.Ihcmon.triumf.ca —
ps-gsdc02.sdfarm.kr — ps-gsdc02.sdfarm.kr —
psbo2-gva.cem.ch — psb02-gva.cern.ch —
psonarg.fnal.gov — | | psonard.fnal.gov — |
t1-pfsn1.iinr-t1 . t1-pfsn1 iinr-t1.ru —

picperfsonar-latency.pic.es |
ps-gsdco1.sdfarm.kr —
ps-latency.lhcmon.triumf.ca -]

psl01-gva.cer.ch
psonarg-191-2.fnal.gov -}
t1-pfsn2.jinr-t1.ru -
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WLCG Site Network Monitoring HEP )4

WLCG Site Network Input/Output

: praguelcg2 - CZ-praguelcg Mean: 27.4 Gb/s Max: 75.9 Gb/s
: pic - ES-PIC Mean: 41.4 Gb/s Max: 136 Gb/s
Mean: 41.4 Gb/s Max: 136 Gb/s
Mean: 2.02 Gb/s Max: 9.39 Gb/s
Mean: 84.4 Gb/s Max: 249 Gb/s
: UKI-SOUTHGRID-RALPP - UKI-SOUTHGRID-RALPP Mean: 14.0 Gb/s Max: 31.1 Gb/s
| ; : UKI-SCOTGRID-GLASGOW - UKI-SCOTGRID-GLASGOW Mean: 6.58 Gb/s Max: 14.8 Gb/s
1.50 Tb/s 1 ‘ i ‘ | : UKI-NORTHGRID-MAN-HEP - UKI-NORTHGRID-MAN-HEP Mean: 13.7 Gb/s Max: 33.2 Gb/s

3.50 Tb/s

3 Tb/s : ifae - ES-IFAE
: WEIZMANN-LCG2 - IL-WEIZMANN

2.50 Tb/s : USCMS-FNAL-WC1 - US-CMS

2 Tb/s

1Tb/s

i ‘ M I I' : UKI-NORTHGRID-LANCS-HEP - UKI-NORTHGRID-LANCS-HEP  Mean: 12.3 Gb/s Max: 24.5 Gb/s
1l } H‘ I
i ,mm. ‘
500 Gols g i ] e

qﬂnmu‘

‘JU i

il HM il lummy i

i i I _Nm u
0 Mb/s ; - - it i (AR i
' ‘ L lu”mmtu 1

-500 Gb/s ‘ ‘ ML il Aol \ I I i ‘mwf

-1Tb/s

-1.50 Tb/s

-2 Tb/s

-2.50 Tb/s

-3 Tb/s

-3.50 Tb/s
05/02 08/02 11/02 14/02 17/02 20/02 23/02

: UKI-LT2-RHUL - UKI-LT2-RHUL

: UFlorida-HPC - US-UFlorida-HPC

: UCSDT2 - UCSD

: UAM-LCG2 - ES-UAM

: TRIUMF-LCG2 - CA-TRIUMF

: TOKYO-LCG2 - JP-University-Tokyo
: TECHNION-HEP - TECHNION-HEP
: SPRACE - BR-SPRACE

: RWTH-Aachen - DE-RWTH-Aachen
: RO-13-ISS - RO-13-ISS

: RO-07-NIPNE - RO-NIPNE_1

: RAL-LCG2 - UK-RAL

: Purdue - US-Purdue

: Nebraska - US-Nebraska

:NET2 - US-NET2

Mean: 1.78 Gb/s Max: 6.04 Gb/s
Mean: 3.10 Gb/s Max: 23.8 Gb/s
Mean: 9.84 Gb/s Max: 28.2 Gb/s
Mean: 4.06 Gb/s Max: 9.50 Gb/s
Mean: 25.4 Gb/s Max: 67.6 Gb/s
Mean: 32.6 Gb/s Max: 72.4 Gb/s
Mean: 3.99 Gb/s Max: 14.0 Gb/s
Mean: 5.34 Gb/s Max: 26.7 Gb/s

Mean: 21.2 Gb/s Max: 105 Gb/s
Mean: 7.57 Gb/s Max: 18.8 Gb/s
Mean: 13.7 Gb/s Max: 28.5 Gb/s

Mean: 87.8 Gb/s Max: 201 Gb/s

Mean: 17.4 Gb/s Max: 59.1 Gb/s
Mean: 19.2 Gb/s Max: 69.9 Gb/s
Mean: 8.43 Gb/s Max: 9.43 Gb/s

Site Network Utilisation - computed from aggregated utilisation (SNMP counters) provided by
sites via simple API. Screenshot shows network utilisation during DC24 as seen by the sites.

We still have sites that have NOT completed configuring this.

If your site is not shown, please

follow up using the guidance at https://qgitlab.cern.ch/wlcg-doma/site-network-information



https://gitlab.cern.ch/wlcg-doma/site-network-information
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SciTags (Data Visibility on the Network)



Network Visibility and Scitags

Scientific Network Tags (scitags) is an initiative promoting identification of the
science domains and their high-level activities at the network level.

ORGANIZAGAO SOCIAL 00 MCTI

&8 xRoot0. W SYRUCIO

Enable tracking and correlation of our transfers with Research and Education
Network Providers (R&Es) network flow monitoring

= Utilizing packet and flow marking to identify traffic owner/purpose.

STHRLIGHT" — =

Experiments can better understand how their network flows perform along the
path
Improve visibility into how network flows perform (per activity) within R&E segments

Get insights into how experiments are using the networks, get additional data from R&Es on
behaviour of our transfers (bottlenecks, troubleshooting, optimisation, etc.)

Sites could get visibility into how different network flows perform
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How scitags work
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Finding More Information: https://scitags.orqg

Scientific network tags (scitags) is an initiative promoting
O e 5 ideptification of the science domains and their high-level
SC1 t ags .0 rg activities at the network level.

It provides an open system using open source technologies that helps

Network Flow and Packet Marking for Research and Education (R&E) providers in understanding how their networks
Global Scientific Computing are being utilised while at the same time providing feedback to the scientific
community on what network flows and patterns are critical for their
[ View On ] [ann\oad ] E Join ; computing.
GitHub ech. Spec| fcitags.or

Our approach is based on a network tagging mechanism that marks
network packets and/or network flows using the science domain and
activity fields. These tags can then be captured by the R&E providers and

.
correlated with their existing netflow data to better understand existing P rese ntat I O n S
network patterns, estimate network usage and track activities.

The initiative offers an open collaboration on the research and

development of the packet and flow marking prototypes and works in
close collaboration with the scientific storage and transfer providers to

H enable the marking capability. The project is currently in the
eC n I Ca peC prototyping phase and is open for participation from any science domain
that require or anticipate to require high throughput computing as well as

any interested R&F providers.

Participants

@ ESnet Gfgm m%n S RNP Jisc
&m0 ZRUCIO

WO LIV STACRLIGHT™ ==

Mailing List

Upcoming and Past Events

.

March 2022: LHCOPN/LHCONE workshop

November 2021: GridPP Technical Seminar (slides)

November 2021: ATLAS ADC Technical Coordination Board
October 2021: LHCOPN/LHCONE workshop (slides)

September 2021: 2nd Global Research Platform Workshop (slides)

.

Hosted on GitHub Pages — Theme by orderedlist

.

.
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https://scitags.org

Current Status: DDM & Storages

Implementation status:
Propagation:
Rucio supports Scitags from 32.4.0
« FTS/gfal2 support Scitags from 3.2.10/2.21.0

RIEEiX

Storages:
XRootD provides Scitags implementation (from 5.0+)
= EOS provides Scitags support from 5.2.19+
= Project on production rollout at CERN for WLCG has been approved
= dCache prototype exists, roadmap for release pending
= StoRM prototype exists, planning release and pre-production deployment

Collectors:
= Production deployments at ESnet and Jisc
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https://xrootd.slac.stanford.edu/doc/dev54/xrd_config.htm#_Toc88514010
https://italiangrid.github.io/storm/

SciTags & Data Challenge 24

= Scitags Deployment
80% of EOS CMS (production), UNL production storage
= Flow labeling functionality (fireflies)

= Results:

Confirmed the capability to propagate Scitags all the way to the storages (for
both ATLAS and CMS)

Sending fireflies (from XRootd, EOS storages)
Collection and visualisation at ESnet collector
Results shown in live dashboard

With limited deployment we were able to get valuable insights into flow durations,
their characteristics (splits by exp/activity), sources of IPv4 traffic (split by

applications) and potential impact of new TCP congestion algorithms (performance
correlated with flow data)
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https://public.stardust.es.net/d/b8dddac0-5b24-4739-9c8d-e88a05c1344f/scientific-network-tags3a-rande-dashboard

SciTags & Data Challenge 24

Site | CERN v

Total Flows per Exp/Act

200000

€
3
8 100000

8 R Ah.f‘@ ”’M‘WAM\MA ﬁ/\ ﬂ\ L A/]JQL

02/05 02/08 02/m 02/14 02/17 02/20 02/23 02/26 02/29 03/03
== cms - Data Challenge Last: 0 Max: 200877 Mean: 11005 cms - Production Output Last: 219 Max: 82867 Mean: 5444

== cms - TO Export Last: 813 Max: 101035 Mean: 2480 == cms - User Subscriptions Last: 24 Max: 63090 Mean: 837

cms - Analysis Input Last: 166 Max: 26026 Mean: 532 e= cms - Functional Test Last: 96 Max: 8635 Mean: 323

rme - Pradictinan Inniit | act: N Mav: AARAN Maan: 220 @» rme - |lear AiitnAnnrava | act- RQ May: K274 Mean- 155

Total Flows per IP version

250000

200000

‘€ 150000
>
o
(&)

100000

50000

. ol
02/05 02/08 02/11 02/14 02/17 02/20 02/23 02/26 02/29 03/03

== jpv6 ipv4
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DC24: University of Nebraska (UNL)

Bytes Sent per Exp/Act

| Bytes sent per
318 Exp/Activity - shows

27TB

. non-FTS traffic was
op el AALS TR UATVAR I T L RN e dominant

02/14 02/16 02/18 02/20 02/22 02/24
cms - default == cms - User Subscriptions == cms - User AutoApprove == cms - Production Output

== cms - Production Input == cms - Functional Test == cms - Debug == cms - Data rebalancing == cms - Data Challenge

e indlyiTrpu Capability to show a
split by application
(as reported by
xrootd)

Total Flows per Application (top10)
3000

2000

= AL o gl

02/14 02/16 02/18 02/20 02/22 02/24
xrootd xrdcp == skim_ntuple.exe == runAnalyzer e= root.exe == python3.9 e= python3.8 e= python3.7

Count

== python3.6 python3.10
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DC24: CERN EOS CMS

Median duration of flows split by Exp/Activity

Duration of DC flows was quite short wrt. production/rebalancing

Median Duration Received per Exp/Act

2.08 hour
1.39 hour

41.7 min

S TR

02/14
== CmSs - Funcuonai 1est

02/16
e= cms - Debug
cms - Data rebalancing

== cms - Data Challenge

02/18

L

Wl

02/20

02/22 02/24
Us 0.58 S Y.10 Mmin
Os 1M.6s 2.08 min
O0s 1.97min 1.50 hour
Os 46.2s 9.93 min

24



iX

SciTags Research & Development
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Technical Spec for Packet Marking

Packet Marking via the use of the IPv6 Flow Label

IPv6 Header

et e T e e o e o e e T e R e R e T

|vVersion| Traffic Class | Flow Label
R it T T e O 5, oo, % S N AR BA SR ST A SN S AU SR SRR
Flow Label | Payload Length | Next Header | Hop Limit |
et T e o el e e e e s Sl S S e
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--4+--4+--+--+--+

|e1]|02|03|04|05|06|07|08|09|10|11|12|13|14|15|16|17|18|19|20]|
D e it i st e e e e e e e s
|[E | E] c| c| c| c| c| c| c|c|c|EelA|lAlAlA|l Al A E| E|
e e ek s i sl S S e A S e S e S P e

e (C) Community identifier: "Who are you affiliated with?"
e (A) Activity identifier: "What are you doing within your community?"

e (E) Entropy bits sprinkled throughout

IETF RFC-Informational Draft is available with more details
Started exploring HbH option as an alternative (eBPF-PDM, eBPF-extHeaders)
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https://datatracker.ietf.org/doc/draft-cc-v6ops-wlcg-flow-label-marking/
https://datatracker.ietf.org/doc/draft-elkins-ebpf-pdm-ebpf/
https://github.com/IurmanJ/ebpf-ipv6-exthdr-injection/tree/main

Destination Option and Hop-by-Hop Option

Based on feedback from IETF v6ops community

Started exploring Destination Option (DO) and Hop-by-Hop Option (HbH) as
alternatives (eBPF-PDM, eBPF-extHeaders) to flow label.

I Next Header is the Routing EH
i Ver Traffic Class Flow Label I

Poond Long ook

Source IPv6 Address , |40 Octets
Mot Hoader i the (Care of Address of Mobile Node A) !
Destination EH Destination IPv6 Address )
7 (Care of Address of Mobile Node B) )
HdrExLen=2 Rout Type=2 Segleft=1 '

Next Header is the Reserved=0 E 24 Octets
F EH )
. s —l Home Address of Mobile Node B ;
BEETE ooz OnTypest  Opten2 |

: 0 0 Opt.Type=201 Optlen=16 i |24 Octets
Next Header is TCP h Home Address of Mobile Node A I

o J— Fognenoteet  Res My

' Identification 1

Upper Layer (UL) Header Payload

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

We plan to showcase packet
marking with DO and HbH
during SC24

Prototype implementation
developed as part of flowd
service
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https://datatracker.ietf.org/doc/draft-elkins-ebpf-pdm-ebpf/
https://github.com/IurmanJ/ebpf-ipv6-exthdr-injection/tree/main

Flow Daemon Library and Service (flowd)

Service and library to prototype and test various approaches t
packet marking and flow labelling

Core features (part of scitags library):

e Plugins - determine which flows to mark and with what data (exp/act)
e Backends - implementations for packet marking and flow labelling

e Linux service - runs as systemd service

DevOps:

e Container, package distribution
o Support for Alma8, Alma9, RHEL8 and RHEL9 (via public scitags repository)
o Docker container
New “go-based” release from Pablo Collado Soto called “glowd” available today:

e https://qgithub.com/pcolladosoto/glowd/releases/tag/vi.0
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https://github.com/pcolladosoto/glowd/releases/tag/v1.0

Packet Marking Demo

During Supercomputing 23 in Denver, we demonstrated a
number of aspects of our packet and flow marking work.

Showed packet marking at 300 Gbps rates using
xrootd/iperf3 (with just two nodes; using eBPF).
Integration with ESnet’s High-Touch Service

o Enabling analytics at the packet-level
In collaboration with inMon Corp, set up packet
collectors via sflow and demonstrated real-time
monitoring of flows by community/activity.
SC23 demo was run in collaboration with Starlight,
ESnet, KIT, University of Victoria, University of
Nebraska and CERN

@ED> ESNet-CERN SciTags (IPv6 Flow Labels)
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https://blog.sflow.com/2022/11/scientific-network-tags-scitags.html

SC24 Plans

In 2 weeks we plan to participate in Supercomputing 2024
and will demonstrate:

= Packet marking at 400 Gbps

= Packet marking using Hop-by-hop
These demonstrations help verify capability at leading edge
scales.
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Analytics
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Network Analytics R&D HEP

Investigate ML models/methods to process network measurements

= Data-preprocessing, e.g.
Train neural networks to predict network paths, e.g. help us fill the gaps in
traceroute(s)
= Build model(s) that represents our network(s)
Network measurements are inherently noisy and therefore require robust models
= Use ML models for anomaly detection (for alerts & alarms)
Neural networks, Bayesian/probabilistic approaches
Detect anomalies in network paths and bandwidth measurements
Compare with the existing heuristic algorithms that we have developed
= Correlate with other data

Traceroutes with throughput for example, but also outside of perfSONAR, e.g. FTS
New types of data appearing (high-touch, scitags, in-band telemetry, etc.)
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CHEP 2024 Presentation on Network Analytics EIEEIX

Petya Vasileva presented our recent work on analytics at
CHEP 2024 in Krakow.

Details are available in the presentation
The core of the work is on correctly
identifying the network path and
correlating it with our metrics

Enhanélng
Network Analytics
‘ through Machine Learnlng

aslleva/U Michigan, Marian Babil

The new methodology uses Al/ML to
identify missing components on the network path
This is critical for then correlating problems with particular paths/locations.
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https://docs.google.com/presentation/d/1U0HN_U4RRd0kH1sgdh7gv_OoHKlaOguOiKzZZPbWhnI/edit#slide=id.g2d428162b0f_0_8

Reminder - Alarming: Why and What?

Alarming for us is defined as the identification of some issue that needs fixing.
An alarm:

= |dentifies a specific issue
= |nvolving one or more sites
= QOccurs at a point in time or exists in a time range

We have been exploring various algorithms to define alarms of interest.

Since it can be very difficult to identify certain types of issues from our
complex data, we are trying various Artificial Intelligence (Al) & Machine
Learning (ML) techniques.

We recruited an IRIS-HEP fellow (Yana Holoborodko) to work on this and
we will report on her project results below.
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Student Summer Project

For 2024, we have identified one student to work with us on Alerting & Alarming?

= Yana Holoborodko (Ukraine), Project: Enabling Advanced Network and Infrastructure
Alarms (see

https://docs.google.com/document/d/1ZjLHI7- CpALAuiSWIwQ4PP8Sg4049ZftfT93
8gH4dY/edit )

Yana had a challenging task in that she had to not only learn about our tools, data
formats and previous results, but also had to come up to speed on the basics of
networking, data transfers and how they can go wrong!

She completed her project at the beginning of October and she reported on it at a
Fellows talk on October 7, 2024

= Her code is at https://github.com/hooloobooroodkoo/aaas/tree/main

= We have two new alarms related to reachability and activity for our perfSONARs that
we are integrating into the AAAS service

We may have the option to provide a follow-on Fellowship at CERN for 6-9 months! 35


https://docs.google.com/document/d/1ZjLHI7-_CpALAui3WlwQ4PP8Sg4o4qZftfT938gH4dY/edit
https://docs.google.com/document/d/1ZjLHI7-_CpALAui3WlwQ4PP8Sg4o4qZftfT938gH4dY/edit
https://urldefense.com/v3/__https:/indico.cern.ch/event/1449315/__;!!K-Hz7m0Vt54!g9TFSOk1kG5WSjMzAKaOpb0-poJmtt0mcv8jekjS6jCPzx6bvnB9B4JuOIlVCBfxy7MuLJUQ2UViylelQHtqF9oH$
https://github.com/hooloobooroodkoo/aaas/tree/main
https://aaas.atlas-ml.org/subscriptions

Analyzing ESnet HighTouch Data

WLCG DC24 data inserted into Hadoop/Hive platform @ PIC [2.3-10" NumRows / 13 TiB RawDataSize]
This platform offers fast interactive exploration (visualization) of the data

Preliminary analysis ongoing (M. Félix & J. Flix) - more ESnet HT datasets to be explored
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Outreach & Plans

Shawn McKee - OSG/PATh Staff Mtg 10/23/2024 37



WLCG “Network” Data Challenges  [fEgiX

A planned series of end-to-end tests to demonstrate the progress of
infrastructure, applications and middleware of WLCG sites and experiments to
reach the capacity and capability required for HL-LHC scale operations.

These data challenges provide many benefits, allowing sites, networks and
experiments to evaluate their progress, motivate and validate their developments
in hardware and software and show readiness of technologies at suitable scale.

After DC24 (Feb 2024) we had a lot of data to examine and correlate. Many site
issues were identified and especially shortcomings in some central data
distribution components like FTS, Rucio and associated monitoring.

We have new plans to enable “mini-challenges” that won’t require involvement of
experts to allow us to “benchmark” parts of our infrastructure.
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https://docs.google.com/presentation/d/1lyhu9GTRFXIhkwMqRpBGPtNMOjTgZO2oA1VH_BLBIs0/edit#slide=id.g276cf42bd13_0_98

DC26/27 Network Planning HEP )4

The next WLCG data challenge will likely be in late 2026 or early 2027 (DC26/27) and we have a
number of targets to work on.

Network planning: make sure our sites and their local and regional networks are
aware of WLCG requirements and timeline, and plan accordingly.

o We need to socialize our requirements at sites and with regional networks
Update and utilize perfSONAR to clean up links & fix problems before DC26/27.
Instrument and document site networks, for at least our largest sites.

IPv6 should be enabled everywhere not just because of packet marking, but
because it will allow us to get back to a single stack sooner!

Optimize our ability to utilize the network (jumbo frames, protocols, pacing)
Improve net traffic visibility (SciTags)

Explore and demonstrate the value of Network Orchestration/SDN.
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OSG-LHC/IRIS-HEP Planning

At the |IRIS-HEP retreat in September 2024, we discussed how to prepare for
As mentioned, mini-challenges are an important tool that we want to enable
Goals for the next DC:
= Move the majority of our data via IPv6 and have one or more sites IPv6-only
= Have 80%+ of our traffic identified by SciTags
= Have SENSE/Rucio used in production at one or more sites
= |mproved site network monitoring to traffic traffic by LHCONE, LHCOPN, R&E and commodity
Rough plan:
= Before the end of 2024 re-run capacity tests for US sites to determine current
values
= Around February 2025, execute a joint USATLAS-USCMS capacity mini-challenge
for North America (identify current throughput limits by site and in aggregate)
= Early-to-mid Summer 2025, execute a joint USATLAS-USCMS capability
mini-challenge for North America (storage tokens, traffic shaping, SciTags, SDN,
etc.)

Will report on this at the upcoming WLCG DOMA meeting
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https://indico.cern.ch/event/1374962/
https://indico.cern.ch/event/1470863/

Summary and Conclusion HEP 4

The collaboration of OSG, WLCG and various research projects
have created an extensive infrastructure to monitor our networks via
perfSONAR and provide associated analytics and visualization.

o We maintain our engagement with various groups, working on
improving networking for scientific research.

o While we continue to monitor and maintain our infrastructure, we
need to also develop and tune our tools and applications.

o We have lots of activity “pre DC26” to both incorporate
improvements and fix issues

Questions or Comments?
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Relevant URLs for Reference

OSG/WLCG Networking Documentation

o  https://opensciencearid.github.io/networking/

WLCG DOMA DC24 plans

o  https://indico.cern.ch/event/1225415/contributions/5155042/attachments/2593516/4476291/Data%20Challen
0e%202024.pdf

Recent presentations at LHCONE/LHCOPN
o perfSONAR Monitoring Update
o SciTags deployment, configuration and use
Toolkit information page
o https://toolkitinfo.opensciencegrid.org/
ATLAS Alerting and Alarming Service: htips://psa.osg-htc.org/
The perfSONAR Dashboard application: https://ps-dash.uc.ssl-hep.org/
ESnet WLCG Stardust Dashboard:
https://public.stardust.es.net/d/XkxDL5H7z/esnet-public-dashboards?orgld=1
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https://opensciencegrid.github.io/networking/
https://indico.cern.ch/event/1225415/contributions/5155042/attachments/2593516/4476291/Data%20Challenge%202024.pdf
https://indico.cern.ch/event/1225415/contributions/5155042/attachments/2593516/4476291/Data%20Challenge%202024.pdf
https://docs.google.com/presentation/d/1yn43JixEcSBlrKWIy9OvRR5HxaLIzqOeM7Fz1tWlhR0/edit#slide=id.p1
https://docs.google.com/presentation/d/185xdkBtg9Dn2fJ0gYFp0Jmkrm4Brln_vITiqrG8Kugs/edit#slide=id.g8036819354_0_7
https://toolkitinfo.opensciencegrid.org/
https://psa.osg-htc.org/
https://ps-dash.uc.ssl-hep.org/
https://public.stardust.es.net/d/XkxDL5H7z/esnet-public-dashboards?orgId=1
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End-system Utility: Flowd Service

= Architecture (based on event-driven architecture)

Plugins

Named pipe (local API for storages)

Transfer (src, dst, src_p, dst_p) AIPVG flow label (e_id, ac_id)

| ——— =]
v,

FLOWD Service

UDP Listener - listens for incoming UDP fireflies

udp_listener

Netlink listener

Netstat listener

I udp_firefly UDP firefly start (ts, src, dst, src_p, dst_p, e_id, ac_id, netlink) UDP firefly end
= UDP packet has same src/dst as original transfer
UDP firefly start - payload: same as above UDP firefly end

UDP packet to a dedicated collector IP

= Plugins provide different ways get connections to mark (or interact with storage)

= New plugins were added to support netlink readout and UDP firefly consumer

= Backends are used to implement flow and/or packet marking

= New backends were added to mark packets (via eBPF-TC) and expose monitored connection to

Prometheus
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Packet and Flow Marking Demos

CPUBasic ©®

100%

packet marking (iperf) no packet marking (iperf)

50%

0% —a——a——aa
08:50 08:55 09:00 09:05 09:10 09:15 09:20 09:25 09:30 09:35 09:40 09:4f

Busy System Min: 0.0250% Max: 39.9% Mean: 18.2%
== Busy User Min: 0.131% Max: 2.49% Mean: 0.718%
== Busy lowait Min: 0.0381% Max: 0.350% Mean: 0.118% == Busy IRQs Min: 0% Max: 18.0% Mean: 8.26%

Network Traffic Basic ©

0b/s
-50 Gb/s
-100 Gb/s
RS S S OGPy PRSI R GRS
-150 Gb/s

-~ 08:50 09:00 ) 09:10 09:20 09:30 09:40
e= trans p4p2 Max: 0 b/s == trans scmgmt Max: 12.1 Mb/s e= trans vethd6ale00 Max: 362 b/s
trans vlan1799 Max: 70.7 kb/s trans vlan3301 Max: 0 b/s trans vlanp01619 Max: 112 b/s
trans vlanp02026 Max: 131 Gb/s trans vlanp11619 Max: 112 b/i trans vlanp12026 Max: 135 Gb/s I
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