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CERN School of Computing

A school with a long history

The school was created in 1970, 2025 will be the 46th edition
This is the 16" edition of the Thematic School

This is the 3" edition of the Thematic School on Security
The school has visited 23 countries

E all member states (except Bulgaria, Slovak Republic)
+ Croatia, Cyprus, India

E 84+ different nationalities
E 3721 students have followed the school
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Mandate and mission

E Create a common culture in scientific computing among young scientists
and engineers involved in particle physics or other sciences, as a
strategic direction to promote mobility and to facilitate the development
of large computing-oriented transnational projects.

E http://cern.ch/csc

E Participants come from worldwide laboratories and universities with
typically 20 to 30 different nationalities.

E http://cern.ch/csc/alumni
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Bridging science and computing

E The unprecedented technological evolution in computing has profited directly to
several scientific research projects, in particular in high energy physics

E Computing is today the main strategy for many sciences to boost their
research productivity

E Itis nowadays essential that:
E Scientists master computing technologies as the main tool for their research

E Computer scientists understand the scientific domain of the investigation to
deliver computing services that meet the needs of the research project
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Eeé knowledge transfer of (CHORIN) skill
computing to academic, national laboratories, research institutes,
Institutional and industrial circles in Member States and other countries

E With direct or potential applications up to all spheres of the society
(as exemplified with the Web, and the Grid).
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The CERN Schools of computing

E

The Main School (SC
E Two weeks, ~ 60 participants (82 last year) School of Computing
E Multiple topics on scientific computing
The Thematic schools ,
E Goes more in depth on a particular topic mmg
E Smaller participation, shorter duration (one week), clear goals
E Last year, two schools 35 + 38 participants
E This school: 23 participants m@:
(New) Regional Schools School of Computing
E Next year in Santiago, Chile

The Inverted school

E

It is frequent to find among students real experts on specific topics, and the
cumulated knowledge of the students exceeds the one of lecturers.

At the end of each school, we invite students to propose some lectures, and we
organi ze an AifinWheerrtee dsot usdcehnotosl .t urn i nto teach

In 2023, the 14" edition had 14 lecturers and more than hundred participants
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The School Academic Dimension
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EThe school &
E€ IS not a conferenceg
E€ I s not a place for
projects
E Does not replicate of common training available at home institutes,
or I n member stateds uni
EDoes not delivering Nntec

E Focus on persistent knowledge, less notions
and knowhow
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CERN School of Computing

An outreach opportunity

E For the local organizers
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CERN School of Computing

An outreach opportunity

60 anos do
CERN ¢

O simy
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E For CERN

CERN
School of Computing
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Alberto Pace, school director
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14



15

The School site is on indico

E https://indico.cern.ch/event/1459614/
E Check it regularly for updates

CERN School of Computing

Thematic CERN School of Computing on Security 2025

Overview
Academic programme
Lecturers

Participants

Programme Committee

Timetable

Practical Information
Terms and Conditions
School guide

More about Abingdon on
Thames

How to travel to
Abingdon on Thames

Travel to the UK -
Electronic Travel
Authorisation

The Cosener's house
(accommodation)

My Conference
My Contributions

Application

Privacy Information

CERN School of Computing

> Computing. S¢

The 16™ Thematic CERN School of Computing (tCSC security 2025) will take place on April 6-12 2025.
The theme of the school is “Security of research computing infrastructures”- see the academic

programme for more details

The school is proposed to people working in academia and research institutes, who as part of their job

need to ensure security and resilience of computing resources they manage, and want to be prepared to

detect and handle possible security incidents

This school is organized by CERN in collaboration with the UK Research and Innovation, Science and

CERN
School of Computing

Technologies Facilities Council (UKRI STFC) The school will take place in Abingdon and will be hosted
in The Cosener’s house, located in the grounds of the medieval Abbey of Abingdon, eight miles from

Oxford.

Important Dates

¢ January 31st 2025- applications closing at midnight

¢ February 14th 2025 - invitations sent to the selected participants

* March 7th 2025 - registration fee payment deadline
* Sunday 6 April - Saturday 12 April 2025 - the school

Science and
Technology
Facilities Council

6 - 12 April 2025
Abingdon, UK
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CERN Organizers

Kristina Gunne Andrzej NowicKi Alberto Pace
Administrator Technical Manager Director

16
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Local Organizers

E David Crooks
E Amanda Chapman

CERN School of Computing

UKRI-STFC / EGI CSIRT / IRIS CSIRT
STFC UKRI
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School booklet

E Printed version for those who asked for it

E Electronic version (PDF) Linked
from school main page on Indico

E Contains pictures and short biographies
of all participants

I 6 - 12 April 2025 prm Y|
Technol - A
Faciities Council Abingdon, UK : 72\
Starts 6 Apr 2025, 11:00 Cosener's House
Ends 12 Apr 2025, 12:00 15-16 Abbey Cl, Abingdon 0X14 3JD, United Kingdom

Alberto Pace
Kristina Gunne
Andrzej Nowicki

[® poster_a4 pdf
B sCSC2025 Booklet &
& shared Photo Gallery @&

\/

: : See detalls
You are registered for this event. >
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School of Computing

6-12 April 2025

Abingdon, UK

16'" Thematic
CERN School of Computing

Security of research computing
infrastructures

Protection and Prevention
Detection
Response

https://indico.cern.ch/e/sCSC2025

Science and E E
) Technology
Facilities Council ==
[=]
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CERN School of Computing

WhatsApp group

E Unofficial communication channel
E We recommend you to join the group
E Autojoin link:
E https://chat.whatsapp.com/CnmtcMtS5i3JNWbhy87GVv
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CERN School of Computing

School rule #1

E Participate

E Attendance at all lectures and exercises IS
mandatory

E You should attend all meals and coffee breaks

E Taking part in social and sports events is optional
£ You must let us know whether you participate or not
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CERN School of Computing

School rule #2

E Be on time
E Check what the schedule says:

EALecture starts at 9: 000 => You

E Sign the presence sheet beforehand 1 it will be removed at 9:00

EAThe bus |l eaves at 18: 000 => 11t
EIlf youore | ate, we 3 '

https://mwww.youtube.com/watch?v=1dZveoBfiww

Spaceballs, Mel Brooks, 1987

CERN &
School of Computing
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School rule #3

E Wear your badge
E At least until | have learnt all your names !

Jyoti Prakash Biswal Marta Vila Fer handes

CERN

Rutherford Appleton Laboratory, United .-

Kingdom ! e y '
- : Thematic CE :
Thematic CERN School of Computing § : CERN School
Split, Croatia - 11-17 June

~_ 39 Of (:Om ut' Ty
Split, Croatia - 11-17 'Snelng 2023

CERN g 9

School Computing

|

‘. # University of Johannesburg, South Africa

ematic CERN School of Computing 2023
Split, Croatia - 11-17 June

" o 0atia . 74 0';' i = -'« o
KU June ° ; a8 %
s = :‘ Yy & ' @\ CERN
> N 5 S EEN.'Y ) school of Computing
@ ~ B
N :

Th
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Your lecturers

ETheme: fASecurity of research comf€
E Introduction

P

Sven Gabriel

E Track 1: Protection and prevention

E Track 2: Detection

Daniel Ko u Si

E Track 3: Response

y)
Sebastian Lopienski

David Crooks

24
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Programme Committee

lan Collier

David Crooks

Sven Gabiriel

David Groep

David Kelsey

Sebastian Lopienski (chair)
Alberto Pace

Hannah Short

Liviu Valsan

Romain Wartel

m- m m m m m m m m m

CERN School of Computing

UKRI-STFC

UKRI-STFC / EGI CSIRT / IRIS CSIRT
Nikhef / EGI CSIRT

Nikhef

UKRI-STFC

CERN /CSC

CERN /CSC

CERN / AARC-TREE

CERN

CERN / ESnet
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The school governance

Ee I s discussed at t hhe School Advi sor
E http://csc.web.cern.ch/advisory-committe

E Includes several fulltime university professors

from different countries
e Currently: Belgium, Estonia, Germany, Croatia, Italy, Norway, Poland, Spain

E Two meetings per year

26
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Arnulf Quadt

Advisory Committee Chair, Programme Committee
Universitat Gottingen

Alberto Pace
School Director, Advisory Committee , Programme Committee

CERN

Enrica Porcari
Advisory Committee, CERN IT Department Head
CERN

Kristina Gunne
School Administrative Manager, Advisory Committee
CERN

Andrzej Nowicki
School Technical Manager, Advisory Committee
CERN

CERN School of Computing

The School Advisory Committee

Sebastian topienski
Advisory Committee

CERN

Verena Kain
Advisory Committee, Programme Committee
CERN

Danilo Piparo
Advisory Committee, Programme Committee
CERN

Toni S¢ulac
Advisory Committee
University of Split, Faculty of Science

Toni S¢ulac
Advisory Committee

University of Split, Faculty of Science

Veronika Zadin
Advisory Committee
University of Tartu Institute of Technology

Judith Katzy

CSC 2024 Local Organising Committee
Deutsches Elektronen-Synchrotron DESY

Oxana Smirnova

CERN
School of Computing

CSC 2025 Local Organising Committee, Programme Committee, Advisory Committee

Lund University
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CERN School of Computing

The school learning process

E Learning process
E Lectures
E Exercises
E Exam

E Meet special persons,
Build trusts with colleagues across the world

E Lunches, dinners, coffee breaks, evenings
E Excursions

E Music events

E Sport programme

Mandatory

Optional

s

ERN &
School of Computing
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CERN School of Computing

The school learning process

E Learning process
E Lectures
E Exercises
E Exam

E Meet special persons,
Build trusts with colleagues across the world

E Lunches, dinners, coffee breaks, evenings
E Excursions

E Music events

E Sport programme

Mandatory

Optional

s
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The tuition programme

CERN School of Computing

CERN

School of Computing

Sunday 6 April 2025

Monday 7 April 2025

Tuesday 8 April 2025

Wednesday 9 April 2025

Thursday 10 April 2025

Friday 11 April 2025

Saturday 12 April 2025

Registration

"L Welcome to the CERN School of ...
() Self-presentation: 1 minute per person

Dinner at the Nag's head pub

Opening Session - Sebastian Lopienski
(CERM) Alberto Pace (CERN)

Security in research and scientific
computing - David Crooks (UKRI STFC)
Announcements

Coffee break

Risk Management - lecture 1 - Sven

Gabriel

Lunch

Study time and/or daily sports

Risk management - lecture 2 - Sven
Gabriel

Coffee break
Security architecture fundamentals -

Barbara Kradovec (1JS)

Identity, authentication, authorisation -
Tom Dack

Application Security - exercises
Sebastian Lopienski (CERN)
18:15 - 19:15

Defensible security architecture: how
to implement security principles -
Barbara Kragovec (1JS)

Logging and traceability - David Crooks
(UKRI STFC)

Announcements
School photo
Coffee break

Virtualisation and cloud security -
Barbara Kragovec (1JS)

Lunch

Study time and/or daily sports

Vulnerability management - Sven
Gabriel

Coffee break

Student lightning talks

Application security - Sebastian
Lopienski (CERN)

Application Security - exercises -
Sebastian Lopienski (CERN)

Dinner at Cosener’s house

Container security - Daniel Koufil
(CESNET)

Container security - exercises - Daniel
Koufil (CESNET)

Announcements
Coffee break

Intrusion detection with SOC:
deployment and operation - David
Crooks (UKRI STFC)

Collect lunch bags

Departure of bus to Oxford

Oxford visit, punting and dinner

“. =111 Transport by bus to Cosener's house

Security Operations - Sven Gabriel

Incident response management -
Barbara Krasovec (1JS)

Announcements
Coffee break

Digital forensics: essentials and data
acquisition - Daniel Koufil (CESNET)

Lunch

Study time and/or daily sports

Digital forensics: data analysis - Daniel
Koufil (CESNET)

Coffee break

Intrusion detection with SOC -
exercises - David Crooks (UKRI STFC)

Dinner at Cosener’s house

Digital forensics - exercises - Daniel
Koufil (CESMET)

Coffee break
Introduction to forensics - exercises -
Daniel Koufil

Announcements
Penetration testing - exercise debri...

Lunch

Study time

Exam

Incident response - exercise - Tom
Dack Sebastian Lopienski (CERN) David
Crooks (UKRI STFC) Romain Wartel
(CERN)

Coffee break

Incident response - exercise - David
Crooks (UKRI STFC) Romain Wartel
(CERN) Tom Dack Sebastian Lopienski
(CERN)

Closing Session - Alberto Pace (CERN)

Departure
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CERN School of Computing

The school learning process

E Learning process
E Lectures
E EXxercises
E Exam

E Meet special persons,
Build trusts with colleagues across the world

E Lunches, dinners, coffee breaks, evenings
E Excursions

E Music events

E Sport programme

Mandatory

Optional
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CERN School of Computing

The Schdlcchltore®ih “exerocides” ur e 1 n

E The school has an entire computing infrastructure for exercises.
Remotely accessible to the students

E The quality of the computing infrastructure is a shop window for
CERN

CERN
School of Computing

~Y

nexe
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CERN School of Computing

The school learning process

E Learning process
E Lectures
E Exercises
E Exam

E Meet special persons,
Build trusts with colleagues across the world

E Lunches, dinners, coffee breaks, evenings
E Excursions

E Music events

E Sport programme

Mandatory

Optional
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CERN School of Computing

The exam

E A serious and difficult exam, which delivers the diploma
E Evaluate knowledge in two fields

E Physics

E Computing



CERN School of Computing

An exam part of the learning process

E In the process of hypotheses testing, we often define the null and the
alternative hypotheses. The most robust final results are obtained for ...

.. the acceptance of the alternative hypothesis.

.. the acceptance of the ratio of null and alternative hypothesis.
.. the rejection of the null hypothesis.

m m m M
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.. the rejection of the difference between null and alternative hypothesis.
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An exam part of the learning process

E In the process of hypotheses testing, we often define the null and the
alternative hypotheses. The most robust final results are obtained for ...

.. the acceptance of the alternative hypothesis.

.. the acceptance of the ratio of null and alternative hypothesis.
.. the rejection of the null hypothesis.
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.. the rejection of the difference between null and alternative hypothesis.
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CERN School of Computing

The school learning process

E Learning process
E Lectures
E Exercises
E Exam

E Meet special persons,
Build trusts with colleagues across the world

E Lunches, dinners, coffee breaks, evenings
E Excursions

E Music events

E Sport programme

Mandatory

Optional
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Lunch and Dinners

E Mix of Students + lecturers
E
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CERN School of Computing

(Optional) Social programme

E EXxcursions
E Culture
E History
E Nature

E Social games

s

School of Computing




CERN School of Computing cm@:-
(Optional) Music events

E Many students have
hidden talents

E Music values are universal
across all cultures

42
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Optional Spords|. ...




