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The New System Technology
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Practical implications
I. Structural challenges of embedding QT within society

Quantum technology is a ‘system technology in the making’ (de Jong, 2022)

By anticipating five challenges, we can prepare society for qguantum technology

Perception - Demystification (what are we talking about?)
n@ Socio-technical context — Contextualisation (how will this work in practice?)
%@ Societal context - Engagement (who should be involved?)

\
\
\

I International context —> Positioning (how do we relate to others?)

SN

Rules - Regulation (what frameworks do we need?)
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Direct the impact of Quantum Teeh

Quantum Delta NL

19/10/2024

QUICKSCAN

Describe impact on organization,
opportunities, and potential
threats [page 13).

'm a stakehalder analysis
(page 69).

it necessary to

Dacide:
continue to the full EQTA?

EXPLORATION
g

Swpd  Explore the soci
=y framework (pc

Communication, knowledge,
imaging and myths.

Societal, organizational
requirements to embed
tachnology in society.

Stokeholders in and outside
the organization.

indepence of developments
outsids the organization.

Explore technological
B¥BY  frameworks (page 48)

Quality requirements for
technology and cloud.

Technalogical requirements
for safety, trust and data
governance.

Requirements for futureproof
investments and freedom
of choice for innovation.

Stepl) Explore legal and ethical
frameworks (page 54

Applicable legal
frameworks.

Ethical frameworks.

Each challenge can be translated into questions for individual organisations

Exploratory Quantum Technology Assessment (QDNL, 2022

IN PRACTICE

'swpa Stakeholder

dialogue (page

Develop approaches for

{social) innovation with

stokeholders based on
relevant values

Step &

Balancing (page 71

Compare approaches based
on subsidiarity (are there
alternatives?), proportionality
(are the means and ends in
proportion?) and necessity.

aking and

Deci
SUEE  ustification (page

Decide on the steps to be
‘taken and justification

(9 Feedback and
evaluation (page 72]

Set up processes to follow
developments in a targeted
manner and periodically
evaluate the decision.
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How do we
define
success?
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Comment

https://doi.org/10.1038/s41567-024-02462-8

Acallfor responsible quantumtechnology

Urs Gasser, Eline De Jong & Mauritz Kop

The time has come to consider appropriate
guardrails to ensure quantum technology
benefits humanity and the planet. With
quantum development still in flux, the science

| Check for updates

chemical weapons.
Sume risks associated with the latest wave of QT sultware and
i a Jgorith

for instance, display the potential to break
protocol: i d privacy,and

As with QT's promises,

lurking off-stage given its nascent — or more accurately, uneven - state

community shares a responsibility in defining
principlesand practices. ion. A ogical arms
the listof isks s lang, with many
A ion of quantum appli
one ) s vt of
often i i i Inparallel,

Some argue that it is premature to consider QT guardrails seri-
ously. Indeed, we currently lack a full understanding of the overall

finance, defence,

pnlbcymakers from Washington ncmneuingaregnppungwunm

assoclated withit. Although some appllcmnm in the fleld ofquan
tum sensing or hybr

today's of largs h
advancements n quantu technology (QT) may mark the next - and idence
likely —frontier base about risks
From a palicy and societal perspective, QT shares some of the  nology — from nuclear energy to present-day Al — oﬂ:rsx:auuunxry
of Like Al fQTwill  raleby ethical, legal, social, olicy
oncethe
will transform how we map the physical world, quantum computers voices

promise to significantly expand computing abilities’, and quantum
‘communication potentially introduces a new paradigm in how we

calling for safeguards early inthe process.

ely. tend

q relatively  timatingitsk W thatwe must

low level of technological readiness. What all QT g d. Whatis needed in our viewis
mmoni ap d ar ionata time
The dawning of the quantum age hints at a list of it

that resemble nirvana from the vantage point of a troubled societies " Granted, i

confronted with avariety of crises, ranging for i isin fluxis nei tasknor

climate to social injustice. Put positively, QT comes with the promise  aquickwin.

of pursuing a broad range of desirable societal outcomes,including

Onesensibleapproach - an nitial step, really ~ inthis earlystage

those laid out in the con mﬂ i Develop-  of

ment Goals, Q1 instance, and lled

could cumnhumu h:mrbealtbciv!lyybwﬂmgdmgdlw frameworlk. It i manage

adv he: societalr i i

real- ||m uuin(um I Id playan i Int ar,

ing wi g ing i ionin or this type

clean energies. of canoffer guidance tor in labs, but also to
Notsurprisingly i funding i it comes to its ethical, legal,

with Several social, and policy ways ging issues

of them exacerbate risks already familiar from current debates in
the domain of Al Among them are threats to civil rights and liber-
ties with regard to the powerful surveillance capabilities of near-
field and long-distance quantum sensing applications: questions
of equitable access amidst unequal global distribution of quan-
tum computing and nemnrking capabilities; or the problem of

throughout the QT lifecycle.
The bullding blocks of such frameworks have been proposed
recently, including work that focuses on responsible QT in defence
and national security. Probably the most comprehensive effort to
at y

Iniversity, whichh:

dual use, which be used for
soclally beneficial but also fnr harmtul purposes’. For example,

team of experts — among them the authors of this
Comment representing different disciplines, including quantum

nature physics
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A call for responsible quantum technology,

ensuring it “benefits humanity.and.the planet.”

(Gasser, Kop & de Jong, 2024
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M"i " b i tochio,

Given the vast potential of quantum technologies, the stakes are high

...undermining cybersecurity (Q computing) ...contributing to the UN Sustainable
...facilitating criminal networks (Q comm.) Development Goals
...compromising privacy (Q sensing)

Given these high stakes, we share a responsibility to ensure ethical development
and.deployment of quantum.technologies
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With great technology
comes great responsibility

4
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Ethical implications
/ii. A call for responsible qguantum technology

Responsible quantum innovation, guided by three objectives:
1. Safeguarding society: proactively identifying and mitigating risks
2. Advancing society: leveraging new capabilities for societal goals

3. Engaging society: involving society in development, implementation, evaluation

... sure, but how?

How can we enable a meaningful and.inclusive discussion.about the ethical implications of
guantum technologies?
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Mﬂ.;l 4 of understand i Lechinol

Sufficient understanding of quantum technology is a key condition for a meaningful
debate about its ethical implications.
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Mﬂ.;l 4 of understand i Lechinol

Sufficient understanding of quantum technology is a key condition for a meaningful
debate about its ethical implications.

— What kind.of understanding is required to consider the societal and
ethical aspects of quantum technology?
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Mﬂ.;l 4 of understand i Lechinol

Technological understanding (de Jong & De Haro, forthcoming)

= the ability to realise a practical aim (e.g. solving a problem, meeting a need) by
using a technology

This requires some degree of insight.into. how the technology works
Required depth of insight varies. per.context

Design context Operation context Innovation context

19/10/2024 Eline de Jong, UVA | Practical and ethical implications of quantum technology | OQIxGiga: Quantum for Connectivity 17



e

ST RTNAHETTTYIR) FNTIROOTNT TAPAY AT RVAWWITIINY

[ WORTTEI 71 1004000 TR TTE LTI 0040 NN T PN VVVA s VO WYYV
R R e e ]

VI TIE0) RO 11T TORTIVNN KOS 3 VI TIPS WA

LHTUTT T TITTRATTI T IPLO0ST) IS IVOT ATV PR

technology | OQIxGiga: Quantum for Connectivity/ 18

19/10/2024 \EUne de Jong, UVA | Practical and ethical implications Of\quantu !
v ;]






el

" Il




Mﬂ.;l 4 of understand i Lechinol

What it means to have (enough) techn. understanding, depends on the context:
—> 1. Design: understanding at level of inner workings
2. Operation: understanding at level of direct consequences

3. Innovation: understanding at level of functional capabilities

Introductions to quantum technology often focus on explaining inner.workings
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M"'II 4 of e : i Lechinol

What it means to have (enough) techn. understanding, depends on the context

1. Design: understanding at level of inner workings
2. Operation: understanding at level of direct consequences

3. Innovation: understanding at level of functional capabilities

Introductions to quantum technology often focus on explaining inner.workings

For considering the societal and ethical implications of QT, we first and foremost need
an understanding of their functional. capabilities
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New and emerging technologies like quantum, raise the dilemma between
early-stage uncertainty and late-stage entrenchment

knowledge

oroblem versus power problem

Quantum technology
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Speculative ethics (“if-then”) can distract attention from more urgent issues

“upstream stage of technology development”

“downstream ethics” (focused on specific outcomes)

A low Technology Readiness Level = a low Ethics Readiness Level
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The risk of “thinking ahead too much” also applies to quantum technology
It is important to foster ethical discussions that are grounded. in the present
(Shelley-Egan & de Jong, forthcoming)

We need to find the right mode of doing “upstream ethics”
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Possible strategy: Shifting the focus from consequences to visions

What do visions communicate? <—— Visions ——> Whose visions are they?
(“why”) ("by whom”, “for whom”)
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