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Infrastructure alignment and policy harmonisation: helping out the proxy (M1-M18, 21PM)

• Operational Trust for Community and Infrastructure BPA Proxies

• Increase acceptance of proxies by identity providers through common baselines

• Review infrastructure models for coordinated AUP, T&C, and privacy notices, improving 
cross-infrastructure user experience (users need to click only once)

• D2.1 Trust framework for proxies and Snctfi research services 
Trust framework, guidelines and best practice for BPA proxies and interaction with research services (‘G082’)

User-centric trust alignment and policy harmonization: helping out the community (M6-M24, 26PM)

• Lightweight community management policy template

• Guideline on cross-sectoral trust in novel federated access models

• Assurance in research services through (eIDAS) public identity assertion

Anchored in the research user communities by co-creation with FIM4R, through policy workshops validating 
the restructured policy framework … together with the new BPA
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Objective: support the diverse and different policies needed now



Consider federation models, 
Wallet VCs, and assurance step-
up via gov eID VCs together?

Generalised consolidated 
Security Operational 
Baseline from PDK+EOSC
+ relation to G071
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Overview of main policy activities (and AARC TREE project interactions)

ID Task Name Start
2024 2025

Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May

1 2024-03-01
Research Infrastructure Alignment 
& Policy

8 2025-03-03
assurance in research services 
through eID identity assertions

9 2024-03-01Co-creation with FIM4R (with WP3+)
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2 2024-03-01Operational Trust Frameworks

2025-01-01
Service Provider Baselining & 
Acceptance

7

6

5

4 2024-03-01
Coordinated AUPs, T&Cs and 
Privacy Notices

2024-09-02
User-Centric Trust Alignment & 
Harmonisation

2024-09-02Lightweight Community Structures

2025-01-01
cross-sectoral trust in novel 
federated access models

Effort

21 PM

9 PM

4 PM

8 PM

26 PM

5 PM

9 PM

8 PM

4 PM

Partners

Nikhef

RAL, Nikhef, NorduNET, EGI, GEANT

RAL, Nikhef, CERN, SURF

RAL, Nikhef, EGI, GRNET, KIT, MU GEANT

RAL

EGI, CERN, KIT, SURF, GEANT

RAL, Nikhef, EGI, GRNET, KIT, KIFU

NorduNET, EGI, SURF, MU, GEANT

RAL, Nikhef, NorduNET

2026

Jun Jul Aug Sep Oct Nov Dec Jan Feb

WP3 Use Case 
Analysis

WP5 Compendium
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Four presentation models. In order of preference

1. machine-readable aggregated notice

2. common notice (single common authority domain)

3. cascading notices (assume responsibility for underlings)

4. coherent presentation: you show what you need (but not more)

Generic recommendations

• use the WISE Baseline AUP composition model, record what and when 
user confirmed acceptance, and be able to confirm this downstream

plus a machine-actionable model to 
construct notices based on a hierarchy of proxies

• sufficient to build you a comprehensive WISE Baseline AUP

• and a set of privacy notices (for those GDPR encumbered)

• plus a namespace inspired by RFC6711’s LoA registry
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We did AARC G083 Notice Management by Proxies!

https://aarc-community.org/guidelines/aarc-g083/
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Automatically constructing notices? Will that work? We can at least try!

{

"id": "urn:doi:10.60953/68611c23-ccc7-4199-96fe-74a7e6021815",

"aut": "https://www.nikhef.nl/",

"aut_name": "Nikhef",

"valid_from": 1649023200,

"ttl": 604800,

"contacts": [

"helldesk@nikhef.nl",

"information-security@nikhef.nl"

],

"security_contacts": [

"abuse@nikhef.nl"

],

"privacy_contacts": [

"privacy@nikhef.nl"

],

"policy_class": "acceptable-use",

"notice_refresh_period": 34214400,

"includes_policy_uris": [

"https://documents.egi.eu/document/2623"

],

"policy_uri": "https://www.nikhef.nl/aup/",

"description#nl_NL": "Deze Gebruiksvoorwaarden betreffen het gebruik van 

netwerk en computers bij Nikhef. Iedere gebruiker van deze middelen of diensten 

wordt geacht op hoogte te zijn van deze voorwaarden en deze na te leven.",

"description": "This Acceptable Use Policy governs the use of the Nikhef 

networking and computer services; all users of these services are expected to 

understand and comply to these rules."

}

{

"id": "https://operations-portal.egi.eu/vo/view/voname/xenon.biggrid.nl",

"aut": "https://xenonexperiment.org/",

"aut_name": "Xenon-nT collaboration",

"valid_from": 1311890400,

"ttl": 31557600,

"contacts": [

"grid.support@nikhef.nl",

],

"security_contacts": [

"vo-xenon-admins@biggrid.nl"

],

"policy_class": "purpose",

"augments_policy_uris": [

"https://wise-community.org/wise-baseline-aup/v1/"

],

"policy_uri": "https://operations-

portal.egi.eu/vo/view/voname/xenon.biggrid.nl",

"description": "detector construction and experiment analysis for the search 

of dark matter using Xenon detectors"

}
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Framing the requirements for proxies (‘G082’)

https://drive.google.com/drive/folders/1DOi77I0Tfu04AUVWKiaDDMhfLIF5yMxD
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• Define the structure for the new PDK, with policies, procedure templates, and guidelines

• Discuss proxy transparency … should middle things be transparent or not. Or how?

• Transitive trust

• …
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Trust framework for proxies and Snctfi research services 
guidelines & good practice for BPA proxies - interaction with research services 

Could this constitute a new Snctfi ‘revamped’?

the set of guidelines that describe a (self-) accessible baseline 

for a set of service providers behind an AARC BPA Proxy

and thereby encourage trust in the proxies and their connected services
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T2: Evolving community policy support

• Lightweight community management policy template

• Guideline on cross-sectoral trust in novel federated access models

• Assurance in research services through (eIDAS) public identity assertion
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What we heard and observe:

“small to mid-sized communities do not have the resources to maintain a bespoke 
community management policy”

Leaves both communities and operators of membership management services unclear about 
trust assurance level of members - current templates in toolkit too complex and prescriptive

• community consultation on the ‘minimum viable community management’ – we are here!

• template and implementation guidance (FAQ) on community lifecycle management 

• how to implement the community management in the (EOSC) AAI services
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Helping out the community – a simpler policy toolkit for communities
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New trust models – what is the role of the proxy in OIDCFed? 

In today’s BPA proxy links both sides by being 
opaque, both for attributes as well as for trust

• does it have to be that way?

• separate claims/attribute transformation from trust bridging?

• can OIDCfed structure convey trust transparently? Should it?

• can we then be more flexible? or will it just confuse everyone?

• easier to bridge trust across sectors this way? 
e.g. linking .edu, .gov, and private sector federations?

See also ACAMP at TechEx23 and TIIME
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Most reliable (and most ‘available’) source of assurance may be the European government 
identity ecosystem. 

• Step-up to at least substantial level can now readily be done ‘at home’ by users 
through their national eID schemes

• Joint work on eIDAS, Erasmus Student Mobility,
and more makes this more accessible

• Better attainable than relying on home institutions?

… but: 

• what to do with non-European users?

• how to link the identities together
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We’ll see more diverse sources of identity & assurance anyway
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Deliverable name Short description #WP Lead Type Due

M2.1 Guidance for notice 
management by proxies

Guideline submitted to AEGIS (‘G040+’) M10

D2.1 Trust framework for proxies 
and Snctfi research services

Trust framework, guidelines and best 
practice for BPA proxies and interaction 
with research services (‘G082’)

WP2 RAL R M15 

M2.2 eID assurance model suitability 
assessed

Report submitted to AEGIS M18

D2.2 AARC Policy Development Kit 
Revision

Evolved suite of guidelines and templates 
for research and infrastructure 
communities

WP2 Nikhef R M24 

12

Deliverables
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STFC Nikhef NDN EGI CERN GRNET KIT SURF MU
GEANT
& KIFU SUM

Work item PM PM PM PM PM PM PM PM PM PM PM

Research Infra Alignment (Nikhef) 21
Operational Trust for Proxies      

‘Snctfi’ R&E Baselining & Integration     

Models for Cross-Infra AUP 
& Privacy Notices

       

User-centric Trust Alignment (RAL) 26
Lightweight 
Community Management Policy

     

Guideline for 
Novel Federation Models

      

Assurance in Research through eID      

FIM4R Policy Evolution    

47
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A (very) distributed activity – let’s go and ensure a joint coherent output!
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Thank you
Any Questions?
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