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LanDB ecosystem
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SOAP API
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• Has been stable for years

• Used by CS, experiments, cloud team, many others

• 50.000 WRITE requests per day

• 1.600.000 READ requests per day

Why do we need a new API now?



• In the previous years a lot of effort to consolidate and standardize 
access to LanDB

• Now all* our applications use a common layer that handles all the 
validations and core business logic

• Most of the entities are in this common-services layer now

Because we can
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But most importantly...



• SOAP API is not as old as LanDB... But old enough to drink legally.

• Retiring SOAP, and the underlying Perl and PL/SQL code means LanDB can 
evolve faster to better match the modern networking needs

• Improved user experience – modern, flexible and extendable API

• Modern infrastructure – improved logging and monitoring

• Needs to be battle tested before LS3, as that's when experiments can migrate

Because we really should
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Using the API

https://landb.docs.cern.ch/api/rest/
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• Production

• Base url:  https://landb.cern.ch/api/

• Swagger UI: https://network-services-its-internal.cern.ch/swagger-

ui/?urls.primaryName=LanDB+REST

• QA 

• Base url: https://landb-qa.cern.ch/api/

• Swagger UI: https://network-services-its-internal.cern.ch/swagger-

ui/?urls.primaryName=LanDB+REST

• Data periodically refreshed from production. We can refresh before big campaigns so 

you can test your scripts with real data

Environments
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• Using the new SSO and JWT tokens

• Registering an API client in application portal

• Recommended way

• No need for manual action (2fa)

• https://application-portal.web.cern.ch/

• https://auth.docs.cern.ch/user-documentation/oidc/api-access/

• Personal / existing service account

• Using the auth-get-user-token utility

• https://auth.docs.cern.ch/applications/command-line-tools/#auth-get-user-token

Authentication
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Registering an API client 1/3
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Registering an API client 2/3

24 October 2024IT-CS-CT | LanDB REST API 10



Registering an API client 3/3
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Getting and using the token
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• Access rights are the same as for LanDB portal

• You can add your registered application client 
as a member to groups in the groups portal, 
which is responsible for a device for example

• Special roles and permissions may be given to 
groups and applications on request, depending 
on the usecase and requirements. Contact us.

Authorization
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https://groups-portal.web.cern.ch


Version Base URL

beta https://landb.cern.ch/api/beta

v1 https://landb.cern.ch/api/v1

Versioning
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• With a new version the previous version gets deprecated

• Deprecation and Sunset headers



Endpoint Search Read Create Update Delete

Devices X X

DHCP client IDs X X X X

DNS zones X X X X X

DNS records X X X X

Resource owners X X

Sets X X X X X

Available endpoints
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Timeline
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Run 3 Run 4LS3

2024  |   2025 |  2026  |    2027  |   2028   |   2029

REST API development

SOAP API phasing-out

SOAP API shutdown



• Documentation: https://landb.docs.cern.ch/api/rest/search-endpoints.html

• Search criteria as URL query parameters

• name.startsWith=CMS&updatedAt.gt=2024-09-01T00:00Z

• location.building.eq=0031

• Pagination

• _offset=0&_limit=100

• Sorting

• _orderBy=NAME_ASC

• _orderBy=UPDATED_AT_DESC,NAME_ASC

Search endpoints
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https://landb.docs.cern.ch/api/rest/search-endpoints.html


Filter Description

eq / ne Property is equal to value

isNull Property is null

in / notIn Property is in a list of values

startsWith / notStartsWith String property starts with value

endsWith / notEndsWith String property ends with value

contains / notContains String property contains value

like / notLike String property matches pattern value

lt / gt Numeric (also date) property is less/greater than value

le / ge Numeric (also date) property is less/greater than or equal to value

any List property has any elements matching the criteria

isEmpty List property is empty

Operators
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Implementation
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StringFilter

isEmpty()
apply(Criteria, String)

boolean
void

startsWith
notStartsWith
like
...

String
String
String

...

C

Filter

isEmpty()
apply(Criteria, String)

boolean
void

I

AbstractCriteria

isEmpty()
apply(Criteria, String)

boolean
void

C

NetworkDeviceCriteria

name
description
operatingSystem
responsible
...

StringFilter
StringFilter

OperatingSystemCriteria
PersonalInformationCriteria

...

C

implements

implements

extends



Examples

How to search, read, create, update and delete
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Searching for devices – /devices
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Getting information about a device – /devices/{NAME}
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Creating a set – /sets
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Updating a set – /sets/{NAME}

24 October 2024IT-CS-CT | LanDB REST API 24



Deleting a set – /sets/{NAME}?version={VERSION}
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• We're working on adding new 
endpoints

• Try out the new API

• Give feedback 
landb-feedback@cern.ch

• E-group landb-rest-api-news

What's next?
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mailto:landb-feedback@cern.ch
https://e-groups.cern.ch/e-groups/Egroup.do?egroupId=10610165


home.cern

Thank you! 

Questions?

https://landb.docs.cern.ch/api/rest/

https://landb.docs.cern.ch/api/rest/​

