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ceshet Introduction

e CESNET (Czech Education and Scientific NETwork)

* A collaboration of Czech public universities (founded in 1996)

e Czech NREN (National Research and Education Network)

* Develops and operates of national e-infrastructure for science, research,
development, and education

e Part of the GEANT association
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cesnhet Network monitoring

e CESNET's primary and long-term use case
e Using FPGA-based SmartNICs

* network data pre-processing for flow monitoring
« packet parsing
« flow-hashing
- filtering

e The fc;t.mdation of the NDK framework
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g§§net Other NDK applications

* Network security
* IDS/IPS, DDoS protector acceleration

e Filtering, Connection tracking, ...

e Testing network devices
NETWORK SECURITY

* Synthetic packet generation
» Realistic network traffic replay

e High-Frequency Trading

* Algorithmic trading on the stock exchange

* Low-latency modules

HIGH-FREQUENCY
TRADING



https://github.com/CESNET/FlowTest
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NDK on an FPGA-based SmartNIC
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NDK big picture

Generic FPGA card
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cesnet NDK big picture

Generic FPGA card
¢ FPGA with NDK firmware
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cesnet

NDK - firmware repository

* NDK-FPGA repository on GitHub

* Flexible and easy-to-use build system

 Modules and components

* in VHDL (2008)
* support for Altera & AMD FPGAs
* throughput speeds up to 400 Gbps (so far!)

* Robust verification system

* in UVM (SystemVerilog) for modules and components
» using the Cocotb framework for top-level (SW + FW) simulations

* Wide range of supported FPGA-based NICs

» multiple speed Ethernet standards (from 10 to 400 GE)
* up to PCle Gen5 x16 including bifurcation (x8x8) support
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https://github.com/CESNET/ndk-fpga
https://github.com/CESNET/ndk-fpga?tab=readme-ov-file#requirements-and-supported-fpga-cards

cesnet NDK big picture
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The DMA Module

1.0 A
* Transfers packets to/from the host PC
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https://dyna-nic.com/
https://doi.org/10.1109/FPL57034.2022.00090

cesnet

NDK software stack

L 4 User

 NDK-SW repository on GitHub appll\ijczlfions app:iJcsaet:ons
e Linux kernel driver ! !
« nfb (NDK FPGA Board) S

v

space

e with NDP or XDP interface ¥

Userspace library with SW API

* Userspace library

) } Kernel
space

v
e libnfb Linux kernel driver | XDP
« with C and Python APIs |
° DPDK driver PCI Express interface
v

~ Hardware

e SW applications

FPGA card with user application
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https://github.com/CESNET/ndk-sw

cesnet NDK big picture

Generic FPGA card
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cesnhet Application / user logic

External memory

e User’s playground
e Data interfaces to I
* Ethernet ir?t?r?gg:zts yﬁ) Application (ﬂi HOSLPG
« DMA ( -> host PC) (Network o (userlogic) o Ivfc?mﬁa)
* External memory voddle) - mrs | MFE
* Number of interfaces according to I M
selected card Configuration

e SW access (configuration) through
the Ml bus

e W) | g FE L [ i g e A




cesnet Memory Interface (M)

e Addressable Master-Slave bus
e SW access to Control, Status, and Statistics Registers

* read amount of processed packets, enable packet filtration, ...

 Relatives: AXI4-Lite, Avalon Memory-Mapped

e Simple and resource-efficient [

M| Master ]
* bursts are not supported Address RD/WR WR Data
* read responses in order l l i T
RD Data
MI Slave

MI Slave

MI Slave
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cesnet Multi-Frame Bus (MFB)

e Streaming data bus (Source -> Sink)
e Standardized relatives: AXI4 Stream, Avalon Streaming, ...

e Able to transfer multiple frames in a word 4 wodo  word1  word>

Width

* scales throughput by increasing width, F1
not frequency => higher resource consumption F2

+ 400 Gbps ~ 2048b @ 200 MHz #
e Highly configurable data alignment FO

F2

* tradeoff between throughput and

. El
resource Consumptlon

L. Kekely et. al., "Multi Buses: Theory and Practical Considerations of Data Bus Width Scaling in FPGAs,"
DSD 2020, pp. 49-56, doi: 10.1109/DSD51259.2020.00020.
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https://doi.org/10.1109/DSD51259.2020.00020

ceshet Multi Value Bus (MVB)

A Word 0 Word 1 Word 2

e Complementary bus for the MFB g
e Multiple values per clock cycle ve e
e Values have constant width V1 V4 V7
* Used to transfer packet metadata
* packet length, e ®
* timestamp, VO V5
* extracted packet headers (MAC, IP, ...), ... >
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cesnet NDK: application example

Generic FPGA card

j FPGA with NDK firmware
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cesnet Application example: A Monitoring Probe

* Independent pipelines per port

» Parse packet headers Application
e Filter out unwanted traffic T e e e 1 Ay T
. . . : : L8 :
* Receive Side Scaling (RSS) - e N,
distribution to DMA Queues — s >R > RSS1 > [ CTTT >
. . 1SUBCORE 1 \ | Crossbar :
e Connection Tracking Table (CTT) | == (R— ¢ ; ¢ -------- e
Ml splitter
-
v
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cesnet Using NDK

e CESNET
* Monitoring, IDS, ... acceleration
* DynaNIC Semiconductors DYNAE\“CJ

* High-speed NIC applications
» Network Security, Cloud Storage, Machine Learning, .

* Magmio MAGMIO

SWITCH: GE A S Now

* High-Frequency Trading U\
e« BUT FEEC (Brno University of Technology - Faculty of
Electrical Engineering and Communication)

* Post-quantum encryption .
g gl

] @ g By | im W e m g™ B L



https://dyna-nic.com/
https://www.magmio.com/
https://www.fekt.vut.cz/en/home

ceshet Conclusion

* NDK's highlights
» Hardware acceleration of high-speed network applications
* Support for the highest available speed standards
« Multi-segment buses

« Wide range of supported FPGA-based NICs
* FPGAs from Altera and AMD

* Flexible and easy-to-use build system
 Standard SW APIs (DPDK, XDP)
* Robust verification system
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Thank you for your attention!
Checkout our GitHub

kondys@cesnet.cz E



https://github.com/CESNET/ndk-fpga

ceshet Network Module

* Processes packets from/to the network

e Consists of |
| Hard IP | o G Lite [ HIFD s
e A hard IP core for Ethernet . [ LAdapter !
« IPs from different FPGA vendors e Foomen 1 >ES}E"“E‘ o
* A bus adapter _ o . MVB bus
Hard IP ) »
« converts IP's bus to a common bus i RAMACLIe — >
\ us
* MAC Lite
cl. . . Timestamps
- Additional logic for Ethernet frame processing

* Flexible and highly configurable

* Multiple speed standards (10 - 400 GE)
* Multiple channel configurations
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cesnet PCle Module
e Enables communication over DMA Module
the PCle interface lT
. o o MFB + MVB
* Flexible and highly configurable
PTC
e Gen3,4,5 (DMA2PCle &
(_
 Bifurcation modes (1x16, 2x8) - (MII\IC/ILCs:ter) i
. RQ
e Consists of ;l o lTRC
* A hard IP core for PCle PAdapier |
 |Ps from different vendors _
Device
e A bUS adapter Tree <«> PCle Hard IP block

« converts IP's bus to a common bus
« ROM with Device Tree of the FW
* MI master endpoint

!

PCle interface
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