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Federated Learning represents a paradigm shift in artificial intelligence by allowing the training of machine
learning algorithms without the need to transfer data or rely on centralized resources. FL’s decentralized
computing and data storage nature ensures privacy and regulatory compliance while enhancing scalability
and robustness compared to traditional systems.

This talk will provide an introduction to the fundamentals of federated learning, the federated process across
vertical and horizontal federations, and aggregation algorithms. We will then delve into key security chal-
lenges, including network security for secure communication and model security to prevent adversarial at-
tacks and leakage of sensitive information.

The discussion will also feature CAFEIN, CERN’s federated learning platform, showcasing real-world projects
both at CERN and their application in society through industry and academic collaborations.
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