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The Eligibility Framework (EF) project @)

e Definition:
o A structured taxonomy and a framework for defining and applying "who can access
what" resources.

e Purpose:
o Ensuring appropriate and efficient allocation of resources while minimizing costs and
reputational risks.

e Key objectives:
o Policy Definition: Establish clear policies for resource access and usage.
o Framework Setup: Develop and integrate a New Resource Portal to manage eligibility
rules and lifecycle.
o Resource Usage Monitoring: Track resource utilization to make informed decisions on
policy adjustments, manage risks, and optimize costs.

e Players:
o Main actors: FHR and IT
o Stakeholders: the whole CERN
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EF - The Origin &)

e The Eligibility Framework project started beginning of 2023,
o Green-light on policy and high level implementation plan at the CERN Extended
Directorate meeting on the 30th of May 2023.
o Acknowledged in ED meeting minutes: “some milestones and deliverables may need
further discussion with technical experts on feasibility and implementation details”.
e The project is progressing
o With delays in some of the areas wrt timeline defined ~2 years ago:
m reasons discussed and understood
o Updated deliverables organization and timeline
m Discussed and agreed in FHR-IT Tech and Steering meetings

e No showstoppers foreseen for the overall project
O  But interesting challenges that will require iterations to be appropriately tackled.




EF - Macro Areas - Overview Lo | (&)

« M1
wita V2

M3

@ Not started/blocked: big risks/concerns

FHR+IT] - Computing Account Automatic Activation (C3A)
Fully integrated.

IT] - RUM (Resource Usage Monitoring)
First version done. Results in 2024 March FHR-IT Tech. OK to re-run by end of 2024.

IT] New Resource Portal

Work ongoing. First big service full integration: end of Q4 2024. Next service (Google)
by end of Q1 2025.

Hackathon (beginning of 2025) under discussion to sprint the integration of services
and validate the NRP backend API

B M4 [FHR] Admin e-guide and processes

(@)

(@)
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Draft available (next slide). No major issues. Will need a bit of work to set up the
processes when NRP will be available. To be discussed in STEPS (today)

Bl M5 [CERN wide] Policy definition

The “Eligibility Matrix”: first implementation done, next iterations in STEPS (today)




Eligibility Matrix MPA 5 MPE Remote & contractors retirees & others

Limited = limited access controlled by egroups, or for a lipisedTime Ti?d, | | | | | ~ \
P
MPEs & MPAs Remote Participants Contactors & Externals Retirees Other
MPEs + Trainees: | | | Empl | |
ral Collaborators + Employees ployees EXTN Group A
(STAF, FELL, GRADs + eadonn caieziies | Srecn of CERN il e Group EXTNGroup C Ex-Member of Ex-Member of  Ex-Member of
Temp. Labour + EXTN e Contractors i > B (ACCO, HOST, < Personnel < Personnel Personnel oo
T A ACRR (MPAC: COAS, EXAS, PART, EXTNDIST  (UOPR, |Contractors o STAG, PROJ, B (CONF, anp.vis | Fetiree TComccbesiod Alumni o i Visitors
2 - 4 PIAS, USER + MPAX:| RETP FTMP) | (computer EUPR,SCIE, FORM, GACR) g
APPR, DOCT, SUMM, ‘computer cLuB) 2 months) contractors) contractors)
L ] CASS, GPRO, s&,ﬁ ) users) o) comT) €
TECH, ! 20| ! L J s ! o
HR/ Users GTPA, HR-LD  GTPA, HR-SA
Responsible body (who approves rules of eligibility) HR/ IPT HR/EP EP GTPA - IPTDept. ~ IPT Dept. GTPA (FORM), PF  (KIND, CLUB),|  PF HR R HR GTPA+IPT IR
(GACR) 1PT (VISI)
I . . " CERN I i i
I . 7 - Samerdion Supervisor / Team Team CERN Future Technical = Technical Guacarkon] CERN N/A /A N/A i N/A N/A NA
i Lo Leader Leader Guarantor Supervisor | Officer * Officer * supe r ‘Guarantor

Population size JAN 2023 3233 12913 7168 | 577 | 141 | ca.300 ca.4270 697 | 61 | 606 ca. 3800 ca. 8000
Basic resources
Register device(s) on CERN network / connect to CERN wifi
Bulletin

Mattermost, Discourse
Secul IvServices:ﬁrqall (PAN),V mai’

uarantine (xorlabs)

Tax certificates, i salary slips
Be part of eGroups.

Webcasts (behindss0) -
i, Drupal, Wordpress, CodiMD

Phonebool? B
:qusoqal home directory quota (CERNbox, Office A1 M365)
Central Compute Services (AFS, EOS, LXPLUS, LXBATCH)
CERNPhone

Create egroups

EDH

ESET Security software (CERN managed devices)

ESET Security software (BOVb)

Other Learning. courses. )

C ing account / way to authentic:
Service Now (be a supporter)
Create Twiki, Drupal, Wordpress, CodiMD

Java IDK JRE
Google Workspace
Overleaf, Gitlab, Atlassian, Zoom

Digital Library (ebooks + journals + ILS Library Catalogue)
Microsoft (Windows + Office AS M365)

CAD/CAM & Engineering software



https://admin-eguide.web.cern.ch/en/eligibility-members-personnel-temporary-personnel-and-externals-retc-draft-version
https://admin-eguide.web.cern.ch/en/eligibility-remote-participants-contractors-and-externals-draft-version
https://admin-eguide.web.cern.ch/en/eligibility-retirees-and-others-draft-version

Eligibility Matrix - admin eGuide - draft for STEPS approval

Eligibility - Members of the personnel, Temporary personnel and Externals RETC - Draft version

I
CATEGORY .

BASIC RESOURCES
Register device(s) on CERN network / connect to CERN wifi

&

MPEs / MPAs / TEMCs / EXTN RETC

STAFF, FELL, GRAD
ADMI, APPR, DOCT,
SUMM, TECH, TRNE
TEMC
EXTN RETC

B4l Eligibility - Remote participants, Contractors and Extemals - Draft version

USER
CASS, GPRO, SASS,
visc

REMOTE PARTICIPANTS _ |

CONTRACTORS AND EXTERNALS

B
exTh Growp T
> »

cATEGORY B Future WPs.

Bulletin

PART, | EXTNDIST | {uOPR,
st conF,

Mattermost, Discourse
Security Services: firewall (PAN), mail quarantine (xorlabs)

PP
) FORM,

GACR

Tax certificates, attestations, salary slips

Be part of eGroups

Indico content (behind SSO)

Webcasts (behind S50)

Login to/Read Twiki, Drupal, Wordpress, CodiMD
CERN websites (Alumni, ILOs, Pension Fund, CHIS.

CDS content (behind $50)
Mandatory online safety / security ts

al notifi +News

nebook

Personal home directory quota (CERNbox, Office A1 M365) ogi (s Vishors
Central Compute Services (AFS, EOS, LXPLUS, LXBATCH) Buletin
CERNPhone. Mattermost, Discourse et
e y : Frewall (PAN]
iEnteewolps tations, salary si9s i was member of the personnel
EDH
ESET Security software (CERN managed devices) d550]
ESET Security software (BOYD) \!!e?_-,-:;li‘ e
& Login to/Read Twik, Drupa, Wordpress,
Other Learning courses 10x, Pension Fund, CHIS)
DS content (behind SSO|
CONTROLLED RESOURCES Portal? an
Official natifcations + News
Computing account / way to authenticate N Phonrbaok
i (be N AL vzes)
Create Twiki, Drupal, Wordpress, CodiMD v Central Compute Services (AFS, £0S, LXPLUS, LKBATCH)
Grid certificates Y e
Java JDK JRE Y
Google Workspace ESET Security software [CEAN managed devices)
Overleaf, Gitlab, Atlassian, Zoom Y ESET Security software (BOYD)
Digital Library (ebooks + journals + ILS Library Catalogue) Y Other Lesening courses
Microsoft (Windows + Office AS M365) Y
CONTROLLED RESOURCES InPortai?
SAD/CAME, ! L Computis "t 1o authenticate N
Create redirections (mail) V nm.p MERCoUM | Moy Lo At N
CERN redirection alias as connection string, N Create Tuwiki, Drupal, Wordpress, CodiMD ¥
Y Grid certificates. : 4
Access to CERN resources portal? Java DK JRE ¥
Google Workspace

supervisor / guarantor approval
Not Eligible

Overleaf, Gitab, Atlassian, Zoom
Digtal Ubrary (ebooks + journals + 1S Urary Catalague]
Microsoft (Windows + Offce AS M365)

CAD/CAM & Engineering software

Creste redirections (mail)

CERN rediection ales as connection string

Mailbox + CERN emal

‘Access to CERN resources portal?
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Eligibility - Retirees and others - Draft version

CATEGORY

Retiree

Ex-member
of the
personnel
(grace
period 2
months)

BASIC RESOURCES
Register device(s) on CERN network / connect to CERN wifi M)
Bulletin

Mattermost, Discourse

Sea vicws: frwwall (PAN], el

Tax certificates, attestations, salary slips If was member of the personnel

Be part of eGroups

)

in to/Read Twii, Drupal, Wordpress, CodivD

N websites [Alumni, ILOs, Pension Fund, CHIS..)

CDS content

Y y /.
Offcial notifications + News
Phonebook
Personal home directory quota (CERNbax, Office A1 M365)
Central Compute Services (AFS, EOS, LXPLUS, LXBATCH)

ET Security software (CERN managed devices)
ESET Security software (BOYD)
her Learning courses

CONTROLLED RESOURCES

Computi ‘way to authenticate
Service Now (be a supporter)

Create Twiki, Drupal, Wardpress, Codil
Grid certificates

Java IDK IRE

Google Workspace

Overlea, Gitlab, Atiassian, Zoom
Digital Library [ebooks + journals + ILS Library Catalogue)

In Portal?

0

<i<i<iziz

CAD/CAM &

Create redirections (mail)
CERN redirection alias as connection string
‘Mailbox + CERN email

Access to CERN resources portal?

<izi<i<i<i<i<

Eligible with supervisor /
Not Eligible

intor approval



https://admin-eguide.web.cern.ch/en/eligibility-members-personnel-temporary-personnel-and-externals-retc-draft-version
https://admin-eguide.web.cern.ch/en/eligibility-remote-participants-contractors-and-externals-draft-version
https://admin-eguide.web.cern.ch/en/eligibility-retirees-and-others-draft-version

Specific topics for STEPS O

1. Draft admin eguide approval
a. The matrix was approved in May2023 by the CERN Extended Directorate, the amin eGuide draft pages are just the
matrix exposed in webpages.
2. Contact in case of requests for changes to the Elibigility Framework Matrix:
a. we suggestis STEPS, i.e. we need to have some "contact us" in case of questions.

3. Eligibility Framework Matrix updates:

a. we do not have big changes as of now to be suggested, one minor (next slide)

4. Guest accounts:
a. theyarenotinthe EFM
b.  we believe that unverified account should not be allowed to have "expensive" resources, expensive means anything
that is more than some view on e.g. social, indico, etc.

5. Emeriti:

a. Discussions are ongoing, from the Eligibility project point of view is OK if they have category of personnel (as it is
proposed as of now), no issues foreseen.

6. Chargeback mechanism (once NRP is ready):
a. we need to have a reasonable balance between creating one EDH doc for user for license (too many, more the cost

than the gain!), and an “all-in”, which would not allow us to be detailed enough and optimize costs while minimizing
risks.

b.  We are thinking to setup a small TF to detail the process to be setup.




Email - details &)

e |n the present EFMatrix we have:
a. “CERN redirections (mail)”: this relates to the capacity to get a CERN email address without a mailbox (with a
redirection to an external email address)
b. “CERN redirection alias as connection string”: this is the possibility to connect to cloud services while being
recognised as a CERN user; this means getting an @cern.ch login, but no email address behind.
c. “Mailbox + CERN email”: the “classic” one - the capacity to get a CERN email address with a mailbox
e |t was noted by the experts that option “B” does not make much sense:
Cloud services do expect that the email address you enter as login can be used to validate the account, and/or
simply send service-related information.
e We propose to merge A and B into a single “CERN email address without mailbox” line with
the same colors as B except for the cells under “Remote Participants” which should be

orange.

Eligible | Limited = limited access controlled by egroups, or for a limited time period
| Not Eligible
| Eligible with Guarantor approval
Category MPEs & MPAs Remote Participants Contactors & Externals Retirees Other
MPEs + Trainees: Employees
Collaborators + Employees EXTN Group A
(STAF, FELL, GRADs + et of CERN EXTN Group C Ex-Member of Ex-Member of Ex-Member of
Exchange Scientists | EXTN Future MPs | of CERN (GUID, ILOF,  EXTN Group
Temp. Labour + EXTN Contractors (ACCO, HOST, 4 Personne! 1 : Personne | Personne! | oy
(MPAC: COAS, EXAS, | PART, EXTNDIST  (UOPR, |Contractors STAG, PROJ, B (CONF, Retiree 3 Alumni Visitors
RETC, MPAE: ADMI, {non- KIND, VISI, (Grace Period {non- (Externals +
PJAS, USER + MPAx: RETP FTMP) (computer EUPR, SCIE, FORM, GACR)
APPR, DOCT, SUMM, computer cLus) 2 months) contractors)  contractors)
CASS, GPRO, SASS, VISC) users) CcomMmT)
TECH, TRNE) users)
g GTPA HR-LD GTPA, HR-SA
sers
Responsible body (who approves rules of eligibility) HR/IPT HR/EP EP GTPA o IPTDept.  IPT Dept. GTPA (FORM), PF | (KIND, CLUB),|  PF HR R HR GTPA+1PT R
ice
(GACR) 1PT (VISI)
i - = CERN
< b Supervisor / Team Team CERN Future Technical = Technical CERN
Guarantor (who approves requests) + Licence Manager Supervisor ) - Guaran tor / N/A N/A N/A R N/A N/A N/A
Leader leader  Guarantor Supervisor | Officer® | Officer® | . °™" Guarantor
u
Mailbox + CERN email




Questions?

WHEN A USER TAKES A PHOTD,
THE. APP SHOULD CHECK WHETHER
THEY'RE IN A NATIONAL PARK..

SURE, ERSY GIS LOOKUR
GIMME A FEW HOURS.

.. AND CHECK WHETHER
THE PHOTD 1S OF A BIRD.

ILLNEEDARESEHRCH

=

IN CS, IT CAN BE HARD TO EXPLAIN

THE DIFFERENCE BETWEEN THE EASY
AND THE VIRTUALLY IMPOSSIBLE.



https://xkcd.com/1425/

EXTRA
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Eligibility - Milestones and Deliverables 0)l

Start Date End Date Duration Start Date End Date Duration
“E {monts)
severe

ARB, FHR+IT 01.01.23 311225 3% 01.0123 311226 4 Undemsiimationof Not Started

the complexity of the

Name of Milestones and Deliverables

Eligibility Framework

New Resource Portal

M C Automaic Account Activation (C3A) _ InProgress Complete

1.1 prototype the C3A website and notifications Complete FHR+IT Tech and Steering 01.01.24 01.06.24 5 01.01.24 01.09.24 8 Several bugs discovered On Hold

12 C3Ain full production  InProgress FHR+IT Tech and Steering 01.09.24 01.1024 1 01.09.24 01.11.24 2 Contractors and EXTN not yet fully informed

13

M2 Resource Usage Monitoring _

21 prototype the RUM Complete FHR+ITTech and Steering 01.1223 01.04.24 4

22 yearly production of RUM data  InProgress FHR+ITTech and Steering 01.11.24 01.1224 1 it requires logs from each relevant service

M3 New Resource Portal (NRP) _

31 OpenStack integration  InProgress ITElig Team + ARB 01.01.24 01,0424 3 01.01.24 01.11.24 10

32 Google integration On Hold ITEig Team + ARB 01.03.24 01.05.24 2 01.11.24 01.02.25 3 dependent on previous steps

33 OldResourcePortal decommissioning On Hold ITElig Team + ARB 01.02.25 01.08.25 é dependent on previous steps - will require Oracle and AFS experts

34 Account migration (FIM to MIM) On Hold ITHigTeam + ARB + FHR 01.08.25 01.02.26 é dependent on previous steps

35 ID forlife On Hold ITHigTeam + ARB + FHR 01.02.26 01.05.26 3 dependent on previous steps - can be fast once the migration to MIM is comp
3.6 API evolution for Professional tenants On Hold ITElig Team + ARB 01.05.26 01.11.26 6 it could be done in parallel with the integration of services, but relies on the sc
M Admin eguide _

4.1 draft admin eguide improvements with Higibility Matrix inf Complete FHR-IT 01.01.24 01.10.24 9

42 expose in production the new admin eguide pages _ FHR-IT 01.10.24 01.04.25 é it will take time to be able to have comments from the community

M5 Eligibility Policy definifion and update Complete

5.1 Bligibility Matrix proposal Complefe STEPS 01.01.23 01.06.23 5 agreed at ED May 2023

52 Improvements and changes to the policy On Hold STEPS nothing critical to discuss with STEPS as of now. Emeriti are being discussedin |
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https://cern.sharepoint.com/sites/it-project-office/110

Eligibility - Gantt chart

CERN

©)

\

2023-01

2023-02

2023-03

2023-04

2023-05

2023-06

2023-07

2023-08

2023-09

2023-10

2023-11

2023-12

2024-01
2024-02
2024-03
2024-04
2024-05
2024-086
2024-07
2024-08
2024-09

2024-10

2024-11

2024-12

2025-01

2025-02

2025-03

2025-04

2025-05

2025-06

2025-07

2025-08

2025-09

2025-10

2025-11

2025-12

2026-01

2026-02

2026-03

2026-04

2026-05

2026-06

2026-07

2026-08

2026-09

2026-10

2026-11

Elgibllity Framework

M1

Computing Automatic Account Activation (C3A)

prototype the C3A website and notifications

12

C3Ain full production

M2

Resource Usage Monitoring

2.1

prototype the RUM

22

yearly production of RUM data

M3

New Resource Portal (NRP)

3.1

OpenStack integration

32

Google integration

3.3

OldResourcePortal decommissioning

3.4

Account migration (FIM to MIM)

3.5

ID for life

3.6

AP evolution for Professional tenants

M4

Admin eguide

4.1

draft admin eguide improvements with Eligibility Matrix i

42

expose in production the new admin eguide pages

Eligibility Policy definition and update

Eligibility Matrix proposal

Improvements and changes to the policy

Ale Di Girolamo - 4 Nov 2024



https://cern.sharepoint.com/sites/it-project-office/110

Eligibility - Project Milestones Map: old— new 0)l

High-level deliverables, responsibilities and timing *

Theme Deliverable Responsible Timing
IT Q32023

Monitoring Bi-annual report on computing resource usage for DHs

Name of Milestones and Deliverables

Access Control Eligibility framework in place in eG

s and Admin eGuide FAP-BC By end 2023

Access Control Initial request process for access to software + clean up of non: By end 2023
q P P Y Eligibility Framework ARB, FHR+IT
access
Access Control & Day-to-day application of Eligibility Framework; Annual revision of Ongoing from Q3 2023
Clean-Up exceptional accesses
M1 C R A e e
Access Control Computi activated ically ** > =y .
1.1 prototype the C3A website and notifications Complete FHR+IT Tech and Steering
Clean-up + Email restriction for future Externals & Contractors + establish new IT By end Q1 2024 12 C3Ain full production i FHR+IT Tech and Steering
Findability resources portal 13
Clean-up Registration & Termination tools to s igibility criteria to By end Q1 2024 m2 Resource Usage Monitoring
individuals 2.1 prototype the RUM FHR+ITTech and Steering
Access Control “ID for life” By end Q2 2024 22 yearly production of RUM data FHR+IT Tech and Steering
Findability Migration of resources from

New Resource Portal (NRP)
OpenStack integration ITElig Team + ARB
ITElig Team + ARB

ITElig Team + ARB

* Approved at E.D. on 30" May 2023 Google integration

** This bring resource savings in SCE in the scope of the CERN Welcome Centre

OldResourcePortal decommissioning

34 Account migration (FIM to MIM) On Hold ITElig Team + ARB + FHR
35 ID forlife On Hold ITElig Team + ARB + FHR
36 API evolution for Professional tenants On Hold ITElig Team + ARB

M4 Admin eguide

4.1 draft admin eguide improvements with Eligibility Matrix inf FHR-IT
42 expose in production the new admin eguide pages ( FHR-IT
M5 Eligibility Policy definifion and update Complete

5.1 Eligibility Matrix proposal Complete STEPS

Improvements and changes to the policy


https://cern.sharepoint.com/sites/it-project-office/110
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The "New Resource Portal” (NRP)

ver Forum
ic Technical Dellv®
\T Strate ‘t\'\ September

. : : P 11
- Service managing resources lifecycle and eligibility STDE

- Part of the authentication & authorization services
- Includes the computing resources web application

- For service managers:
- Define eligibility criteria

- Manage lifecycle of computing resoyg=== =

- For users:
- View the services | can use
- View and manage my resources

Ale Di Girolamo - 4 NoV-=


https://cernbox.cern.ch/files/spaces/eos/project/i/it-td-area/Eligibility_Framework/Documents/
https://cernbox.cern.ch/files/spaces/eos/project/i/it-td-area/Eligibility_Framework/Documents/
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/

Defining eligibility for a service  Foum

c 1ec nical Dellve

\W
- Which users are eligible or subscribed to a service *

- According to the "Eligibility Matrix"
- Define roles (sets of groups) to determine:

- Who is eligible, i.e. can subscribe

- Who is subscribed (optional: self-subscription group)

- Who is denied access, overriding eligible / subscribed

. . . [
- Get subscriptions with a call to a REST API {
...... S "identity": {
s = "upn": "slaurel",
"personId": 123456
}
"status": "eligible"
e S [ P . {
- wjdentity's §
. ’ "upn": "ohardy",
e . "personId": 424242
e 3,
"status": "subscribed"
}
]

Ale Di Girolamo - 4 Nov 2024


https://cernbox.cern.ch/files/spaces/eos/project/i/it-td-area/Eligibility_Framework/Documents/
https://cernbox.cern.ch/files/spaces/eos/project/i/it-td-area/Eligibility_Framework/Documents/
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/

Resources

- Resource: element provided by a service for which we want to track lifecycle and

ownership individually Jiyery Eorum
ic Technical -

- Personal resource: lifecycle bound to the owner STD
- Not necessarily for personal usage. Example: mailbox or software license
- Cannot be transferred to a new owner
- Official resource: lifecycle bound to a service or application
- Currently owned by persons
- In the new model, official resources should be assigned to Resource Groups

Ale Di Girolamo - 4 Nov 2024


https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/

Resource Groups (blessed by ARB)

- AResource Group (RG) is a grouping of official resources
- For a common operational purpose (service or application)

- ARG is owned by an organisational unit with budgetary responsibility
- E.g. a CERN Department or an (official - graybook) experiment

_ _ . iver Forum
- Users can manage resources in a RG if: M
- They are owners or administrators of the RG \W
- They have the permissions required by the service

- Resources in a RG do not have a lifecycle

Organisational Unit: ZZ Experiment
- The RG does have lifecycle(more later) o
Administrators: zz-coordinators
Budget code: 12345
Resource Group: ZZ Data Processing Resource Group: ZZ Access Control
Owner: F. Beard Owner: D. Hill
Administrators: zz-data-experts Administrators: zz-access
Resource Resource
Oracle Database AFS Workspace
Resource Resource
Openstack Project DB On Demand
Resource Resource
Service Account PAAS Website

Ale Di Girolamo - 4 Nov 2024


https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/

Resources lifecycle

- Each resource has a state that changes through its lifecycle
- Model agreed with STDF 2023 Resource Lifecycle Working Group
- IT services providing resources should follow this lifecycle model
orum

- Lifecycle events are triggered by —ochnical DEIYE E
. ' c i TeC
- Changes in the owner's eligibility status \T 5“?81’\\ct:hge tember

- Grace periods elapsing STD

Ale Di Girolamo - 4 Nov 2024


https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/

Lifecycle: personal resource

Created™: pending initialization
Active, Inactive: fully functional

Blocked: cannot be accessed; can be quickly re
Archived®: cannot be accessed; can be restorec

Deleted: unrecoverable

* = if the service needs or supports it

D

Recover (S

1 w. solI

Created

Lo

Active

store&wn\eae&:"ff."ﬂsﬂg&'s

dure

Inactive

Now ticket) Blocking deadline elapsed

Owner becomes

eligi
Owner becomes
eligible

ally

ble

Blocked

Archive deadline elapsed

Archived

Owner archives

Expiration deadline elapsed


https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/

Lifecycle: official resource / resource group
Reassign (*)—l l

Action Required: fully functional

Owner becomes not eligible: reassign
- Resource => supervisor
- Resource group => Org Unit owner

>

>

Take ownership /
reassign

Recover
— (SNow ticket)—

Owner becomes not eligible:

Required

Created

Active ——

reassign

Action

‘ Owner archives

Archive

Archived ——

Expiration deadline elapsed


https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/

Resources portal: Services view e
siratedic Techn'\ca\bgre\wer
\TSU Septem
- See which services | can access STOF) 110

- Eligible = | can subscribe if | want
- Subscribed = | can use the service Services Resources

- Not eligible = | cannot subscribe
- Subscribe or unsubscribe

. . Google Work Datab D d
- If the service allows it “eigne " Subscribed |
- If not, instructions on the procedure Subscribe Unsubscribe

- Subscribed !'= | own resources
- "I'm a DBOD user" means that | can reqt
service, not necessarily that | own a part| | P2 gty serviee Qpens ok

- For that, there is a dedicated view...

Unsubscribe

Ale Di Girolamo - 4 Nov 2024


https://gitlab.cern.ch/authzsvc/docs/authzsvc-docs/-/blob/lifecycle-integration-and-resource-groups/docs/resources/resource-lifecycle-integration.md
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/

Resources portal: Resources view

View and manage the resources | own

My website, my secondary accounts...

Resources belonging to my resource groups

I'm FTS and BATCH admin => see FTS and BATCH resources

Services Resources
FTS Service BATCH Service
Personal
(Resource Group) (Resource Group)

Database on Demand

Instance A
Instance B

Openstack Projects

Project 1
Project 2

Database on Demand Instance A
(detailed view of selected resource)

Description: a database with some data in it
Owner: Someone Else
Administrators: the-admins-group

Open in DBOD

portal Archive / Delete

Change Resource
Group
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Integ ratl ng you ' serVice |T Strateqic Technical Delivery Forum
(STDF) 11th September

"Enterprise" mouel

"Community” mode - Track users eligibility
- Track users eligibility Resources lifecycle

-
Elgble imited = lmited access controlled by egroups, or for a im ted time period
NotElgile
igble with Guarantor spproval -
Gategony| iPEs & WiPAe Remate Paricipants Contactors & Bdernals Reliress Gher
MPEs +Trainees: employees C
cotabarators + e oo reated

o oposs | e | i | o | atcam | BOSMEE | s [Pt ExMember of ExMemberof  ExMember of

Teme.Labour TN e cons, ks, | PART, | EXCNDIST  (UOPR, |contractors T2 sag proy, | miconr, CCOMOST gy | Persomnel o persomnel | persomnel ian

Rerc, mpat aomi, | % X fnon- 5 " K, visi, (Grace period fnon- (Externals + Reassign (*)

PIAS, USER + PR | RETP Fup) | (computer EUPR,SCIE, FORM, GACR)
PPR, DOCT,SuMM, . computer aws) 2months) contractors)  contractors)
e CASS. GPRO, 5455, visc) users) | TR [
- [ ( Owner be
Responsible body (who approves rules of elgi HR/1PT HR/EP e awea | US| eToet | Toept GTPA  (FORM)PF (D, cLus)| PF R [ B GTPAs IPT " . eligible
(GacR) e (vis) Active Owner becomes
 oracion i ER T & supervisor/Team | Team | cean | Futre | Technicol | Techmical | (W cean i o o i oy W W I eligible
usrantor (who spproves requests) + Licence Manager wpervisor i cuaramor| soponor | et | e | S/ | (S 7 7 Y
wpervzor

opustion s N 2023 s 1018 T T R e . a0 | o
ek ey Owner becomes not eligible
Regiter dvice(s)on CERN network / connect o CERN il Visitors Vistors Visitors Visiors Visitors  Vistors Visiors Visitors  Visitors
sulletn
Mattermost, Discourse fficial o
sty secss renal (A il aurarine i) SoUrG Inactive
7ox certficates, atestations, salarysips (fuosMP ifwas P IfuasMP | fwesMP IfwasMP  (fwesMP  ifwasMP  fwesMP | Umited | fwesMP  ifwasmP  IfwesiP NA WA
Beaipol aetouis Take ownership /
Indico content (behin 550) Lmited - .
Webcasts (sehind 550 Umited reassign | Owner archives
Login to/Read Twiki, Drupal, Wordpress, CodiMD Yes i i
(CERN websites (&lumn, 105, Pension Fund,CHIS. ) Umited Blocking deadline elapsed
cos content (behind $50) tmited @
 Mandatoryanline safety security raining courses
Offcial notfications + News
 Phonebook
personal home directory uota (CERNbox, Offce A1 M365) Umited  Umited Action Blocked

oo Comute S 5,605, UBATCH) Required
cennhone 1 q .
Create egroups 2 ? 2 2 2 2 2 Expiration deadline
eon

Lmited | Limited Limited elapsed (no archiving
‘ support)

ESET Securiy software (CEAN managed devices]
ESET Security software (B0YD) "
Uimited _Umited __Umited | Umited  mited __Umited Limited Archive deadline elapsed

Controlled resources i portal?
Computing account / way o authenticate
Service Now (be a supporter) ] Recover (SNow ticket)
(Create Twiki, Drupal, Wordpress, Codivd

(rid certificates

Archived

Digital Library (ebooks + journals + L5 Library Catalogue)
Microsoft (Windows + Office A5 M365)

(CAD/CAM & Engincering software

Create redirections (mail)

Expiration deédline elapsed
v

Mailbon + CERN email

Access to CEAN resources portal?

External

PN
Deleted

- Documentation: https://auth.docs.cern.ch/ -> Resource Lifecycle
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Integration - Community edition K

um : ;
; iver For "identity": {
wrate '\C_\—echmca\bgre\\ "upn": "slaurel",
\T Stra Se tem "personId": 123456
F) 11th

Roles (sets of groups) determine: STD < F——
- Who is eligible, i.e. can subscribe o
- Who is subscribed (optional: self-subscription group) "iffjgjfy:;h;dy",
- Who is denied access, overriding eligible / subscribed o EEEITEFE Wi

Automatic subscription: dynamic group mapped to "subscribed" , "status": "subscribed”
On-demand subscription: static group mapped to "subscribed"
- Group administrator approval = subscribe with guarantor
Group membership restrictions can enforce validity of on-demand subscriptions
- | subscribed to an opt-in group but I'm no longer eligible => the service will
enforce the restriction automatically

Get subscription to your service with a call to the REST API
- No need to implement subscription logic on your side
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Integration - Enterprise edition

o ivery Forum
iC '\’eohn'\ca\ Delive
\Tg S"Dr\a;t)eﬂ’m Segtember

- Resources managed on your portal St
- All logic and functionality on resources portal would make it unmaintainable

Service website Resources API
openstack.cern.ch authorization-service-api

access Create Project page

A 4

get Resource Groups for user

Ll

show form with RG selection

> create Resource

»
Ll
< return new Resource definition D
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Integration - Enterprise edition

- Get resources state and ownership with a call to the REST API
- Implement the actual procedures for blocking, unblocking, archiving...
- Ownership and state changes enforced by Resources service
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The Old Resource Portal must die

- 0OIld and new services running in parallel increase load on Authentication team
- Infrastructure running on old hardware
- Priority on the following services:

- Services on the old infrastructure

- Major infrastructure services (storage, compute)

- Services in the “Controlled Resources” part of the eligibility matrix

o ivery Forum
iC Techn'\ca\ Delive
\Tg Str\é;t)e11th Segtember

s1D
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Services on old infrastructure

a ivery Forum
ic Techn\ca\ Delive
\Tg S"Dr\i‘)e’ﬂ’m Segtember

- Migrate service "as is" in a first step if necessary &
- Better integration and RG support can be achieved at later stages

- Enterprise model:
- Oracle
- AFS (lifecycle needed for Workspaces)
- Openstack (integration ongoing)
- Community model:
- Windows Terminal Server

- Electronic Design Automation
- WinCC-OA Scada (Pvss)

- Custom functionality in old portal:
- Lxplus and Linux

- Informational / links only
- EOS/CERNBoX
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ARB review of Resource Portal

o ivery Forum
iC '\’echn'\ca\ Delive
\Tg S"Dr\a;t)eﬂ’th Segtember

- ARB review of Resource Portal is ongoing Si

- Goal is to understand and clarify the interaction with all the services that make use of
the RP

- And to introduce the Resource Ownership model

..whereby standard “prod” resources are conceptually owned by a service rather
than a person, via a Resource Groups

- single place to update responsible person / admin group for everything in the RG
- accounted for, because a Resource Group is owned by an Org Unit

- compatible with external cloud provider resources
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What we need (would like!)

e \alidation of the NRP API and model (still conceptual as of now) by the service
experts (check if it's good enough)

e High-priority services (EF matrix Controlled Resources + Old Resource Portal
critical + big infrastructure services):

o Evaluate the integration effort needed to integrate the services in the NRP,
m can the above be done by the POW?

o Define a plan for the integration
m Forthe TD workplan 2025 Eorum

‘. C

sTD
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New Resource Portal 1/3 - new features & improvements (&)

e Implemented eligibility criteria for applications; service managers can
o Define eligible / subscribed roles for their services
o Get the list of subscribed users according to the defined criteria

e Users can see both resources they own and they are administrators of

e Easier API calls for integrated services
o Return all basic relevant information in a single call (owner, administrators)

e Faster recursive group memberships API calls (relevant for eligibility
status support)

e Reorganized the internal data structures for services and managed
resources

A
o Better support for the eligibility framework itee 19 yune 202
e Update to .NET 6 (T Steering %

o minimize technical debt



https://indico.cern.ch/event/1340985/

New Resource Portal 2/3 - current work )

24
oo 49 June 20
el mmittee
e Providing a state for resources \Tst/eeﬂ“g/

o Following discussions with the Lifecycle Working Group
o  Will require reviewing several internal procedures (lifecycle)

e Completing integration with Openstack.
o  Still missing:
m Resources state
m Delegation features currently in old Resources portal (to be migrated to Openstack)

o Estimate: end of 2024

e ARB review of resources and lifecycle
o Questionnaire

e Reviewing the Service Desk portal
o Improve users’ support
o Improve the Service Desk tools to manage the most common support tickets
o Free up time for the team to work on other features



https://indico.cern.ch/event/1340985/

New Resource Portal 3/3 - future developments ©)

e Google Workspace integration

\

o Several open points in ARB recommendation

e Once the resources in the “old” portal have been migrated to the NRP:

o Account management migration: accounts created and deleted by the new system, new
portal for users and ServiceDesk migration to the new one.

Need migration from Microsoft Forefront Identity Manager (FIM, support stopped in
2016) to Microsoft Identity Manager (MIM)

e |ID for life:

o Related to the Account management migration.
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More (old) material - IT Steering Committee (Feb 2023) &)

Eligibility Framework: |T Steering Committee in Feb 2023

Implementation Timeline

Usage
Validation of statistics, *
Eligibility criteria coss-ref. legal, 3

risk, etc., cost Sign of
per service

Validate with

Resp. bodies
Sign off with
resp. bodies

Resource Portal Data + Design Prototyping User testing Data + Design Develop User testing Release & Support Decommission old solutions

EDH Request +
Approval document Data + Design Prototyping User testing Data + Design Develop User testing Release & Support

Access
Management

Legal +governing  Technical
Process design & Locy et o0 S rmpler 110G
A i & eligibility
mp} eﬂ“"”“’?""?‘ & email eligibility  criteria ENTC
eligibility criteria, B & EXTN email
clean-up of Desion.of

clean-up /
accesses implem’t'n of

emails
eligibility
Access removal
process design

Show-back
mechanism for
controlled resources
costs

Stﬂkeho'qer , Why, how, when, ask for feedback, react to measurem
Communication
Measurements Initial usage Design monitoring

stats of usage Regular cadence of monitoring of usage



https://indico.cern.ch/event/1227108/contributions/5270642/attachments/2593038/4476401/ITSC%20presentation%20on%20Eligibility%20-%20MAR2023%20v3.pdf

CERN IT dept meeting Feb 2023 )

Computing accounts will be activated automatically and the resource portal
will manage access to a set of high priority-controlled resources with
corresponding consumption figures made available



https://indico.cern.ch/event/1350557/contributions/5685631/attachments/2778193/4842420/IT-dep-all-staff%20meeting.pdf

Eligibility Framework matrix

Eligible
Not Eligible
Eligible with Guarantor approval

Limited

mited access controlled by egroups, or for a limited time period

Category]

Responsible body (who approves rules of eligibility)

Guarantor (who approves requests) + Licence Manager

Population size JAN 2023

Basic resources

Register device(s) on CERN network / connect to CERN wifi
Bulletin

Mattermost, Discourse

Security Services: firewall (PAN), mail quarantine (xorlabs)
Tax certificates, attestations, salary slips

Be part of eGroups

Indico content (behind S50)

Webcasts (behind $50)

Login to/Read Twiki, Drupal, Wordpress, CodiMD

CERN websites (Alumni, ILOs, Pension Fund, CHIS...)

| CDS content (behind $SO)

Mandatory online safety / security training courses
Official notifications + News

Phonebook

Personal home directory quota (CERNbosx, Office Al M365)
Central Compute Services (AFS, EOS, LXPLUS, LXBATCH)
CERNPhone

Create egroups

| EDH

ESET Security software (CERN managed devices)

ESET Security software (BOYD)

Other Learning courses

MPES & MPAS
MPEs + Trainees:
(STAF, FELL, GRADs +
Temp. Labour + EXTN
RETC, MPAL: ADMI,
APPR, DOCT, SUMM,

Collaborators +
Exchange Scientists
(MPAC: COAS, EXAS,
PJAS, USER + MPAX:

CASS, GPRO, SASS, VISC)

TECH, TRNE)
HR/IPT HR/EP
; Supervisor / Team
Supervisor
Leader
3233 12013

Remote Participants

EXTN Future MPs
PART, EXTNDIST  (UOPR,
RETP FTMP)

HR/ Users
EP GTPA -
office
Team CERN Future
Leader Guarantor Supervisor
7168 577 141
Visitors  Visitors  Visitors
ifwas MP Ifwas MP  If was MP.
? 2 ?
Limited
Limited  Limited Limited

Employees
of CERN
Contractors
(computer
users)

IPT Dept.

Technical
Officer *

ca. 300

If was MP

2
Limited

Limited

Contactors & Externals

Employees
EXTN Group A
of CERN EXTN Group C
(GUID, ILOF,  EXTN Group
Contractors (ACCO, HOST,
STAG, PROJ, B (CONF,
(non- KIND, VisI,
EUPR, SCIE, FORM, GACR)
computer CLuB)
comT)
users)
GTPA, HR-LD GTPA, HR-SA
1PT Dept. GTPA (FORM), PF (KIND, CLUB),
(GACR) 1PT (ViSI)
. CERN
Technical P fonsf CERN N/A
uarantor
Officer * i Guarantor
Supervisor
ca. 4270 697 61 606
Visitors
If was MP If was MP 1f was MP if was MP
Limited Limited
2 2 ?
Limited Limited

Retirees

Retiree

PF

N/A

ca. 3800

Limited

Limited
Limited

Limited
Limited

Limited

Other
Ex-Member of Ex-Member of
Personnel . Personnel

5 Alumni
(Grace Period (non-
2 months) contractors)
HR IR HR
N/A R N/A
ca. 8000
Visitors Visitors Visitors
IfwasMP  IfwasMP  Ifwas MP
?
Limited

Ex-Member of
Personnel
(Externals +
contractors)

GTPA+IPT

N/A

Visitors

N/A

Visitors

N/A

Visitors

N/A

| Controlled resources

Computing account / way to authenticate
Service Now (be a supporter)

| Create Twiki, Drupal, Wordpress, CodiMD
Grid certificates

| Java JDK JRE

Google Workspace

| Overleaf, Gitlab, Atlassian, Zoom

Digital Library (ebooks + journals + ILS Library Catalogue)
Microsoft (Windows + Office AS M365)
CAD/CAM & Engineering software

| Create redirections (mail)

CERN redirection alias as connection string
Mailbox + CERN email

In Portal?
N

< < <z

<|z|<|< /< < /<

External

Access to CERN resources portal?
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