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The Eligibility Framework (EF) project

● Definition: 
○ A structured taxonomy and a framework for defining and applying "who can access 

what" resources.
● Purpose:

○ Ensuring appropriate and efficient allocation of resources while minimizing costs and 
reputational risks.

● Key objectives:
○ Policy Definition: Establish clear policies for resource access and usage.
○ Framework Setup: Develop and integrate a New Resource Portal to manage eligibility 

rules and lifecycle.
○ Resource Usage Monitoring: Track resource utilization to make informed decisions on 

policy adjustments, manage risks, and optimize costs.
● Players: 

○ Main actors: FHR and IT
○ Stakeholders: the whole CERN
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EF - The Origin

● The Eligibility Framework project started beginning of 2023, 
○ Green-light on policy and high level implementation plan at the CERN Extended 

Directorate meeting on the 30th of May 2023.
○ Acknowledged in ED meeting minutes: “some milestones and deliverables may need 

further discussion with technical experts on feasibility and implementation details”.
● The project is progressing

○ With delays in some of the areas wrt timeline defined ~2 years ago: 
■ reasons discussed and understood

○ Updated deliverables organization and timeline
■ Discussed and agreed in FHR-IT Tech and Steering meetings

● No showstoppers foreseen for the overall project
○ But interesting challenges that will require iterations to be appropriately tackled.
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● M1 [FHR+IT] - Computing Account Automatic Activation (C3A)
○ Fully integrated.

● M2 [IT] - RUM (Resource Usage Monitoring) 
○ First version done. Results in 2024 March FHR-IT Tech. OK to re-run by end of 2024.

● M3 [IT] New Resource Portal
○ Work ongoing. First big service full integration: end of Q4 2024. Next service (Google) 

by end of Q1 2025. 
○ Hackathon (beginning of 2025) under discussion to sprint the integration of services 

and validate the NRP backend API
● M4 [FHR] Admin e-guide and processes

○ Draft available (next slide). No major issues. Will need a bit of work to set up the 
processes when NRP will be available. To be discussed in STEPS (today)

● M5 [CERN wide] Policy definition
○ The “Eligibility Matrix”: first implementation done, next iterations in STEPS (today)

4

EF - Macro Areas - Overview
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Eligibility Matrix

5

admin eGuide 
MPA & MPE

admin eGuide
Remote & contractors

admin eGuide 
retirees & others

https://admin-eguide.web.cern.ch/en/eligibility-members-personnel-temporary-personnel-and-externals-retc-draft-version
https://admin-eguide.web.cern.ch/en/eligibility-remote-participants-contractors-and-externals-draft-version
https://admin-eguide.web.cern.ch/en/eligibility-retirees-and-others-draft-version
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Eligibility Matrix - admin eGuide - draft for STEPS approval

6

https://admin-eguide.web.cern.ch/en/eligibility-members-personnel-temporary-personnel-and-externals-retc-draft-version
https://admin-eguide.web.cern.ch/en/eligibility-remote-participants-contractors-and-externals-draft-version
https://admin-eguide.web.cern.ch/en/eligibility-retirees-and-others-draft-version
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1. Draft admin eguide approval 
a. The matrix was approved in May2023 by the CERN Extended Directorate, the amin eGuide draft pages are just the 

matrix exposed in webpages.
2. Contact in case of requests for changes to the Elibigility Framework Matrix:

a. we suggest is STEPS, i.e. we need to have some "contact us" in case of questions. 
3. Eligibility Framework Matrix updates: 

a. we do not have big changes as of now to be suggested, one minor (next slide)
4. Guest accounts: 

a. they are not in the EFM
b. we believe that unverified account should not be allowed to have "expensive" resources, expensive means anything 

that is more than some view on e.g. social, indico, etc.
5. Emeriti: 

a. Discussions are ongoing, from the Eligibility project point of view is OK if they have category of personnel (as it is 
proposed as of now), no issues foreseen.

6. Chargeback mechanism (once NRP is ready): 
a. we need to have a reasonable balance between creating one EDH doc for user for license (too many, more the cost 

than the gain!), and an “all-in”, which would not allow us to be detailed enough and optimize costs while minimizing 
risks. 

b. We are thinking to setup a small TF to detail the process to be setup.

Specific topics for STEPS
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● In the present EFMatrix we have:
a. “CERN redirections (mail)”: this relates to the capacity to get a CERN email address without a mailbox (with a 

redirection to an external email address)
b. “CERN redirection alias as connection string”: this is the possibility to connect to cloud services while being 

recognised as a CERN user; this means getting an @cern.ch login, but no email address behind.
c. “Mailbox + CERN email”: the “classic” one - the capacity to get a CERN email address with a mailbox

● It was noted by the experts that option “B” does not make much sense: 
Cloud services do expect that the email address you enter as login can be used to validate the account, and/or 
simply send service-related information. 

● We propose to merge A and B into a single “CERN email address without mailbox” line with 
the same colors as B except for the cells under “Remote Participants” which should be 
orange.

Email - details



Questions?

https://xkcd.com/1425/
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EXTRA
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● …
○ ..

● …

Eligibility - Milestones and Deliverables

https://cern.sharepoint.com/sites/it-project-office/110
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● …
○ ..

● …

Eligibility - Gantt chart

https://cern.sharepoint.com/sites/it-project-office/110
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Eligibility - Project Milestones Map: old→ new

https://cern.sharepoint.com/sites/it-project-office/110
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EXTRA
Slides presented in previous meetings
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The "New Resource Portal" (NRP)

15

- Service managing resources lifecycle and eligibility
- Part of the authentication & authorization services
- Includes the computing resources web application

- For service managers:
- Define eligibility criteria
- Manage lifecycle of computing resources

- For users:
- View the services I can use
- View and manage my resources

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://cernbox.cern.ch/files/spaces/eos/project/i/it-td-area/Eligibility_Framework/Documents/
https://cernbox.cern.ch/files/spaces/eos/project/i/it-td-area/Eligibility_Framework/Documents/
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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- Which users are eligible or subscribed to a service
- According to the "Eligibility Matrix"

- Define roles (sets of groups) to determine:
- Who is eligible, i.e. can subscribe
- Who is subscribed (optional: self-subscription group)
- Who is denied access, overriding eligible / subscribed

- Get subscriptions with a call to a REST API

Defining eligibility for a service

16

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://cernbox.cern.ch/files/spaces/eos/project/i/it-td-area/Eligibility_Framework/Documents/
https://cernbox.cern.ch/files/spaces/eos/project/i/it-td-area/Eligibility_Framework/Documents/
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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Resources
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- Resource: element provided by a service for which we want to track lifecycle and 
ownership individually

- Personal resource: lifecycle bound to the owner
- Not necessarily for personal usage. Example: mailbox or software license
- Cannot be transferred to a new owner

- Official resource: lifecycle bound to a service or application
- Currently owned by persons
- In the new model, official resources should be assigned to Resource Groups

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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- A Resource Group (RG) is a grouping of official resources
- For a common operational purpose (service or application)

- A RG is owned by an organisational unit with budgetary responsibility
- E.g. a CERN Department or an (official - graybook) experiment

- Users can manage resources in a RG if:
- They are owners or administrators of the RG
- They have the permissions required by the service

- Resources in a RG do not have a lifecycle 
- The RG does have lifecycle(more later)

Resource Groups (blessed by ARB)

18

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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Resources lifecycle

19

- Each resource has a state that changes through its lifecycle
- Model agreed with STDF 2023 Resource Lifecycle Working Group 
- IT services providing resources should follow this lifecycle model

- Lifecycle events are triggered by 
- Changes in the owner's eligibility status
- Grace periods elapsing

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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Created*: pending initialization
Active, Inactive: fully functional
Blocked: cannot be accessed; can be quickly restored (automatically)
Archived*: cannot be accessed; can be restored w. some procedure
Deleted: unrecoverable

* = if the service needs or supports it

Lifecycle: personal resource

20

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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Action Required: fully functional

Owner becomes not eligible: reassign
- Resource => supervisor
- Resource group => Org Unit owner

Lifecycle: official resource / resource group

21

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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Resources portal: Services view

22

- See which services I can access
- Eligible = I can subscribe if I want
- Subscribed = I can use the service
- Not eligible = I cannot subscribe

- Subscribe or unsubscribe
- If the service allows it
- If not, instructions on the procedure

- Subscribed != I own resources
- "I'm a DBOD user" means that I can request DBOD databases and use the 

service, not necessarily that I own a particular instance
- For that, there is a dedicated view…

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://gitlab.cern.ch/authzsvc/docs/authzsvc-docs/-/blob/lifecycle-integration-and-resource-groups/docs/resources/resource-lifecycle-integration.md
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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Resources portal: Resources view

23

- View and manage the resources I own
- My website, my secondary accounts…

- Resources belonging to my resource groups
- I'm FTS and BATCH admin => see FTS and BATCH resources

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://gitlab.cern.ch/authzsvc/docs/authzsvc-docs/-/blob/lifecycle-integration-and-resource-groups/docs/resources/resource-lifecycle-integration.md
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/


Ale Di Girolamo - 4 Nov 2024

"Community" mode
- Track users eligibility

24

Integrating your service

24

"Enterprise" model
- Track users eligibility
- Resources lifecycle

- Documentation: https://auth.docs.cern.ch/ -> Resource Lifecycle

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://auth.docs.cern.ch/
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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Integration - Community edition

25

- Roles (sets of groups) determine:
- Who is eligible, i.e. can subscribe
- Who is subscribed (optional: self-subscription group)
- Who is denied access, overriding eligible / subscribed

- Automatic subscription: dynamic group mapped to "subscribed"
- On-demand subscription: static group mapped to "subscribed"

- Group administrator approval = subscribe with guarantor
- Group membership restrictions can enforce validity of on-demand subscriptions

- I subscribed to an opt-in group but I'm no longer eligible => the service will 
enforce the restriction automatically

- Get subscription to your service with a call to the REST API
- No need to implement subscription logic on your side

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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- Resources managed on your portal
- All logic and functionality on resources portal would make it unmaintainable

Integration - Enterprise edition

26

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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- Get resources state and ownership with a call to the REST API
- Implement the actual procedures for blocking, unblocking, archiving…
- Ownership and state changes enforced by Resources service

- No need to implement lifecycle logic on your side

Integration - Enterprise edition

27

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/


Ale Di Girolamo - 4 Nov 2024
28

The Old Resource Portal must die

28

- Old and new services running in parallel increase load on Authentication team
- Infrastructure running on old hardware
- Priority on the following services:

- Services on the old infrastructure
- Major infrastructure services (storage, compute)
- Services in the “Controlled Resources” part of the eligibility matrix

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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- Migrate service "as is" in a first step if necessary
- Better integration and RG support can be achieved at later stages

- Enterprise model:
- Oracle
- AFS (lifecycle needed for Workspaces)
- Openstack (integration ongoing)

- Community model:
- Windows Terminal Server
- Electronic Design Automation
- WinCC-OA Scada (Pvss)

- Custom functionality in old portal:
- Lxplus and Linux

- Informational / links only
- EOS/CERNBox

Services on old infrastructure

29

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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ARB review of Resource Portal

30

- ARB review of Resource Portal is ongoing

- Goal is to understand and clarify the interaction with all the services that make use of 
the RP

- And to introduce the Resource Ownership model

- ..whereby standard “prod” resources are conceptually owned by a service rather 
than a person, via a Resource Groups

- single place to update responsible person / admin group for everything in the RG

- accounted for, because a Resource Group is owned by an Org Unit

- compatible with external cloud provider resources 

IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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What we need (would like!)

31

● Validation of the NRP API and model (still conceptual as of now)  by the service 
experts (check if it’s good enough) 

● High-priority services (EF matrix Controlled Resources + Old Resource Portal 
critical + big infrastructure services):
○ Evaluate the integration effort needed to integrate the services in the NRP, 

■ can the above be done by the POW?
○ Define a plan for the integration

■ For the TD workplan 2025
IT Strategic Technical Delivery Forum 

(STDF) 11th September

https://authorization-service-api.web.cern.ch/swagger/index.html
https://auth.docs.cern.ch/resources/resources/
https://indico.cern.ch/event/1380759/
https://indico.cern.ch/event/1380759/
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New Resource Portal 1/3 - new features & improvements

● Implemented eligibility criteria for applications; service managers can
○ Define eligible / subscribed roles for their services
○ Get the list of subscribed users according to the defined criteria

● Users can see both resources they own and they are administrators of
● Easier API calls for integrated services

○ Return all basic relevant information in a single call (owner, administrators)

● Faster recursive group memberships API calls (relevant for eligibility 
status support)

● Reorganized the internal data structures for services and managed 
resources 
○ Better support for the eligibility framework

● Update to .NET 6
○ minimize technical debt

IT Steering Committee 19 June 2024

https://indico.cern.ch/event/1340985/
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New Resource Portal 2/3 - current work

● Providing a state for resources 
○ Following discussions with the Lifecycle Working Group
○ Will require reviewing several internal procedures (lifecycle)

● Completing integration with Openstack. 
○ Still missing:

■ Resources state
■ Delegation features currently in old Resources portal (to be migrated to Openstack)

○ Estimate: end of 2024
● ARB review of resources and lifecycle

○ Questionnaire
● Reviewing the Service Desk portal

○ Improve users’ support
○ Improve the Service Desk tools to manage the most common support tickets
○ Free up time for the team to work on other features

IT Steering Committee 19 June 2024

https://indico.cern.ch/event/1340985/
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New Resource Portal 3/3 - future developments

● Google Workspace integration
● Tenant-based resource ownership

○ Several open points in ARB recommendation

● Once the resources in the “old” portal have been migrated to the NRP:
○ Account management migration: accounts created and deleted by the new system, new 

portal for users and ServiceDesk migration to the new one.
○ Need migration from Microsoft Forefront Identity Manager (FIM, support stopped in 

2016) to Microsoft Identity Manager (MIM) 

● ID for life:
○ Related to the Account management migration. 

IT Steering Committee 19 June 2024

https://indico.cern.ch/event/1340985/
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More (old) material - IT Steering Committee (Feb 2023)

Eligibility Framework: IT Steering Committee in Feb 2023

https://indico.cern.ch/event/1227108/contributions/5270642/attachments/2593038/4476401/ITSC%20presentation%20on%20Eligibility%20-%20MAR2023%20v3.pdf
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CERN IT dept meeting Feb 2023

https://indico.cern.ch/event/1350557/contributions/5685631/attachments/2778193/4842420/IT-dep-all-staff%20meeting.pdf
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Eligibility Framework matrix


