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This presentation aims to give an update on the global security landscape from the past year. The global
political situation has introduced a novel challenge for security teams everywhere. What’s more, the worrying
trend of data leaks, password dumps, ransomware attacks and new security vulnerabilities does not seem to
slow down.

We present some interesting cases that CERN and the wider HEP community dealt with in the last year,
mitigations to prevent possible attacks in the future and preparations for when inevitably an attacker breaks
in.
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