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• Ensure the correct operation of the service (Operations Monitoring)

• “Short-term” lived, fine granularity metrics

• Service logs

• Visualize service performance (Accounting Monitoring)

• “Long-term” lived, coarse granularity (aggregated) metrics

• Generally based on the operations monitoring metrics

• In general anything allowing to answer questions on the service status

Why Monitoring is Important?
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DIFFERENT 

AUDIENCES!

(usually)
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• It’s actually probably more than one

• Number of transfers, throughput, efficiency…

• Number of transfers over IPv6

• Number of transfers using tokens

• Current focus in DC27!

• Are we reaching the expected data rate?

• Can we answer the question?

• Can we trust the answer?

What’s the question WLCG wants to answer? (Goal)
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What are the DOMA components?
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Scitags
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● Enhancement for network monitoring
● Can be used also for enriching transfer monitoring
● Will allow to contrast transfers and network monitoring at more granular levels (vo, 

activity)
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See Shawn Mc Kee latest H
EPIX 

slides

https://indico.cern.ch/event/1477299/contributions/6412763/


How are they being monitored?
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The aim of the monitoring team is to provide an infrastructure allowing the usage of tools 
and service to ease the load of monitoring CERN data centres (host and services) and 

WLCG experiments

The MONIT infrastructure
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Same set of tools
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Ingested via Message 
broker (AMQ) in the 

shape of JSON

Processed with Apache 
Spark (enrichment, 

aggregation)

Stored in Opensearch 
(short and long term) 

and HDFS

Accessible from 
Grafana, Opensearch or 

SWAN
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CMS Rucio (WIP)
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● CMS is using Rucio and they are interested 
on monitoring things similar to ATLAS

● ATLAS DDM required a set of jobs in 
Apache Spark to work
○ These are developed/run by MONIT
○ Currently these have some ATLAS specificalities

● On the MONIT side it’s on our plans to 
provide an equivalence for CMS
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Not 
validated 

data!
Obviously wrong data



• This specific question is more aimed for aggregated (accounting) data

• Put the service in perspective over a long time interval to see how DC performed

• Based on operations data for these flows (Needed!)

• We need to distinguish activity, vo and site for the transfers

• Big difference between FTS and XRootD monitoring

• FTS data was integrated and consumed by the FTS users

• The fact it’s used by experts in a daily basis makes it easier to trust/curate it

• XRootD Monitoring (access via xrootd protocol) of the servers and dCache (XRootD door) is not 
actively being consumed by experts 

What do we need to answer the question?
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Status
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Roadmap up to now
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2021

2022

2023

2024

2025

DC2021
● We need network monitoring
● We need XRootD monitoring (CMS, Alice)
● Dashboards could be improved (DC21 Dashboard)

DC2024
● We should validate XRootD monitoring (servers and dcache with xrootd door)
● We should extend XRootD monitoring to more sites
● Most of the side questions answered by FTS

○ Some are still working points for XRootD (see plans later)  
● Dashboards could be improved

Taskforce working points
● Provided network monitoring (Dashboard) 
● Work started on providing XRootD monitoring

○ Big push to have CERN and FNAL before DC24
● Dashboard was improved (DC24 Dashboard)

○ It’s draft to this moment!

Will be nice to 
extend to non 

LHC VOs
Will be nice to 

plot authorization 
mechanism

Ipv6 boolean flag 
not trustable, can 

we do better?

https://monit-grafana.cern.ch/d/f4ac3e17-7334-4e85-9cc3-2a356431a201/dc2021?orgId=20
https://monit-grafana-open.cern.ch/d/MwuxgogIk/wlcg-site-network?var-bin=1h&orgId=16&from=now-7d&to=now&timezone=browser&var-site=$__all
https://monit-grafana.cern.ch/d/d3543f53-950b-4a60-b353-16611bf7f5f7/dc-2024-draft?orgId=20
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• From the WLCG perspective we have all information needed*

• Although we thought the same and only discovered few issues during the DC24

• I.e: Accounted transferred volume for failed transfers was using full file size

• Way to prevent this will be to have experts looking at the data used for the DCs! (Mini Challenges?)

• There will be some evolution towards DC27

• See Mihai’s talk for more information

FTS
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XRootD
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● Monitoring based on the shoveler, Collector flow
○ Using XRootD monitoring stream to shape a “transfer” document

● Currently few sites are (partially?) integrated
○ We decided not to ask many sites to join before validating properly the data

● Data has been validated at high level
○ “More or less” seems to match (fine for accounting data, bad for operations)
○ We need to do a proper validation to ensure it can be trusted

■ And experts need to look to it from time to time!
● Will require some extra work to add extra streams information

○ Sci-tags: New stream provides activity information (Required)
○ Tokens: New stream, provides token issuer information

■ Token issuer can be “easily” mapped to a VO (Required)
■ It also will allow to know if the transfer was scheduled with tokens (nice to have)
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dCache with XRootD door
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● Monitoring based on script integrating monitoring data available in Kafka
○ Sites need to run the full monitoring stack (Kakfa + script to forward WLCG data)

● Currently few sites are integrated
○ A bit hard to tell based on the Monitoring but mainly FNAL

● Data has not been validated
○ As far as I personally know

● Missing activity information
○ We will need to follow with dCache developers how the integration with scitags is going to happen
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Issues and plans
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After one year of running new flow…
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● Three wrong initial assumptions
○ Sites are monitoring XRootD (using the streams)

■ Is there anyone using XRootD streams seriously?
■ We focused on aggregated data

● As we only had ALICE Monalisa data for comparison
○ Let’s follow what we did for FTS

■ FTS operations data is of interest for FTS team
■ Data is validated an aggregated can be compared to it

○ Integration is only for WLCG high level view
■ Interest from sites to use this for operations monitoring
■ Is the current deployment a good match for this?

● Flow scalability issues
○ CERN numbers are big!

■ We have been working on improving this
■ Still some things that make it hard: #1873

○ This made validation not possible at all
○ Will it hold all the sites?

20x
  v
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Plans
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● Low hanging fruits (2025 Q3-Q4)
○ Provide shoveler under WLCG repository
○ Implement missing streams support in Collector: token and sci-tag

● Adding failure monitoring to XRootD
○ On XRootD roadmap #2352
○ Important for operations monitoring, nice to have for the DC27

● Validation/first curation of data (2025 - 2026)
○ Tried to do validation at high level

■ As we could only compare to ALICE Monalisa
○ New plan (start from small controlled environment) and focus on getting good operations data

■ This will require CMS sites involvement (main audience)
● Campaign to get more sites in (Q1-Q2 2026)

○ IMO, should not happen before we are happy with the current data
○ Realistic Target: All T1 and T2?

● DC Dashboard improvements (< 2027)
○ Experts should ask for them a bit in advance (Please)

● Data Challenges (2027)
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Conclusions
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● Experts involvement is required
○ Little value on having data flowing if no one validates it
○ We can build “any” dashboard for we might not know exactly what’s required

● We should focus on having good operations data
○ Will caught the attention of the experts and helm them monitoring their system
○ If operations data is good, accounting data based on it should also be

● Running the shoveler comes with extra work
○ Depending how big the site is might require to be scaled
○ If you want to run it properly it requires also to monitor/alarm it

● We should not wait until the last minute
○ Already twice there were big pushes on the day/s before and during the Data Challenges
○ We should try to think in advance what will be needed and plan things properly
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Q & A

Thank you !
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Contact: wlcgmon-tf@cern.ch
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