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Challenge of delegation

« Allow some provider! to do a job in the name of a user brOker
« But let a broker? decide which provider it will be

* Prove that the user wants this job to be done

 Prove that this provider may do nothing else
* Prove that nobody else may do anything else user > pl"OVIder

1 e.g. Worker Node

2 e.g. Central Grid management system

Problems with X.509 proxy certificates

? « Provide no correlation with an actual delegation (several jobs)
o « Can have an arbitrary period of validity (weeks, months, ...)
all a=m) all . .
privileges privileges - Allow for misuse by any owner (no trusted transfer/propagation)

- Provide no theft protection (copy and use it)
O Q, .+ Might lead to identity theft

X 509 Certificate X509 Proxy Additional services and callbacks necessary (e.g. for renewal)

A new model of mediated definite delegation

U={u:user able to delegate tasks }
P ={p: delegable interaction /privilege }
E ={e: entity, as e.g. a Grid job or file }
A = { a : agent, able to execute tasks on behalf of users } jAIiEn
T ={t : period of validity }
B={Db:request broker } ,V al inanage \
mediated
D={d:unmediated delegation } | certified
C = { c : derivative, verifiable transformation of d } Gridjob
D ={d: mediated delegation } certified . |
Grid job certified access ¥ J
to Grid files Y 4
Unmediated delegation D\ l \ ,
¢ : UXPXEXBXT->D p- -
Mediated delegation Grid user} JAIIEn site agent
g : D X P(C) x AXT->0D h
Relayed unmediated delegation JAIIEn - Certified grid jobs and files

§ :D X P(C) x BXT->D

A Grid job is digitally signhed by the user and all brokers
 Digitally signed Grid file Catalogue entries

- - Allows full authentication of Grid jobs on a site
- . Site is allowed to do only what a job specifies
o « User is protected from identity theft
S
T - Misuse can be identified and resulting data removed

h ://JAliEn.cern.ch
ttp://] CC ¢  Provides non-repudiation if software is trustable
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