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Challenge of delegation 

• Provide no correlation with an actual  delegat ion (several  jobs) 

• Can have an arbitrary period of validity (weeks,  months, …) 

• Allow for misuse by any owner (no trusted transfer/propagat ion)  

• Provide no theft protection (copy and use i t)  

• Might lead to ident i ty theft   

• Addit ional  services and cal lbacks necessary (e.g. for renewal)  

 

• Al low some provider1 to do a job in the name of a user  

• But let  a broker2 decide which provider i t  wi l l  be  

• Prove that the user wants this job to be done 

• Prove that this provider may do nothing else  

• Prove that nobody else may do anything else 

Problems with X.509 proxy certif icates  

U = {  u  :  user  ab le  to  de legate  tasks  }  

P =  {  p  :  de legab le  in terac t ion  /pr iv i lege }  

E =  {  e  :  en t i ty,  as  e .g .  a  Gr id  job  or  f i le  }  

A =  {  a  :  agent ,  ab le  to  execute  tasks  on beha l f  o f  users  }   

Ṯ  =  {  ṯ   :  per iod o f  va l id i ty  }  

B  =  {  b  :  request  broker  }  

 

𝔻  = {  𝕕  :  unmedia ted de legat ion }    

C =  {  c  :  der iva t ive ,  ver i f iab le  t rans format ion o f  𝕕  }  

D =  {  d  :  media ted de legat ion }  

 

 

Unmediated delegat ion  

  𝜙  ∶   U  ×  P  ×  E  ×  B  ×  Ṯ  → 𝔻 

 

Mediated delegat ion  

  ψ  ∶  𝔻  ×  𝒫(C)  ×  A  ×  Ṯ  →  D 

 

Relayed unmediated delegat ion  

  𝛿  ∶  𝔻  ×  𝒫(C)  ×  B  ×  Ṯ  → 𝔻  

 

 

 

A new model of mediated definite delegation 

jAliEn - Certif ied grid jobs and fi les 

• A Grid job is digitally signed by the user and al l  brokers 

• Digital ly s igned Grid f i le Catalogue entr ies 

• Al lows full  authentication of Grid jobs on a s i te 

• Site is al lowed to do only what a job specifies 

• User is protected from identity theft 

• Misuse can be identified and result ing data removed 

• Provides non-repudiation i f  software is trustable 

 

h t t p : / / j A l i E n . c e r n . c h  

1  e . g .  Wo rke r  Node  

2  e . g .  Cen t ra l  G r i d  managemen t  s y s t em   


