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Overview — what to expect from this talk

1. ML4Sys — entering a new era of computer systems
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2. FPGA-shells + ML-compilers: A match made in heaven
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3. ML4Sys-challenges and how we solve them on FPGA }
[]

|
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4. Promising use cases for ML4Sys on FPGAs g#

(
5. What's gonna happen next — a glimpse of the future O



ML4Sys — entering a new era of computer systems {5 s

The Era of Machine Learning
Increasingly powerful ML-models +
ubiquitious in any domain |
A
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The Era of Complex Systems

for more complicated applications

Ever more complicated computer systems

-

Use Machine Learning to enhance the capabilities of Computer Systems (ML4Sys) and make them adaptive to
their own workloads, reduce complexity and get rid of the demands of manual optimization.

[ML used for... [

... power management, |
... fast workload modeling for more I
efficient task allocation,

and much more.

n/lL used for...

... computer architecture and chip
design (EDA),

... branch predictions,

... cache replacement and
prefetching policies,

... garbage collection,

k and much more.

N

ML used for...

+ ... fast and precise network
modeling,
- ... efficient congestion control and

load balancing in multi-path
environments,

« ... traffic scheduling,

... and much more.

~
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ML4Sys sounds great — what's missing?
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Latency A

Micro- to nanosecond time
budget for decisions

)

/

(&

=@ reserved for

Custom Hardware A

GPU for inference

applications, not system D
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|

ML-Inference is not free,
neither in HW-resources
nor in time.

|

Space / Time Overheads

—1 Memory- and compute-

—J1] resources reserved for
= applications, not system )
C )

Risk / Robustness /
—~ Interpretability

& J Data drift requires model
\_ redeployment Y

What if ultrafast ML-inference could be integrated right into an existing system directly on the
accelerator with only minimal resource overhead and easy replacability?



Coyote: Setting the stage for ML4Sys on FPGAs n;;

What if we could have a complete Computer Systems to our
hands on FPGA, with every single aspect up for customization?
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/ Application-level multi-ten\;mcy with share;aiice/\
Completeness: Coyote covers all (Accessibility: Al SyStem/Cm Reconfigurability: During deployment, )

relevant aspects of a computer system: are open for customization by the user the different parts of the FPGA-shell
. Multi-Tenancy W@ « Performance Separation @ can be swapped out ,hot".

m}
«  Networking (RoCE v2) n}n * Network Management G

o @ q

\* Memory Management ) \¢ Arbitration & Scheduling PR




FPGA-Shells and ML-compilers: A match made in heaven
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FPGA-shells (Coyote v2 etc.)

ML-compilers (hils4ml, FINN)

his 4 ml +4FINN

Advantages of FPGA-shells for ML4Sys:
« Feature-completeness for computer systems.

Advantages of FPGA-ML-compilers:
« Ultra-fast ML-inference.
« Directly exposed interfaces for customization. « Compatible with High-Level ML-frameworks.

« FPGA-fabric for both system components and
ML-inference.

* Ressource-efficient implementation of ML-
inference.

« Adaptive to various interfaces in hardware.

Y

Repurpose ML-compilers from edge deployments to systems research to make best
use of beneficial properties in both domains.
— FPGAs become the premier platform for ML4Sys-research due to these compilers
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ML4Sys-challenges and how we solve them on FPGAs g}# E;
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FPGA ,, Micommons/tiny 'Y'('E ] Typical system times:
ML-inference on FPGAs » DR B0
c Latency Orders of ~ « Page Walks: 100-
allows for ultra-low latency. Embedded magnitude faster 400 ns
CPU inference I PCle: 80-150 ns
= Space FPGA-shells leave plenty of qote T R
= room for ML-models, ML- ) -~ models are small and fit
O Overhead compilers are resource-efficient. 10;@2 o/tj :::‘;zra" within the shell.
=2y Custom R
= —
Hardware

~—  Distribution

Partial reconfiguration on FPGAs qote Fast enough for hot-
LY Shifts

swapping of deployed

57ms per partial ML-models in the
reconfiguration | system.

allows to quickly swap out
deployed ML-models.

VWV

L1l
The FPGA-fabric replaces the - @ 0 C
dedicated GPU. - i L
!



Application fields of ML in Systems




Forecasting: ML-based Congestion Control ﬁ

Congestion Control is one of the key problems of

Tier O

Tier 1

—

ECN-markings

Packet Drops

i

Switch

S_witch

In-Network

’ N
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Telemetry

datacenter networking:

« Based on network signals, control the pace of
packets released from a NIC to the network.

* Trend #1: Include ever more multi-modal
congestion signals.

« Trend #2: ML seems to be a good fit for the

problem.

ECN

é%

o =

)

End-to-end delay,
measured via ACKs

NIC

Use FPGAs as SmartNICs (such as
Coyote v2 with RDMA-stack) to enhance
capabilities with ML

Example of 400G high-
performance traffic with
4k MTU packets:

[ ]

_» Embedded CPU

-

.- @ 2.5 GHz

IPG of{ 1
80ns o

l * FPGA

80ns = 200
clock cycles

Realistic time
budget for ML V

inference
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Anomaly detection: ML-based safe multi tenancy M n?ﬂ,,;

Static Layer: Shell Management
XDMA-Core
) v
Dynamic Layer: Services
- _ Arbitration / -

GE) Command Parsing (rlrlercﬁt;(r:g :r
= | e ——— + ——————————————
S : | : | )
— TLB | TLB I TLB |
© | | |

VFPGA#0 [+ | VFPGA#1 |o- VFPGA #N |+

Why didn‘t FPGAs ,as-a-service"” in the datacenter become more popular so far?

———————————————————————————————————————————————————

Reconfigurable

ML-based
Bitstream
Checker

User-provided bitstreams are inherently unsafe:

Exposure of the lowest level possible with all
consequences

Voltage-caused destruction of the FPGA ,

K

Eavesdropping between neighboring applications @j@

ML can effectly screen bitstreams for
potential threats.

BUT: Inference runs on external hardware.

\

ML-based bitstream checking directly on
the FPGA via hlsdml / FINN makes the
FPGA a completely independent multi-
tenancy platform and allows to offer
,FPGA-as-a-service® in the public
datacenter.
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Optimization: ML-based Memory Management

Ny
N\

A -3
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Coyote v2 offers multiple different TLB-designs for different workload purposes (configuration memory, data stream
memory etc.). The correct allocation of user data to one of these TLBs is a key optimization problem.

Virtual Address

Key Small | O set Small

Key Large | O set Large

Dynamic TLB

dTLB Table

Valid | Flags

P. Addr

ISSeH

Index

dTLB Page Size

n-way
set-associativity

Valid

..............................................................

:7

Virtual Address

O set Small stream TLB

Flags

-

\ 7 Valid Pages
J | Page Size

Flags

Valid Pages

—

n-way

fully associative

—
E_j P. Addr Table
_J

Page Size

P. Addr Table

[ Index

Index|

Utilization of a FPGA-deployed ML-model to automatically assign incoming data

allocations to the optimal TLB for the use case.
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Anomaly detection: ML-based Deep Packet Inspection M E;;

RDMA is extremely
relevant for
datacenters, but hat
inherent security flaws.

o A . o [

Connection Hijacker
Malcode Injection
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Anomaly detection: ML-based Deep Packet Inspection

RDMA Commands &
Acknowledgements

Connection Set-

RDMA
Flow
Control

Memory

Commands Data

—~—
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RoCEv2
[ QPN [ Decision| @Acm@
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i EXH _,_'Ou‘m‘_,_h Generating
processing | Lo EXH
4 v
e § '
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Decider processing | [S@ei |  BTH |
| Aggregator _ | t i
UDP
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IPv4
Payload QPN
512 Bit
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Payload Extractor
| Headers ] Payload | ICRC l
512 Bit
\ J
*
Network Datapath,
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Model Accuracy [%] FPR [%] FNR [%]
SR 05.31 4+ 0.33 5.04 £+ 0.53 4.33 + 0.35
Binary 87.19 =522 | 1522 £ 142 | 1043 &+ 12.34
Ternary 07.83 + 0.16 1.74 £+ 0.37 2.59 £+ 0.38
8-bit quantized | 97.88 + 0.13 1.76 + 0.29 2.48 4+ 0.24
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. N
Overview and next steps @Q‘ Eﬂ;

! ! ! ML-based Congestion Control for High-Performance Networks
. CPU | | 1 FPGA o ; i g g
atic Layer: Shell Management HBM | "
: — : :Coyote v2 N | ECN}— ML e Utilize the ultra-low latency of FPGA-
A - I -— I | offloaded ML-models to make
- = XDMA-Core -— cwnd RTT . -
I = = I | -— : 5 congestion control decision on
: - - ! : t I * multimodal input signals for high-
I reenae : I ’ : ) /A * performance networks.
—————————— I Dynamic Layer: Services 100G |1
) — ] [networking:|!
a4, Command Parsing Arbltrgt!on J | ,|ROCE v2 & :4—} Ethernet
I © 2 Crediting TCP |
- . N\,
oOE 4 I
: = S 9 v v v I I ML-based Deep Packet Inspection for RDMA \
c C EEE
I 8w TLB TLB TLB , _ : : N
I © : $  Line-rate inspection of incoming RDMA-
I o ; .
I x VFPGA #O VFPGA #1 R VFPGA #N T a paCket.S with a ML-model to check for
I | ML g' potentially dangerous executables vs.
- S = e\ ! r—— 7 Z  acceptable payloads. )
N J
Application-level multi-tenancy with shared services
\
ML-based Memory Allocation TLB ML-based Bitstream-Checking . ML-based Resource Scheduling
Streaming | Use FPGA-offloaded ML- vEPGA#N | Use FPGA-offloaded ML-models to check Y FPGA-offloaded ML-model for
— TLB models to decide about the user-deployed bitstreams for potentially VEPGA () |—T—| efficient, adaptive and scalable
— Regular | suitable TLB for the allocation of Q T malicious circuits and thus enable % U‘ = s = resource scheduling for multi-
TLB application-specific data based Bitstream| jaCcCelerator-as-a-service* for the public VEPGA tenancy in hardware accelerators
on access patterns. a4 70t010-- 1 cloud. with network- and memory access

(’- __________________________________________ N\
|

Next steps . Extract required training data from the described use cases |
: from here * Implement models (model architecture, data compression etc.) |
l on: « Evaluate by comparison with traditional, non-ML system techniques |
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