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Why Should I Listen to This Talk?

How to efficiently collect and filter large amount of data at scale?

How to use wireless network to connect real-time edge systems?

Also, a high-level and hopefully slightly entertaining tutorial on cellular networking.
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What is a Cellular Network?

Macro network Indoor/enterprise network

Mine Hotel/shopping mall Factory Port

Densification for performance



Cellular Network in the Era of Cloud

Telco-grade servers with 

hardware accelerators

3rd party radio

(with open interface)

Cell site Far Edge Hyperscaler cloudNear Edge

modern hardware infrastructure

Infrastructure Layer (OS, K8s, AODS, ARC, NFVi, CaaS, orchestration, management, etc.) 

Azure

Telco network functions

Programming Layer (programmability, network API, edge API, data analytics, AI/ML, etc.) 

Applications

Multi-access edge computing

Radio access Core WAN OSS / BSS

modern software infrastructure

~10x

~10,000 – 100,000x

Our focus: radio access networks



Why Do We Focus on Radio-access Networks?

Networks are increasingly 
complex (more spectrum, 
denser deployments)

Challenge: Efficiency

Guaranteed QoS, precise 
location, low-latency edge 
application

Challenge: Control

Spectrum is the bottleneck

Challenge: Scale

100,000s of cells and 
infrastructure ($$$, GWs)



Why Now?

RAN is being virtualized now, as a part of 5G transition

This introduces open interfaces that allow to replace different components

It is very easy to deploy realistic 5G systems
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What is Special About Radio (RAN) Software?

Multiple compute-intensive components

Every μs counts

Each part of the platform
is optimized for latency

Uplink slot idleDownlink slot idle

Downlink slot active Uplink slot active

time

Frequency (100 MHz)

Downlink 
slot 0.5ms

Uplink 
slot 0.5ms

RAN

CRC attach Channel 
coding

Rate 
matching Scrambling Modulation Layer 

mappingPrecoding

CRC check Channel 
decoding

De-rate 
matching

De-
scrambling

De-
modulation

Channel 
estimation

Radio 
unit

MAC

Downlink

Uplink

Network

link

0.5 ms time budget



Architecture of a 5G Rack – O-RAN standard

Linux (tuned for vRAN)

Kubernetes

L1

L2 + L3 L2 + L3

5G Core

L2 + L3

L1
L2 + L3

L1

Remote
provisioning

and monitoring

PlatformManagement
and analytics

RAN 
workload

Fronthaul

Open 
interfaces

Management and analytics

RAN Server Bare Metal, PTP clock

Phone

Hardware



Microsoft Research 5G Testbed

Redmond: 2 floors, 14 RUsCambridge: 5 floors, 18 RUs, ~40 devices

0/F

1/F

2/F

3/F

Mobicom demo, 2023
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Cellular Radio (RAN) Programmability Today

Near-RT RIC (RAN intelligent controller): 
Detailed control (e.g. handover, traffic steering)

Control loop >10ms

Non-RT RIC:
High-level policy

Control loop >1s

Standardized service model (    )

Challenges:

Hard to get data for new applications

Hard to implement real-time control loops (<10ms)

rApp

Non RT-RIC

xApp
Near RT-RIC

RAN

A1

S
E2

RAN

S
E2

xApp
Near RT-RIC

RAN

S
E2

RAN

S
E2

A1

S

O-RAN standard

Far-edge

Near-edge

Cloud



Challenges With Service Models

Static data model definition:

New device 

measurement 

reporting

New test 

condition list

Add OR to 

testing 

condition

Flexible 

definition of 

sampling bins



Project Janus – Programmable radio and platform for RAN

 Dynamic probes
Fine-tune service model for different applications

 Real-time RIC
Ability to write low-latency applications

 Application deployment
Simplify application deployment
across different components

rApp

Non RT-RIC

xApp
Near RT-RIC

RT-RIC
dApp

RAN P

E2

A1

App.

Open source: https://github.com/microsoft/jbpf



Project Janus – New Use Cases  

Efficiency

Power saving

Compute efficiency

Anomaly detection

Security

DDoS detection

Interference localization

Cloud native radio

Live migration

Failover management

Live updates

New value

AI/ML + Signal processing

Distributed coordination

Allow developer ecosystem to build 

novel applications and services

Mobicom 2024

Mobicom 2023

NSDI 2025 Security 2024Mobicom 2023

Sigcomm 2021
Sigcomm 2025



Dynamic Probes: eBPF for Linux Kernel Observability

Safe dynamic programs for 
kernel observability and tracing

Data out

Called when current
process is pre-empted

Update histogram 
of execution times

Process 1 Process 2 Process 1

Program example

CPU n

time



Dynamic Probes: eBPF for Radio (RAN) Observability

Program example:

eBPF/Janus toolchain

eBPF 

bytecode

C Compiler

Verifier

JIT Compiler

Pass

vDU

vCU

L1

Fronthaul Channel Eq.

SRS hooks

L2

FAPI

FAPI hooks

MAC

MAC hooks

RLC

RLC hooks

F1

F1 hooks

Loader /

Data collector

IQ samples hook

User-mode eBPF analog to the kernel one:

time

RLC queue
Number 
of 
packets

Called when RLC packet 
arrived or departed

Update bytes 
count

Update packet
count

Hooks provide access to standard data structures 
(3GPP, O-RAN, FAPI)



Example: Interference Detection

Turn RAN into spectrum analyzer:
Programmable RAN platform can 
detect external interference in live 5G network 

Janus, Mobicom 2023



Interference Detection – Behind The Scenes

Dynamic service model approach:

Remove samples that have 
5G traffic scheduled

Send averages to reduce overhead

time

frequency

Uplink slot idleDownlink slot idle Interference

Downlink slot active Uplink slot active
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Cellular Macro Networks

Critical network infrastructure: 0.99999 reliability (five 9s)

Huge scale: 100k+ servers

Hard to customize for individual use cases

Motivating problem: 
 Troubleshoot issues at scale

Macro network Indoor/enterprise network

Mine Hotel/shopping mall Factory Port



Motivating Example: RAN Troubleshooting

Software and platform provided by different vendors

Tight coupling between components

Many possible sources of anomalies

Requires dynamic data and distributed AI

CPU contention: 
NIC IRQ and radio share CPU core

Radio interference:
Overlapping radio cells

Mobicom 2024



Distributed AI For Anomaly Detection

Unsupervised anomaly detection:
Train ML model on well configured system  

Continuously run the model in production

Controller

Far edge

Probes

RAN

eBPF

• Signal quality per UE

• Packet losses 

• Packet sizes per layer

• Spectrum utilization

(~200 KPIs in total)
• Thread on/off times

• Front-haul traffic

• PTP logs

(~400 KPIs in total)

Cloud

Edge platform

ML
Variational 

Auto-Encoder

<0.1 CPU / RAN

15 RANs / GPU

400 kbps traffic 
(4x-7x compression

at edge)

ML processor (service)

ML

Multi-rate 

probabilistic

imputation

Causality

detection
+

Mobicom 2024
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Industrial/Enterprise Cellular Networks

Macro network Indoor/enterprise network

Mine Hotel/shopping mall Factory Port



Physical AI Will Use Industrial/Enterprise Cellular Networks

Most of these networks use 

private cellular spectrum and 

5G network technology:

Predictable and programmable



Importance of Connectivity

Reliability

High 

bandwidth

Low 

latency

Cellular

Device 

density

Mobility & 

coverage

Low 

latency

Reliability

High 

bandwidth

Device 

density
Mobility & 

coverage

Wired

High 

bandwidth

Reliability

Low 

latency

Device 

density
Mobility & 

coverage

Low-rate industrial
(e.g., BLE, ZigBee, LoRa)

Reliability: 99,999%

Low latency:

Mobility & Coverage:

Device density:

High bandwidth:

Reliability

High 

bandwidth

Low 

latency

Wi-Fi

Device 

density
Mobility & 

coverage

Connectivity requirements

Video Audio Lidar RF

< 100ms

Security and privacy: 

HotMobile 2025

Predictable and 

programmable



Our Vision: A Converged Industrial AI Edge

Commodity Radios

Commodity Servers
(CPUs, GPUs, NICs)

Vanilla cellular 

stack

AI 

Applications
Advanced 

connectivity 

services

Programmable APIs

New communication stack for 

low-latency AI applications

Benefits
• Controlled latency, throughput

• API to applications

• Low-cost deployments

HotMobile 2025



Conclusions

 Cellular radio networks are exciting
They are virtualized and programmable

 It is easy to build a network yourself
It is a software system building exercise 
(no RF knowledge required)

 Getting the right data on time is key
It can enable many new AI applications

 Next-generation cellular networks
can enable low-latency AI

Fine-grained, application-level network control

Redmond

Cambridge



Thank you!

https://github.com/microsoft/jbpf

Try our open-source dynamic probes 
and real-time controller
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