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Why Should | Listen to This Talk?

* How to efficiently collect and filter large amount of data at scale?

* How to use wireless network to connect real-time edge systems?

Also, a high-level and hopefully slightly entertaining tutorial on cellular networking.
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A NETWORK? A NETWORK? EXISTING NETWORKS? NEW NETWORKS?



What is a Cellular Network?

Macro network Indoor/enterprise network




Cellular Network in the Era of Cloud
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Telco-grade servers with
hardware accelerators

Our focus: radio access networks




Why Do We Focus on Radio-access Networks?

Spectrum is the bottleneck

Challenge: Efficiency Challenge: Scale Challenge: Control
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Networks are increasingly 100,000s of cells and Guaranteed QoS, precise
complex (more spectrum, infrastructure ($$$, GWs) location, low-latency edge

denser deployments) application



Why Now?

Rakuten
COMPANY ~ WHATWEDO  INVESTORS pr— dish wireless \
DALLAS, December 04, 2023
AT&T to Accelerate Open and X Bk
Interoperable Radio Access Networks L O :-%?;
(RAN) in the United States through Vil S )

new collaboration with Ericsson

* RAN is being virtualized now, as a part of 5G transition

* This introduces open interfaces that allow to replace different components
* It is very easy to deploy realistic 5G systems
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What is Special About Radio (RAN) Software?

0.5 ms time budget

R Frequency (100 MHz) < »
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. Network
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; — * Multiple compute-intensive components
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e * Every us counts

Downlink Uplink

slot 0.5ms ~ slot 0.5ms * Each part of the platform

is optimized for latency
Downlink slot idle Uplink slot idle

. Downlink slot active Uplink slot active



Architecture of a 5G Rack — O-RAN standard
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Microsoft Research 5G Testbed

¥ Download

933 @

Cambridge: 5 floors, 18 RUs, ~40 devices | Redmond: 2 floors, 14 RUs

Mobicom demo, 2023
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Cellular Radio (RAN) Programmability Today

* Near-RT RIC (RAN intelligent controller): O-RAN standard
* Detailed control (e.g. handover, traffic steering)

* Control loop >10ms s
* Non-RT RIC: Cloud
* High-level policy
* Control loop >1s

) ........................ i . |i Nearedge

* Standardized service model (

Challenges:
* Hard to get data for new applications
* Hard to implement real-time control loops (<10ms) &~ = &~ /‘Q% =

Far-edge



Challenges With Service Models

Static data model definition:

Table 4.2.1.2.2-1: Definition for Average over-the-air packet delay in the UL per DRB per UE

Definition Average over-the-air packet delay in the UL per DRB per UE. This measurement is applicable for ReV|S|0n hlStOl’y
EN-DC and SA. This measurement refers to packet delay for DRBs. This measurement provides
the average (arithmetic mean) time it takes to successfully receive a transport block from the Date Revision Description
time of UL transmission indicated in scheduling grant. 2018.11.25 | 00.00.0 Applied skeleton 00.01.04 to build KPM Monitor E2SM
2018.12.01 | 00.00.1 Applied change from E2SM-NI-v000.01.05
Detailed Definition: 2018.12.09 | 00.00.2 Removed Policy section, specifies detail list of container IE
M(T, drbid) = IZnrSucc(-.drbid)frsmedt-.dr'bid)l where 2018.12.11 | 00.00.3 Align with E2SM-NI as per comments from A. Urie
' L (T ' 2018.12.12 | 00.00.4 Add E2 Node ID, O-CU-CP/O-CU-UP container as per comments from WG3
explanations can be found in the table 4.2.1.2.2-2 below. 2018.12.18_| 00.00.5 Updated Style Type and Format Type definition aligned with Nokia E2SM-NI v00.01.08

2019.01.14 | 00.00.6 Change name from KPIMON to KPMMON, additional alignment with Nokia E2SM-NI
v00.01.08 and ASN.1 message addition

2019.01.16 | 00.00.7 ASN.1 update

2019.01.17 | 00.00.8 Add RIC Style Type in RIC Indication message |E with a corresponding change to the
ASN.1 encoding

2019.01.19 | 00.00.9 Change the name to E2SM-KPM, add Action Definition with RIC style list, made section

Change Request 7.8 update for additional alignment with E2SM-NI, add Annex A.
. Document O-RAN.WG3.E2SM- ver 02.00 CR RSY-0002 rev 5 2019.01.20 | 00.00.10 Update Scope, rename Slice ID to S-NSSAI, add Action Definition to each style definition,

N ew d evice KPM remove EPC and 5GC style, add CU-CP EPC style, fix the use of 5Ql and QCI for E2

|Reason for New Report Service Styles 4 and 5 introduced for flexible reporting of UE level measurements indication header, and correctly reference 28.552 for 5GC IEs
y porting - b - -
measureme nt |Change: _ S i 2019.01.20 | 00.00.11 Remgye Report Period |E Test Condition and Report Period |E Value from trigger
;S;'I;v'l'l;:fyal Jé‘::‘;‘::qum R P (E\\:mw Style 4 and 5 for reporting of measurements for Condition based definition and ASN.1. Reference 28.552 for Active UE and PDCP DL/UL data volume
H - Addition of Action Definitior 4 and 5 for Report S 2019.01.22 | 00.00.11a | Removed en-gNB definition
re po rtl n g - Addition of Indication Mess: ormat 3 for Report Service 201 901 22 0000 1 2 E2SM—KPM—‘ES {

[Consequences |Reporing of UE level measurements o multle UES and Conditon based fitering of UEs wi iso(1) identified-organization(3) dod(6) internet(1) private(4) enterprise(1) 53148 e2(1)
if not aproved: |not be available. version1 (1) e2sm(2) e2sm-KPM-IEs (2)}

00.00.13 Section 6.1 update, Change E2 Node ID to KPM Node ID

Change Request 2019.01, 00.13a_| Change E2SM-Nl-IndicationMessage to E2SM-KPM-IndicationMessage
Document O-RAN.WG3.E2SM-  ver 02.01 CR CMCC- rev 2 2020.01.29 | vO™ Adopt Jio's comments, change the number of NR DL/UL PRB from 100 to 273.
N ew test KPM 0002 2020.12.16 | 02.00.00 ®=ggdopt INTEL.AO’s CR-0001 and CR-0002 for E2SM-KPM with cleaning up old texts and
d 't | . 't Reason for | Existing test condition fypes need 1o be extended for identifying UES in v01.00
Change: ‘ P—T) n
Con | |On |S s R = —~ ———— 2021.02.24 | 02.00.01 Adopt A s CR-0001 for UE-level measurements subscription and retrieval
ol i Sl Uit b 2021.03.03_| 02.00.02__| Adopt CSP.A 0001 for Incomplete Flag
it;‘::;e’q:::cz;f The test condition fist is incomplete 02.00.03 Adopt INTEL's CR-0 clean-up
el - 2021.06. 4| Adopt (1) INT's GR-0008; ( = CR-0008; (3) RSYS's CR-0004
Ghanga Renuest ‘ 2021.07.09 | 02.00. 1) INT's CR-0009; (2) NEU TMgCR-0001
2021.08.10 | 02.00 TSC
D t O-RAN.WG3.E2SM- 02.02 CR INT-0016 1
Add OR to ocumant S e = 2021.10.13 | 02.01.00 | Adopt (1) INTEL. 17; (2) RSYS.AQ's CR-0002
. 2021.10.27 | 02.01.01 Adopt KDDI's CR-0001.
testing A T T il S K o e g i ] 2021.11.22 | 02.01.02 | Editorial Updates based on review comm:
oy cannot be supported, thus limiting their applicability. 02.01 Version ready for Nov21 publication
con d ItIO n In ASN.1, "MatchingCondltem” was directly referred to the choice structure and not extensible. 2022.03.23 UE 1) TIM.AO's CR-0003; (2) CMCC.AQ's CR-0001; (3) CMCC.AQ's CR-0002
2022.04.14 | 02.02 Version r lication
2022.05.11 | 02.02.01 Adopt (1) INT's CR-0015;(2) INT's CR-0016; (3) INT's CR-0017
Change Request 2022.07.20 | 02.02.02 Adopt INT's CR-0022
. Document O-RAN.WG3.E2SM- ver 02.02 CR INT-0017 rev 4 2022.07.24 | 02.02.03 Alj
F I exi b | e KPM : Approved
d f .. f Reason for |E2SM-KPM supports subscription of distribution type measurements from RAN nodes where a 22.11.09 | 02.03.01 Adopt (1) INT's CR-0024; (2) INT's CR-0027
Reason] . == b - ! -
erin |t|o n o hange leadrud yahle 531;4;02??;1?;;%3{;3: f;pza:::z;"’g':‘":nfzf;j’j:ﬁg'ngt:"z&sm i 2022.11.20 | 02.03.02 Editorial changes reflecting comments received during WG3 approval process
. . RT RIC is the number of samples for each and every bins. However, currently, definition of 2022.11.25 | 03.00 TSC Approved
sam | in b ins each bin itself (i.e. ranges of values that the measured values are collected onto) are left up to 2023.06.30 | 03.00.01 Adopt (1) NOK.AO's CR-0002; (2) MAV.AQO's CR-0013
p g s I b e KAl veacor- 2023.07.26 | 03.00.02__| Editorial changes reflecting comments received during WG3 approval process

2023.07.26 | 03.00.03 Further Editorial changes reflecting comments received during WG3 appraval process




Project Janus — Programmable radio and platform for RAN

* Dynamic probes App.
Fine-tune service model for different applications

2 © & & @]

° Real_time RIC NonRT_R|C ....... ,,
Ability to write low-latency applications [eee |

| menes
L — | eeeee |
* Application deployment ST
Simplify application deployment | Noar RT-RIC

across different components

Open source: https.//github.com/microsoft/jbpf
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Efficiency Cloud native radio Security New value

Power saving Live migration DDoS detection Al/ML + Signal processing

-l: : ]FE »B ¢
,,“ ofelEE 21'8\(

1 guloCRCB
" & aooumns JOAT
3695l 261 280 . :

Distributed coordination

Compute efficiency

J_L_&(“ I_A_I

Sigcomm 2021 | Sigcomm 2025

Anomaly detection

Allow developer ecosystem to build
novel applications and services

'Mobicom 2024




Dynamic Probes: eBPF for Linux Kernel Observability

h Data out
Process ¢ Process
bpf() | = BPF sendmsg() | *recvmsg()
== Program Do

| Syscall Syscall l

———— WeBPF

= v

[ﬁ'QBPF Verifier [ Sockets ]
= [ tee ]

) == program [ Network Device ]

[‘@'?BPF JIT Compiler |

Safe dynamic programs for
kernel observability and tracing

Program example

Process 1 ' Process 1 CPUn
o

time

Called when current
process is pre-empted

raw_tracepoint__sched_switch( bpf_raw_tracepoint_args *ctx)

task_struct *prev = ( task_struct *)ctx->args[1];
task_struct *next = ( task_struct *)ctx->args[2];

u32 prev_pid = prev->pid;
u32 next_pid = next->pid;

if (8 || prev_pid == 1 || next_pid == 1) {
ub4 ts = bpf _ktime_get_ns();

u32 *pthid = thids_to_arrid.lookup(&prev_pid);
if (pthid
store_start(pthid, ts);

u32 *thid = thids_to_arrid.lookup(&next_pid);
if (thid .
update_hist(next_pid, ts, thid); Update hlStOgI’am

of execution times

J
return @;



Dynamic Probes: eBPF for Radio (RAN) Observability

User-mode eBPF analog to the kernel one:

Program example: 7

eBPF/Janus toolchain| - ___) vCU

A\ 4

C Compiler

!

eBPF

WU v

3F7

|
|
|
|
|
|
|
bytecode
d B 2 plaon]
v ! | RLC !
oo |
Verifier : |— —|— {Fichoos] I
e 1
v Pass : : | MAC |
; | L—1L |
JIT Compiler . ! APy
| ‘
L || L1
Loader / | _[___]_ ________ J'
Data collector " Fronthaul || ChannelEq. |

-

——— =

Hooks provide access to standard data structures
(3GPP, O-RAN, FAPI)

RLC queue

N,

Number
of
packets

y

Called when RLC packet
arrived or departed

(thr_P,

SEC("janus_ran_layer2")
bpf_prog(

timestamp;
ctx = janus_ran_layer2 ctx *

timestamp =

ind = out, thr_B, thr_B, report->ue_index, report->rnti, cnt, 8);
r_B[ind].cnt+=report->size;

out, thr_P, thr_P, report->ue_index, report->rnti, cnt, @);

>thr_P[ind].cnt++;

Update packet Update bytes
count count

Table 4.2.1.2.2-1: Definition for Average over-the-air packet delay in the UL per DRB per UE

Definition Average over-the-air packet delay in the UL per DRB per UE. This measurement is applicable for
EN-DC and SA. This measurement refers to packet delay for DRBs. This measurement provides
the average (arithmetic mean) time it takes to successfully receive a transport block from the
time of UL transmission indicated in scheduling grant.

Detailed Definition:
M(T, drbid) = [Pl S0t D) where
(1)
explanations can be found in the table 4.2.1.2.2-2 below.




Example: Interference Detection

Turn RAN into spectrum analyzer:
* Programmable RAN platform can
detect external interference in live 5G network

30/01/23 18:07 2~

t 0dB BW: 3 MHz  Trig: Free Run Detect: Auto Pea
o N IR R e W ] 1 AL

=  Network Speed

7629Mbps —f\

57.22 Mbps

38.15 Mbps

19.07 Mbps

0 bps

((SEZ)) ~ D = (gg)

Janus, Mobicom 2023

ML processor




Interference Detection — Behind The Scenes

Dynamic service model approach:

* Remove samples that have
5G traffic scheduled

* Send averages to reduce overhead

Downlink slot idle Uplink slot idle

. Downlink slot active Uplink slot active
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Cellular Macro Networks

Macro network

Critical network infrastructure: 0.99999 reliability (five 9s)
Huge scale: 100k+ servers
Hard to customize for individual use cases

Motivating problem:
* Troubleshoot issues at scale
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Motivating Example: RAN Troubleshooting

Software and platform provided by different vendors
Tight coupling between components
Many possible sources of anomalies
Requires dynamic data and distributed Al

*

CPU contention:

NIC IRQ and radio share CPU core

Management and analytics

¢ ¢ § 3
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Distributed Al For Anomaly Detection

* Unsupervised anomaly detection:
* Train ML model on well configured system
* Continuously run the model in production

_____

(- Signal quality per UE
» Packet losses

» Packet sizes per layer
» Spectrum utilization

“~200 KPIs in total)

! RAN ! |
:, Lo I\ﬁ

_____________________

| Edge platform

Variational |

-

Thread on/off times
Front-haul traffic
PTP logs

\(NA'OO KPIs in total)

Controller imj:

Auto-Encoder ;<
1

——————————

| (4x-7x compression

_________________________________

KPI Value

Time

/

Mobicom 2024

—
T
400 kbps traffic ML

atedge) ! Mult r.a'te‘ Causality
| probabilistic ~ + )
! : : detection
: Imputation

E ML processor (service)




Talk Outline

&

e,

HOW TO CREATE
NEW NETWORKS?



Industrial/Enterprise Cellular Networks

Indoor/enterprise network

Hotel/shopping mall Factory Port



Physical Al Will Use Industrial/Enterprise Cellular Networks

E E o Sign in ‘ Home '|. News Sport

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Bus

FORBES 5 INNOVATION 5 Al Business | Economy | Technology of Business | Al Business
r =] =ta] NINLWA T A

Follow the Food

11 AT T ¢ ;' T L

‘ w robots are taking over
The drones watching over Most of these networks use rehouse work

cattle where cowboys

2024 - B 634 Comments
cannot reach

private cellular spectrum and

-

Researchers in Kentucky and Colorado are

training dromen to find cutle and sssess theic ) to have humanoid robots for
health from the air.
5 G N etWO rk tec h NO | Ogy hal use next year, Musk says
\J 2:20 PM GMT+1 - Updated 7 months ago D Aa <

The robots are here: How Predictable and programmable
are changing auto production N

Explore the emerging role of Al-powered multipurpose at BMW, Tesla, and Mercedes-
Benz, and what the future holds for robotics in manufacturing.

Despite these challenges, the trajectory for humanoid robots in automotive manufacturing is clear. As
Al and robotics technologies continue to evolve, their capabilities will expand, making them even
more integral to production processes...




Importance of Connectivity

Connectivity requirements Wired Low-rate industrial
. lan BLE 7igBee, LORa)
Vid i Relia Reliability
, @)) . Predictable and .
High bandwidth: [S® (& o < |
’ S programmable Heney

Mobility & Coverage:

Device Mobility & . Mobility &
density coverage nsity coverage

\I

. . Wi-Fi Cellular
Device density:
Reliability Reliability
Reliability: 99,999% High . High Low
bandwidth latency | | bandwidth latency
Low latency: < 100ms _ N
4 Device Mobility & Device Mobility &
density coverage density coverage

Security and privacy: a

HotMobile 2025




Our Vision: A Converged Industrial Al Edge

Programmable APIs

I
Y YR N A New communication stack for
Advanced ||| Vanilla cellular || Al Iow—Iatency Al applications
connectivity stack Applications
N services )L VA )
Commodity Servers Benefits
(CPUs, GPUs, NICs) « Controlled latency, throughput

ﬂ\ « API to applications
» Low-cost deployments
XA

Commodity Radios

HotMobile 2025




Conclusions

* Cellular radio networks are exciting
* They are virtualized and programmable

* It is easy to build a network yourself

* It is a software system building exercise
(no RF knowledge required)

* Getting the right data on time is key
* It can enable many new Al applications

* Next-generation cellular networks
can enable low-latency Al
* Fine-grained, application-level network control




S® Microsoft

Try our open-source dynamic probes
and real-time controller

https://github.com/microsoft/jbpf

Thank you!
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