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In contrast to data in classical grid applications, high dimensional data are typical for
medical applications. Given semantic interoperability the researcher can correlate and
analyze the data using suitable biomedical informatics methods. Biomedical data are
not only heterogeneous, rather they contain numerous types of information and have
different levels of privacy. They vary from aggregated data describing population and

<Select Resource> |« << List II.-"hnme.-"glnl:uus el |
elfie List>> ||+ -
&

Technical data protection solutions GWDG LSF Cluster | .
RRZE Globus " +31123_1200

i i +60215_1000 |
for grid computing aatig e

Path I I-"hl:-me_-"gl-:-l:uUE

_ _ _ o _ g _ _ _ e - - - and present the animated
diseases (epidemiology, clinical practice, clinical trials), going more granular to patient grids is nc;t O_r;ly necestgaryz, r?;‘hi)'?%ﬂ‘;‘f" for the i ey | gy oy ey ey ey 3D blood flow field in the
- =k - - : SUCCESS O1 grid computing (s. rig. = : ' o s _ _ _
da? and 'tEatthlolglcal ;I:Iescrllptlolns d(h;—:-altﬂ_ rtetlzord, cllnlcta_l l;lsttory, pl’lt‘uysmeclll exams.), Fig.4 Converging between the (legal) requirements and Rana o = — brain vessels, which will
enaing wi ce: uliar and moiecu a_r d a ( ISTO ogy, genetic test resuits ana genomic the (technical) solutions is necessary. The common level o recouc | | E;:g:h [emp/stdout schaduie application >> | be used to ant|C|pate the
data) [2]. Having these data online with the _smtable tc_)ols to connect, merge and Results should be the ISO Standards [10,11] g | e oressure on the walls of the
analyze creates new challenges for data protection and privacy (s. Fig.2) [3]. - Jemp/sedr vessels in order to predict
Privacy in MediGRID Fig.7 3D Ultrasound Prostate Imaging running in the a bleeding risk. The Brain
e mr— e —— Fig.2 Privacy and data In the first phase non person-related data is used until the first generation of privacy rules are set up. In the MediGRID Portal 4D MRI image processing
High - . ggosfét;?gd ngggzml% ;}1 nextt st’Fep — ;Iqeegmghmrg bpe;s?_n rdeIaEteﬂ date;I 8— adc_ltltlonall__ly r15ecessary advanced security and data application in MediGRID works on the identification of brain areas.
> | — combining different Ejata; protection methods should be defined (Enhanced Security, s. Fig. 9). Because of the constant increase of the data volume coherent with the development in
2 Medium — - . . . . . . .
£ ] . _ | sets. even if the data are the :jmjgmﬁ tﬁgznlqlres,_lfbdynam;c ext:endabletcomputlng and storage infrastructure is
' il i needaed, wnicn ideally will be a gria environment.
Low - -+ [nsufficient for privacy protection n -+ [nsufficient for privacy protection anonymj‘lzed’ . WII;I In C_rea Se ______ o d i E h d S 't i M d'GRID
' ' ' 1| the re-identification risk s = " e
T 1 | 1 1 l = 1 7 T 1 1 1 | e - ' - e .
5 75 100 125 1000 2000 3000 4000 5 75 100 125 1000 2000 3000 4000 x g il
. . The less items a data e S - i a Next steps
Genotype Data {independent SNPs) Phenotype Data {items) Medical Grids g = Auditability (GCP, accountability)
P .
"SGI' h_a_s, Fhe 16_‘83 ?he re- Data / Research Fi’eselari:h using Health care \‘ = Trackability (medical secrecy, separating the data)
identification risK Is (the : patient data X = Access rights and access control (fine granular access) Beside defining the securit olicy for the second phase baring in mind the different
. : . /
f;’ghef' t fge bpﬂﬁcy D;S)- sia ‘ S o " '\ = confidentiality aspects of person related data, standardized privacy and disclosure risk, MediGRID will
resente e ue : . . ) . : . : : :
. y : ; (De-Identified) /  [ElDisgEelinisttie Soatan (st nt EcnEsny also gridify and implement new applications in the MediGRID portal and make sure that
cone in the figure \ - T - e - . : ; : : : o
5 Eomelston  pICeEs Today , l, afety (availability) the infrastructure will be available for other project from the community biomedicine.
N : Ref
* Insufficient for future research befweenh wo cdata 391"35 Future  (?) ‘\ ID ID D + PSD_.’ 1EE?Q|-§|%$ R e 2005
High— TR enC't e and henot e X S - -"""\ 2: M:ﬂlin-Sar:n;:::.Ir;T:?‘u"fghrflraérj: and G Lopez-Campos, Integrating genomics into health information systems. Methods Inf Med, 2002. 41(1}: p. 25-30.
. \ g yp p yp ’ S, = gt _ 0 ﬂ I( 3. Ulrich Sax: Pre Project D-Grid Workshop Security and Privacy. Georg-August-University Géttingen, Dept. of Medical Informatics, Géttingen, March 23, 2005.
ﬁ% @ will shift pnr'vacy curve fo R R — 1 \ utioo 4. Lin, Z., A.B. Owen, and R.B. Altman, Genetics. Genomic research and human subject privacy. Science, 2004, 305(5681): p. 183.
- \\ | : : : : ST 5. D-Grid, www.d-grid. de. 2005.
E'f ﬁ [eﬁ' fn ﬂ‘”S case I‘he rfsk Of ; ® Suitable data prqte':tmn i::c:m:eptls and FhEIr tE.Chr!mal realization in the 6. Kiel&anbri'u?i'll"ri. Srggdarceﬁsaﬂon, Future Trends and Outlook. in GridKa School. 2006. Karlsruhe, Germany
S l‘.'.edium“ no prfvacy in the merged — Intellectual Property Rights KEEEe o, | context of a medical and biomedical grid application 7. Butte, A.J. and 1.S. Kohane, Creation and implications of a phenome-genome network. Nat Biotechnol, 2006. 24(1): p. 55-62.
;5: Needed to find relationships : . . - : \ S e e e B i e adapted - implemented —— existing g gﬂhaﬂf, I.S.Sa.né:l ;:-'kltr_r‘lje;nIRiB., I-:faltl‘u-‘!nfcrrmai:'mg ;:lltl_'mztls TAFﬂlgentllt?llg Cr|t|ccl:a!-ResaLrltrce_.t!\lEJM:fﬁﬁ. 353 {_1%}:3' 2‘:113?:1-1?1:&'?{1 D005, 4414): b 545250,
] data seft will appear * ID:identifying Data PSD: pseudonymized data \ Grid technologies 10. ;};:enh:#, 0:: ﬁf}?glal‘f;;?eﬁi::?kn%rg::;uﬂg iﬁ Ewrﬂpeeznrﬂlr:;zdtlfaca:e f:I‘:II.‘n:tiEg.pgtu'il?;:isnalr'.nlealtllfrtZTI?r?uI:g;zn?:l ri.lnfm:&m:‘atit:s, V. ':r['d} Epﬂm, Amsterdam
. : . {identificati ' ' ier wi Washington, DC: 10S Press. x, 192 p.
_- reSUltmg that otherwise I::it::r::?:gt.r:lc::::s 0 SRt IRCNIN) RGOS RERRT M b, Extﬁ"ﬁ_n" of existing data prﬁte':tiﬁ!‘ and dE“_Elﬂpi"Q of a Qéneric_ data 11. W?jl'?:;?nf:d, Y., et al., I;?eescsh;r'che Espekre bei Grid-Computing in der Medizin, in Rechtliche Aspekte der Telemedizin, W. Niederlag, C. Dierks, and H.U. Lemke,
Low= .\~ Insufficient for privacy protection less items are allowed to \ protection concept for research projects that intend to use the grid Editors. 2006. p. 302.
| % — = The legal framework allows the use of grid computing only with . computing infrastructure E ;"_"'_'ri"e“b‘:'frg L-S-F'?-‘E'U-I and :{'.d.gfaal, Eﬁ”e"}” ':'f;“ﬂsr_"’:af"sC;':‘S“reff:':‘”fmff_m"~ NEWJ‘“T"; Spri't‘_ger-z’ggﬁzﬁz'lzﬁ-ﬂ} e
- / “' - - - . Lingner, 1. an . Melnicke, Kemote mo etection pased on aiigomer distances. Blointformatics, : - P- =37,
% ! ?{:5 160 1!;5, 10:]0 ?0[00 30!00 4DIDOI_ be re_[ease_d or the non-identifying data as well as pseudonymized data 14. Mﬂrggenstern, B., et al., Multiple sequence aﬁ%ﬁmenr with user—deﬁnedgconsrrafnrs at GOBICS. Bioinformatics, 2005. 2p1 (T): p. 1271-3.
) ) correlation itself should 15. Stanke, M., A. Tzvetkova, and B. Morgenstern, AUGUSTUS at EGASP: using EST. protein and genomic alignments R
Combination of Genotype and Phenotype data . aif . . . . . . for improved gene prediction in the human genome. Genome Biol, 2006. 7 Suppl 1: p. 11 1-8.
not be done. Fig.5 The limits of using grid computing for medical applications
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