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Intro - CERN
   CERN Computer Security 
– Local security operations 
• Security reviews, incident response, threat intelligence, … 

   WLCG Security 
– Policies (endorsed by the Management Board) 
• Some probably outdated and need review 

– Recommendations, awareness, … 
–Coordination and Incident Response 
–Oversee major changes (eg: tokens, federated identities…) 

    EGI IRTF 
– Incident Response  
– Vulnerability evaluation and tracking 
– Policies and procedures 2

Jose Carlos Luna  
jose.carlos.luna@cern.ch 

WLCG Security Officer

Pau Cutrina 
pau.cutrina@cern.ch 

EGI IRTF Lead



Security model - WLCG
• Layered based model 
–Grid infrastructure 
• Resources are shared, so connected 
• Security teams at different levels
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Recent Incidents and Threats
• Identity 
– Stolen and lost credentials (frequent!) 
• Malware in employee machines, infostealers 
• Password reuse (database dump breaches are very prevalent today) 
• Infected infrastructure 
• Publicly exposing credentials in software repositories and public pages 
–Or unprotected ssh keys 

• Simply asking “illegitimately” for VO resources (curiosity vs malicious)  
• Towards 2FA as a mitigation for many of these!
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Recent Incidents and Threats

• Vulnerabilities 
– Eg: Recent site compromised late  (still being recovered) 
• End goal: Cryptomining (using your CPU resources for financial gain) 
• Entry: default credentials on BMC, and then lateral movement: attackers had months 
–Please report asap! 

–Common vulnerabilities and misconfigurations.  
• Or custom code not following best practices 

–Malware and BYOD 
– Supply chain (infected code repositories)
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What to do?
• Prevention 

• Detection 

• Awareness and Education 

• Incident response readiness 
– Everyone has incidents: be ready!
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Grid Incident Response
• You are not alone! Local security, VOs, EGI and OSG + CERN security 
• EGI Policies and Procedures   
– https://confluence.egi.eu/display/EGIPP/

SEC01+EGI+CSIRT+Security+Incident+Handling+Procedure 
–How to improve site suspension workflow for security reasons under discussion 

• OSG Policies and procedures 
– https://osg-htc.org/security/IncidentDiscoveryReporting 
– First local security teams and contact OSG if anything that could impact OSG/VOs/other 

sites or if the incident is suspected to originate from OSG infrastructure/jobs 

• Identity blocking happens at the VO level 

• If lost: Computer.Security@cern.ch 7
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Initiatives: Detection & Prevention

• EGI Security Advisories 
• https://advisories.egi.eu
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Initiatives: Detection & Prevention

• EGI Security Advisories 
• https://advisories.egi.eu 

• EGI communication challenge 
• Important! Keep security contacts up-to-date. Essential for incident coordination. 

• And more: https://csirt.egi.eu/activities/
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Initiatives: Detection & Prevention

• Workshops & hands on 
–CERN School of Computing on security  
• https://indico.cern.ch/e/sCSC2025 (inscriptions closed)
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Initiatives: Detection & Prevention

• Workshops & hands on 
–CERN School of Computing on security  
• https://indico.cern.ch/e/sCSC2025 (inscriptions closed) 

– Security Operation Center working group 
• https://wlcg-soc-wg-doc.web.cern.ch 
• SOC hackathon on 19-21 March @CERN 
–https://indico.cern.ch/events/1370544
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Initiatives: Incident Response
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• Workshop & hands on 
– Forensics and incident response workshop (September 2025 @CERN) 
• Still preparing: https://indico.cern.ch/e/1479123 
• Subscribe for info: 
–https://e-groups.cern.ch/e-groups/EgroupsSubscription.do?egroupName=security-workshop25 

•

https://indico.cern.ch/e/1479123
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Initiatives: Incident Response

• Workshop & hands on 
– Forensics and incident response workshop (September 2025 @CERN) 
• Still preparing: https://indico.cern.ch/e/1479123 
• Subscribe for info: 
–https://e-groups.cern.ch/e-groups/EgroupsSubscription.do?egroupName=security-workshop25 

• Blueprints and toolkits 
– Forensics Cheatsheet & toolkit 
• investigation on the early stages of an incident 

– https://cern.ch/forensics
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Initiatives: Incident Response
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Initiatives: Incident Response
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• Workshop & hands on 
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Initiatives: Awareness
• Every other month newsletter (coming soon) 
– Subscribe:  
– https://e-groups.cern.ch/e-groups/EgroupsSubscription.do?egroupName=wlcg-security-newsletter 

• Recurrent slot in the OTF 
– Status, recent incidents, news
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Challenges Ahead
• Tokens (still some way ahead) 
– Flexibility, closer to industry standards, but new(-er) paradigm 
–And a lot of decisions to be made: 
• Just OAUTH itself has +30 RFC (https://oauth.net/specs), add OIDC on top and more specs 

– Security, Traceability, Incident contention while having robust operations 

• Analysis facilities 
–Changing the paradigm on identity/resources and their use 
–Devil is always in the details, for security how it is done even more important 
–Details needed… We are here to help, please involve security early!
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Questions?

mailto:jose.carlos.Luna@cern.ch

