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AuthN: 

4 third-party SSO providers supported: CERN, 
Google, GitHub, Indigo IAM (ATLAS instance) 

Redirection to login on Django level, the main 
page is accessible for everybody, all other 
pages are protected

Getting only token and user info, which is 
stored in AUTH_USER table

Abort & finish task for a job are possible 
through: 

● ProdSys: we provide username and ProdSys 
decides if it is allowed

● PanDA server: only if user authenticated with 
Indico IAM, we use user access_token in HTTP 
request

A few features only available for is_expert 
(manually) or is_tester (via interface)

3What we have in BigPanDA monitor
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AuthN:

Redirection to CERN SSO using  
Apache module [docs] 

User’s groups are fetched from CERN 
SSO, depending on the application 
config 

Separately there is a scheduled task to 
synchronise groups for all users from 
ATLAS IAM (SCIM API) and DB. 

AuthZ:

Logic is in the code as the decision is 
made depending on type of action, 
user permission and properties of 
object

I.e. user12345 in group “atlas-ABCDE”, 
which has permission “can increase 
task priority”. But the upper priority 
limit is in the code. 

4How it is done in ProdSys
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https://auth.docs.cern.ch/user-documentation/oidc/apache/


AuthN:

Primarily supports X.509 Grid 
certificate-based authentication 

Tokens are supported as well, PanDA 
uses OIDC device authorisation flow. The 
PanDA server API accepts access_token 
and validates the token against IAM   

AuthZ:

For users, it uses ID token instead of 
access token. ID tokens contain groups 
claims and groups are mapped to roles. 
Groups are defined in IAM.

Permission policies are relatively simple: 

● Generally users can make actions 
on their tasks/jobs only

● People with prod role can do 
anything

5How it works in PanDA client - server interaction
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AuthN:

● Focusing on IAM as SSO provider
○ users can choose CERN as institute from the list 

via CILogon
○ site admins who does not have CERN account still 

can authenticate 
● Getting groups from the special SCIM API endpoint

AuthZ: 

● Django-based storage and organisation of the 
user-group-permission data

● Idea from Misha:
○ Utilise and benefit from “Attribute-based access 

control” (ABAC) [link]
○ To have a common policy in a JSON format with 

fixed JSON schema. 
○ Can be stored in a DB table and all systems can 

use it
○ The single policy can consider different domains, 

e.g. allowing actions if a user has certain 
privileges in either “panda” or “prodsys” domains

6How to do it in the new PanDA UI

https://en.wikipedia.org/wiki/Attribute-based_access_control


● The new project is started, I am working on 
it “locally”, i.e. remote development on 
bigpanda dev VM via PyCharm

● Django Rest Framework on backend, 
Angular Framework on frontend 

● Started implementing the authN with IAM
● Next step is start working on authZ 

mechanism, getting groups, introducing 
permissions (policies can be decided and 
finalised later)

● Create a new repo in GitHub, write 
documentation for developers

● Start work on the GUI for analysis workflow 
submission (as FaHui mentioned in the 
previous talk)

7Status and short-term plans


