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Single-User Environments

Your laptop is a single-user environment

Only one person uses it at a time

Any program you run has access to everything you have access to

Figure 1: LINK XKCD 1200
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https://xkcd.com/1200/


Multi-User Environments

Your laptop’s OS is (probably) multi-user

File permissions isolate each users files

Processes can be running as different users

If you’re running Linux, multiple users can be logged in simultaneously
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Clusters

Login nodes on a cluster work the same way (generally run Linux)

Configuration can be set to provide more isolation between users

ulimit can prevent a user from using all the memory or too much CPU

quota can control how much disk space a user can use

Still, everyone is running in the same environment
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chroot and BSD Jails

chroot is a root-only command that makes a certain directory the filesystem

root

Can provide a level of isolation for processes

(“prevent” access to files outside the directory)

LINK FreeBSD introduced LINK jails which further isolate processes from one

another

Beyond just filesystem isolation, processes in one jail can’t see those in another
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https://www.freebsd.org/
https://en.wikipedia.org/wiki/FreeBSD_jail


Virtual Machines

Can also isolate processes by running on different physical machines

Costly, so we can use virtual machines, each running a separate OS instance

Emulators emulate everything in software (including the processor)

Very slow

Virtual machines use the real hardware, but provide strong isolation in

software layer

Sped up with hardware virtualization like VT-x

Need a host OS but this can be very light – a hypervisor

Can run any OS in the virtual machine

Beojan Stanislaus 5



Containers

Introduction of Linux kernel features like namespaces and cgroups allowed

containers

Kernel is shared, but each kernel has a separate user space

Each container can run a different Linux distribution

Share the kernel ∴ share kernel version
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Why Use Containers

Security – Your applications are sandboxed, protecting the site

Predictable environment

Every machine has a different OS configuration, and different software installed

Containers let you pick the distribution, and the software you want installed

All your dependencies are packaged into the container

Downsides

Shipping a lot of code around (all your dependencies)

You’re responsible for keeping everything up-to-date

Picking up system-specific software can be complicated

E.g. Accessing GPUs
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Container Software

LINK Docker is the most well-known, but requires root permissions

Singularity --> LINK Apptainer built for use in scientific computing

no root required

LINK Podman is Red Hat’s replacement for Docker (CLI compatible)

Others like Shifter (NERSC’s runtime for Perlmutter)

Notes and Terminology

If your host and target OS are different (e.g. you’re using a Mac),

any “container” is really a virtual machine.

What you ship around / download is an image. A container is a specific

running / stopped instance of an image.
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https://www.docker.com/
https://apptainer.org/
https://podman.io/


Installation

Ubuntu or Debian

sudo apt install --install-suggests docker.io

Released versions don’t seem to have apptainer. Debian Sid does.

Fedora (41+)

sudo dnf install containerd docker-cli docker-compose docker-buildx

sudo dnf install apptainer
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Running Containers (Docker)

On Docker, something like

sudo docker run --rm -it fedora:latest

run runs a new container from the given image

--rm tells Docker to remove the container on exit

-i starts an interactive container

-t lets us interact with the interactive container.

-i and -t are combined into -it
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Running Containers (Apptainer)

apptainer run docker://docker.io/fedora:latest

Simpler command

Downloads the Docker (OCI) image and converts it to native SIF format

Note that we were root in Docker, but we run as a user in apptainer

This can cause funny behaviour in a container that wasn’t designed for

apptainer
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