
Research Networking Technologies 
Working Group

Shawn McKee (University of Michigan Physics), Marian Babik (CERN), Tim Chown (Jisc), 
Andrew Hanushevsky (SLAC National Accelerator Laboratory), Andy Lake (ESnet),

Tristan Sullivan (University of Victoria), Bruno Hoeft (Karlsruhe Institute of Technology (KIT)), Dale 
Carder (ESnet), Garhan Attebury (UNL), Michael Lambert (Pittsburgh Supercomputing Center), Joe 

Mambretti (Northwestern University), Karl Newell (Internet2), Pablo Soto (UAM), et al. - 
on behalf of the RNT Working Group and Scitags project

LHCOPN/LHCONE #55 meeting
Oct 7-8, 2025



Research Networking Technologies WG

● Started in 2020 based on Network Functions Virtualisation White Paper
○ Overview of networking technologies for both LAN/WAN at that time
○ Highlighted focused areas for R&D with potential impact to HEP networking

● WAN topics:
○ Network Visibility

■ Scitags project (Packet marking/Flow labelling) - this talk
■ MultiOne project (Edoardo)

○ Network Performance
■ Packet pacing; jumbo frames, TCP congestion algos (BBRv3), etc.

○ Network Orchestration
■ GNA-G, AutoGOLE/SENSE project, GRP
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https://zenodo.org/records/3741402


Scitags Project
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Scitags Framework Rationale

▪ Open platform to be used by any data-intensive science community
▪ Identify the owner (experiment) and purpose (activity) of the traffic 
▪ Define a standard(s) for exchange of information between scientific 

communities, sites and network operators
▪ Packet marking - encoding exp/activity directly in packets
▪ Flow labeling - sending a separate UDP packet (firefly) with metadata

▪ Enable tracking and correlation with existing network flow 
monitoring and/or existing monitoring systems deployed by R&E 
networks

▪ Quantify global behaviour and analyse trade-offs at scale
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Finding More Information: https://scitags.org 

Code

Presentations

Technical Spec

Mailing List
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https://scitags.org


DDM:
▪ Rucio (from 32.4.0) and FTS/gfal2 from 3.2.10/2.21.0
▪ DIRAC - MR under review - works with FTS the same way as Rucio
▪ ALICE - full support in place (based on xrootd)

Storages:
▪ XRootD provides Scitags implementation (from 5.0+)
▪ EOS provides Scitags support from 5.2.19+
▪ StoRM provides Scitags support from 1.4.3+
▪ dCache firefly support released in 11.0 

▪ Includes full support, i.e. both XRoot and HTTP protocols, usage sent/received, storage 
access stats (latencies, read/write fractions) - waiting for golden release 11.2

▪ flowd-go 2.2.0 (3.0 in preparation) - service that provides packet marking (via IPv6 flow label 
or IPv6 extension headers) capability for all supported storages. 

DIRAC and dCache are two remaining major developments in DDM and storage technologies. 
We have been also involved in discussions with Pelican team. 
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Current Status: DDM & Storages

https://xrootd.slac.stanford.edu/doc/dev54/xrd_config.htm#_Toc88514010
https://italiangrid.github.io/storm/


CMS 
▪ Fireflies enabled in production at 

▪ CERN, UCSD, UNL, Caltech, Wisconsin, Purdue, Florida, UK (RAL, Brunel, QMUL)
▪ CMS-wide campaign took place in spring to deploy fireflies at all CMS sites 

running xrootd/EOS (instructions)
▪ Flow labelling from compute/worker nodes

▪ Agreed with CMSSW developers to update relevant components

ATLAS
▪ Fireflies enabled at CERN EOS ATLAS production since January
▪ An ATLAS campaign waiting for dCache production release 

Validations and Capability Data Challenges have been discussed with all WLCG 
experiments. 
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Current Status: Experiments

https://twiki.cern.ch/twiki/bin/view/CMS/FacilitiesServicesXrootdScitagPacketLabeling


ALICE
▪ Fireflies enabled at CERN EOS ALICE production since DC24 
▪ Wider deployment 
▪ Interested in detailed TCP metrics for site profiling 
▪ Site-level collectors and data aggregation at the site level has been discussed

LHCb
▪ LHCb deployment waiting for DIRAC release
▪ CERN will enable fireflies for LHCb as soon as this is ready

Beyond WLCG: SKA, Belle II, Vera-C.-Rubin, etc
▪ Most of these communities share the same tooling (Rucio/FTS) and could adopt 

the technology relatively easily 
▪ Looking for opportunities to get involved 

8

Current Status: Experiments



Current Coverage: Fireflies
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Currently processing around 2M fireflies/day vs. 6-8M transfers/day seen in WLCG FTS
▪ Our coverage likely exceeds WLCG FTS as we can see also WN transfers & xrootd

We’re missing major T1s and T2s (that run dCache): 
▪ BNL, FNAL, IN2P3, PIC, KIT, TRIUMF, AGLT2, MWT2 



Current Coverage: Fireflies
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▪ BNL, FNAL, IN2P3, PIC, KIT, TRIUMF, AGLT2, MWT2 

WLCG Total CERN as src



Collectors
Collectors:

▪ Currently focused on collection and processing of fireflies
▪ Production collectors now at ESnet and GEANT 
▪ Data exchange between the two uses public Kafka bus operated by ESnet

▪ Subscriptions to topics will also become available
▪ Missing a production collector in Asia/Pacific region

On-the-wire collectors (flow label/extension headers):
▪ Capability to send fireflies is also key enabling factor to do packet marking

▪ Storage can send fireflies locally to flowd-go service, which will
mark the packets and forward fireflies

▪ Explored possibility to read-out flow labels in various different network equipment 
▪ At SC24 demonstrated some of this functionality using inMon framework
▪ BNL and UCSD interested to explore this further 
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https://dashboard.stardust.es.net/d/b8dddac0-5b24-4739-9c8d-e88a05c1344f/scientific-network-tags3a-rande-dashboard?orgId=2&var-site=CERN&var-experiment=All&var-activity=All


Collectors 
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We have several different technical options how to evolve the collectors:
▪ Core distribution backbone with one global collector receiving all data
▪ Independent NREN collectors feeding one global collector
▪ Combination of the two: core backbone with optional NREN collectors

Distribution of the firefly stream is independent of storage and analytics resources 
▪ Global collector unlikely to provide storage and computing resources for everyone
▪ Utilizing a dedicated NREN collector will significantly simplify the process of c 

correlating the data stream with other local datasets (e.g. sFlow)
▪ Regulatory requirements 



Packet Marking and Flow Labelling Service: flowd
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Service and library to prototype and test various approaches to 
packet marking and flow labelling
(flowd-go) - credits Pablo Soto from UAM

○ Pluggable architecture
○ Capability to work alongside 

storages
○ Portable eBPF deployment
○ Container & package distribution

● Can enrich fireflies with TCP/IP stack information
○ Supports readout via both eBPF and netlink APIs

● Supports both packet marking with flow label as well as with EH (DO, HbH)

https://github.com/scitags/flowd-go


           Packet and Flow Marking Demos
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▪ We plan to demonstrate packet marking at 1.2 Tbps (3x400Gbps DTNs)
▪ Using flowd-go - both with flow labels and extension headers (DO) via eBPF
▪ More in Joe’s talk in the next session



Summary
▪ Scitags (flow labelling) ready for production 

▪ R&Es can already receive UDP fireflies from multiple sources

▪ Significant progress has been made in enabling flow labelling within the 
LHC experiments (CMS, ATLAS, ALICE, LHCb)

▪ DIRAC and dCache are two remaining major developments in DDM 
and storage technologies to be able to get full coverage across WLCG 

▪ We’re open to collaboration with other science domains and R&E 
networks - please contact us if you have specific use cases/tools, etc. 

▪ We plan to demonstrate new and existing capabilities during WLCG 
mini-challenges, SC25 and DC27

15



Acknowledgements 

We would like to thank the WLCG, HEPiX, perfSONAR and OSG organizations 
for their work on the topics presented.

In addition we want to explicitly acknowledge the support of the National 
Science Foundation which supported this work via:

● OSG: NSF MPS-1148698
● IRIS-HEP: NSF OAC-1836650

16



Backup slides
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New Scitags Dashboards
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New Scitags Dashboards
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New Scitags Dashboards
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Technical Spec for Flow Labeling

● Flow Labeling via UDP packets (fireflies):
○ Fireflies are UDP packets in Syslog format with a defined, versioned JSON schema.

■ Packets are intended to be sent to the same destination (port 10514) as the flow they 
are labeling and these packets are intended to be world readable.

■ Use of syslog format makes it easy to send to Logstash or similar receivers.
■ Works for IPv4 and IPv6; content is not limited (as long as it fits in a single frame)

● Apart from exp/act we now have also usage (bytes sent/rcv) and RTT in fireflies 
■ “sFlow like” (unsampled) stream with additional metadata (science domain/activity)

● The detailed technical specifications are maintained on a Google doc
● The document also covers methods for communicating owner/activity and 

other services and frameworks that may be needed for implementation.
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https://docs.google.com/document/d/1x9JsZ7iTj44Ta06IHdkwpv5Q2u4U2QGLWnUeN2Zf5ts/edit#heading=h.2msfykqhodwc


Fireflies Collector Network

▪ Fireflies collector is a basic software-based collector
▪ Processing incoming stream of UDP packets (fireflies)

▪ Logstash plugins + filters
▪ Participates in a network of collectors interconnected by a message bus

▪ Uses Kafka as message bus to publish/subscribe 
▪ Optionally provides storage and analytics services

▪ ElasticSearch + Grafana
▪ Can enhance data from additional sources (sites, prefixes, ASNs)

▪ Operational requirements
▪ Operated on best-effort basis
▪ Can be VM, needs open access on port 10514
▪ Logstash code and instructions available from Github
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Registry

We have standardized the “experiment” and “activity” 
fields we use for both flow labeling and packet marking.  

The scitags.org domain provides an API that can be 
consulted to get the standard values:  
https://api.scitags.org or https://www.scitags.org/api.json

The underlying source of truth is a set of Google sheets 
that are maintained and writeable by a few stewards. 

Note:  the API provides the defined values but how the 
values are used in packet marking are specified in our 
Google sheets (bit location in IPv6 flow label)
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https://api.scitags.org
https://www.scitags.org/api.json
https://docs.google.com/spreadsheets/d/1KOkZxmCtLoU2y5DKGjvQEo-A-A3kUN2UqnWIqF-4zoQ/edit#gid=1072770680
https://docs.google.com/spreadsheets/d/1KOkZxmCtLoU2y5DKGjvQEo-A-A3kUN2UqnWIqF-4zoQ/edit#gid=0


Scitags Deployment
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Site requirements: 
▪ Run one of the supported storages (xrootd, EOS, StoRM)
▪ Configure scitags (xrootd example):

xrootd.pmark use firefly scitag
xrootd.pmark domain any
xrootd.pmark ffdest <scitags_collector>:10514

Collaboration requirements: 
▪ Run one of the supported data management systems (Rucio, FTS)
▪ Activities registered in the Scitags registry

R&E network provider requirements: 
▪ Deploy firefly collector (requires new/existing ELK stack) 

▪ Configure message bus export to global collector
▪ Configure Grafana dashboard 
▪ Integrate with other information sources (sites, ASNs, prefixes, etc.)



Data Challenge 24
▪ Scitags Deployment 

▪ 80% of EOS CMS (production), UNL production storage
▪ Flow labeling functionality (fireflies)

▪ Results:
▪ Confirmed the capability to propagate Scitags all the way to the storages (for 

both ATLAS and CMS)
▪ Sending fireflies (from XRootd, EOS storages)
▪ Collection and visualisation at ESnet collector

▪ Results shown in live dashboard 

▪ With limited deployment we were able to get valuable insights into flow durations, 
their characteristics (splits by exp/activity), sources of IPv4 traffic (split by 
applications) and potential impact of new TCP congestion algorithms (performance 
correlated with flow data)
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https://public.stardust.es.net/d/b8dddac0-5b24-4739-9c8d-e88a05c1344f/scientific-network-tags3a-rande-dashboard
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DC24: CERN EOS CMS plot showing split by experiment/activity and IP 
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DC24: University of Nebraska (UNL) 
Bytes sent per Exp/Activity - shows non-FTS traffic was dominant 
Capability to show a split by application (as reported by xrootd) 
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DC24: CERN EOS CMS
Median duration of flows split by Exp/Activity 
Shows duration of DC flows was quite short wrt. production/rebalancing 
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DC24: CERN EOS CMS
Max duration of flows split by Exp/Activity 
First week had a lot of “fat” flows from production activity (but none from DC)
Second week was different, some DC flows took hours to finish
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Research & Development



Technical Spec for Packet Marking

Packet Marking via the use of the IPv6 Flow Label 
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IETF RFC-Informational Draft is available with more details

https://datatracker.ietf.org/doc/draft-cc-v6ops-wlcg-flow-label-marking/


Destination Option and Hop-by-Hop Option
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Based on feedback from IETF v6ops community
Started exploring Destination Option (DO) and Hop-by-Hop Option (HbH) as 
alternatives (eBPF-PDM, eBPF-extHeaders) to flow label.

Packet marking demo with 
DO and HbH during SC24
Prototype implementation 
developed as part of flowd 
service

https://datatracker.ietf.org/doc/draft-elkins-ebpf-pdm-ebpf/
https://github.com/IurmanJ/ebpf-ipv6-exthdr-injection/tree/main


During Supercomputing 24 in Atlanta, we demonstrated a 
number of aspects of our packet and flow marking work.

● Showed packet marking at 240 Gbps using two 
GEN5 servers (with 400 Gbps NICs; peak rate 
without packet marking was 270 Gbps) 

● In collaboration with inMon Corp, set up packet 
collectors via sflow and demonstrated real-time 
monitoring of flows by community/activity.

● Demonstrated packet marking using flow label as 
well as HbH and DO extension headers

● Deployment of flowd and packet marking on the 
National Research Platform (@UCSD)

           Packet Marking Demo
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https://blog.sflow.com/2022/11/scientific-network-tags-scitags.html
https://dash.nrp-nautilus.io/
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           Packet Marking Demo
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https://blog.sflow.com/2022/11/scientific-network-tags-scitags.html


           Packet and Flow Marking Demos
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flow labelno marking hbh & do
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DC24: University of Nebraska (UNL) - many flows not coming from FTS
DC flows were only a small subset (IP split shows a very different profile)


