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Highlights

e OpenSearch service surpassed 1PB of used disk space and 3 trillion indexed documents.
ALICE requested to use the Mimir deployment (by MONIT) for production monitoring data in the HPC
farm due to better performance and scalability compared to previous solutions.
e DBOD Major Upgrades:
o  Upgrade all MySQL instances to MySQL 8.0.
o PostgreSQL 16 available for new requests.
e  SWAN Expansion: Successfully provisioned and utilized GPU fragments for major events like the Ny e i |
ATLAS ML Tutorial and the CERN openlab summer student lecture programme. —— e
e Clickhouse DB Proof-of-Concept deployment was completed for performance testing - positive initial e
observations.

Operational Changes & Plans I ClickHouse

e Deprecation and end-of-support for InfluxDB in “DB on Demand”, shifting towards the Prometheus

ecosystem (Mimir/TimescaleDB).
e Automated Data Restoration: A new snaprestore feature was implemented in “DB on Demand” to

allow users to perform faster restores. C)IQADC“IEg g POStgreSQl—
e  SWAN: Implemented a security recommendation to deploy SWAN exposed to the Technical Network

on a separate cluster serving a different subdomain, isolated from the public internet. x
e Completed the investigation on how to migrate the existing HDFS clusters to Apache Ozone. \\

\@} Timescale MySO
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Fabric - CERN Data Centers

Highlights

e Major Hardware Procurements Finalized (June) for both the Storage tender ~180 PB for EOS and
Ceph and the Batch tender ~1.4M HS23.

e Infrastructure Refurbishment:
o  Meyrin Data Center (MDC) upgrade on-going - CF Pod rebuilt, EA Pod decommissioning.

e  Contingency for Chiller Damage: A thunderstorm damaged 3/6 chillers on the MDC roof;
redundancy is sufficient to cover current needs.

e New Automated Services:
o  Prototype for automatic handling of no_contact alarms outside working hours is ready for

production rollout.
o Implementation (PoC) of the "lazy disk replacement model”.

Operational Changes & Issues

e Recurring Water Leak Issue: Water is again dripping from cable pass throughs in the MDC's
electrical rooms due to insufficient sealing works.

e Conference Room and Auditoria Refurbishment: AV installation schedule in Building 60 (Main
Building) delayed due to a delay in the installation of the furniture.
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Compute and Devices

Daemon Duty Cycle

Batch & Cluster Updates

e HTCondor Upgrades
o  Central Managers, Schedds, and clients successfully upgraded to v24.
o  Significant performance benefit (lower Daemon Duty Cycle).
o  Scale tests simulating HL-LHC load (10x) no indications of major scaling issues for Run 4.
e 2FA Rollout: LxPlus is now 2FA enabled together with Windows Terminal Servers. ' } I ‘ H ‘
e  Configuration support for Enterprise Linux 10 builds is progressing, with RHEL/AlmaLinux 10 available at J;lI ‘ H M l h “‘ lu il ‘ H‘ ‘H “
CERN as of October. L ‘ ’ iaill; »H\‘H

ﬁu\H ‘\‘ ”\“ i |{ “ ” “M “
Cloud & Infrastructure

e Hardware Refurbishment Campaign for VM resizing was completed ahead of the deadline in June.
e Linuxbridge to OVN migration for OpenStack nodes is ongoing.
e  Multiple OpenStack component upgrades to the Epoxy release (Placement, Glance, Keystone, Rally, Cinder).

Windows & Endpoint Devices

e  Progressive deployment of Microsoft Intune has started across CERN.
e  SMB encryption successfully enabled for IT printers.

Kubernetes & Machine Learning

e The NGT (Next Generation Technology) cluster is up and running and available to entire project.
o Resources include Nvidia H100 NVL/SXM, AMD MI300X, and Nvidia L40S.
o  Features CPU pinning and NUMA awareness.

e Machine Learning service (ml.cern.ch) is now accessible from outside CERN.

HTCondor scale test
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Communication Systems

Network and Infrastructure Highlights

e Prevessin DC Networking Resilience: Two PDC backbone routers went down due to a power outage, with
traffic automatically routed through a third router, validating Business Continuity/Disaster Recovery.

e  Technical Network (TN) Isolation: Recommended using Policy-Based Routing (PBR) to avoid IP
renumbering for TN isolation, with tests ongoing.

e Multidomain Campus: The project for Access & Alarms devices (CCTV, armoires, interphones etc.) was
completed in October, successfully migrating them to a private domain.

e LHCOPN IPv6 Adoption

o IPv4 was removed from the LHCOPN links to the US Tier1s (BNL and FNAL) as part of wider IPv6
adoption efforts.

LAN Database (LanDB) REST API v1 was released with migration from the older SOAP API on-going.
Scitags: CERN now reports via the GEANT collector, which exchanges data over a Kafka bus with ESnet
Updated the WLCG perfSONAR infrastructure to 5.2.2

Network Security Updates

e Service-Oriented Firewall: Work continued on defining this service, allowing users to select which
application/port to enable.

e  Wi-Fi Protected Access (WPA) IT Pilot deployed, with a new simplified configuration for clients based on
validated Public Certificates.

° 3G Decommissioning: Notifications, including SMS, were sent out to users of Swisscom's 3G.
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Platforms and Workflows

Web & Application Hosting

e  WordPress production service released in May
o  New website creation in the legacy Drupal service was disabled in June.
o  Drupal-to-WordPress migrations started in September.

e  OpenShift (OKD) completed cluster upgrades to version 4.19.

e Service Decommissioning:

o LimeSurvey service creation was blocked in May and decommissioned on July 1st. - 000000O0O0O0O0O0O]
o  CERN Search Service was shut down in July. CERN Computing Resources
o  Central Jenkins service is being retired, with the remaining six instances converted to U — ——
user-maintained Paa$S applications. Eligibilty Services
Identity and Access Management (IAM)
e  GMS (Group Management System): Migration of groups to GMS is advancing, with the IT department e O

andapplications. | | sewers for CERN projects and end-users

migration complete by September, resulting in >50% of groups being GMS primary.
e Single Sign-On Upgrades & Security: = | ) =
o Successfully upgraded SSO to Keycloak 26.
o Implemented password policy enhancements (15 character minimum) in alignment with Cyber
Security Audit requirements. T
e WLCG IAM: Request for High Availability (HA) DBs for the four main LHC experiments and a development
instance.

& Open @ Open @ Open

Other Key Achievements

° Resources Portal: The New Ul of the Resources Portal was released in June; old portal is redirecting to
the new one.
e Al Coding Assistants: A proposal on how to move forward with Al coding assistants was put forward.
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Collaborative Applications
Highlights | n d I m

e Indico received a grant from Alfred P. Sloan Foundation to improve conference organization and Open Science m
tool integration

e Mail/Exchange: Migrated all on-premise servers from Exchange 2016 to Exchange 2019, then to Exchange SE
(Subscription Edition).
e CDS/Digital Memory: All CERN Theses migrated to the new CDS (repository.cern).
o  The Preserve platform enabled and successfully tested a "Push to Tape" interface for long-term
packages.
e Deployed the Cold Storage Interface on the portal for CERN Open Data - moved over 1.5 PB of data from EOS
to tape.

REANA reusable analyses

Multiple compute backends:
o Kubemetes
e HTCondor
e Slum
Multiple workflow languages:
. WL
o Serial
e« Snakemake
o Yadage
Multiple means of use:

Open Science & Infrastructure Updates

e Command-line client
o  WebUl

e Zenodo: Secured funding for two major projects: HORIZON-ZEN+ and AIRDEC (Navigation Fund). == — S—
o Enabled users to delete records within the first 30 days by themselves. A platform for running containerised analysis workflows on the cloud
e REANA: Established an EOSC "Scientific workflows" subgroup to allow running workflows on EOSC
Federation nodes.
e MS Teams service provisioning (eligibility, subscription, creation, and lifecycle) is now fully handled by the new
Resources Portal.
e Zoom: Disabled Advanced Chat Encryption to allow use of the Al Companion.
o  Anthropic's models are now being used for the Al Companion to increase quality.
e Rogue Al Web Crawlers: Acknowledged the growing need to protect data-rich websites from rogue Al web
crawlers and looking for mitigations.

08/20 06:00 08/20 12:00 08/20 18:00 08/2100:00 08/2106:00 08/2112:00 08/2118:00

Al Web Crawlers impact
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Storage and Data Management

52 PB
Tape Infrastructure Highlights

e New All-Time Write Record: Achieved an all-time record of 52 PB written to tape in August
2025, corresponding to an average of 20 GB/s over the month.
Hit an all-time read record for Tape at CERN in February with over 27 PB read.

e Tape Infrastructure: Evaluated LTO10 in May but market prices are still too high. Meanwhile,
purchased ~200 PB of LTO9 for 2025 Heavy lon Run.

30.0PB

e IBM Diamondback tape library installed and ready for testing at CERN. IM' ﬂ ih[ N III
Core Storage SerViceS (EOS & CERNBOX) 1:::!u!lll!!!lllllll!lll'!!ll!lllllll !H! HII' w H-H HI I

Transferred WRITE request data, per Virtual Organization ©® g
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Released the new CERNBox web Ul with a refreshed interface and new features.
Stability & Fixes: EOS development delivered significant improvements in error handling,
stability, and security (e.g., hardened OAuth2, multi-path tokens).

e Afix for a persistent XFS data corruption issue impacting EOSCMS after Alma 9 migration was
developed by RedHat and is pending release.

Cloud, Automation & Collaboration

e  Successfully integrated the cback orchestrator with OpenStack Manila for self-service backup
and restore of CephFS-based shares.

e  Rucio for Small and Medium Experiments (SMEs) now manages over 14 PB of data for 26
SMEs with on-going work on data export integration with external sites.

IBM Diamondback@CERN

@) Elvin Sindrilaru | CERN Site Report 3rd November 2025

NSZA



List of presentations from CERN

e Evolving Data Stores Services for Big Data at CERN - Pedro Andrade

e CERN'’s Apple Playbook: Smart Strategies for macOS and iOS Management - Maciek Muszkowski

e Computer Security Update - Sebastian Lopienski

e An update on the Web landscape at CERN - Sebastian Lopienski

e Automating Resource Lifecycles and Service Subscriptions with Dynamic Authorization - Paolo Tedesco

e CERN Site Report - Elvin Sindrilaru
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https://indico.cern.ch/event/1536836/contributions/6754898/
https://indico.cern.ch/event/1536836/contributions/6754694/
https://indico.cern.ch/event/1536836/contributions/6754655/
https://indico.cern.ch/event/1536836/contributions/6754896/
https://indico.cern.ch/event/1536836/contributions/6754895/
https://indico.cern.ch/event/1536836/contributions/6754459/




