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Scientific SOC for STFC 
and RAL
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• STFC SOC NDR
• Components
• Status

• WLCG SOC WG



STFC SOC NDR (network detection and 
response)
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• Goal to monitor all north-south traffic (border 
routers) for the Harwell Campus (RAL)

• 4 x 100 Gb/s redundant to general internet 
(Jisc/JANET)

• 2 x 100 Gb/s dedicated LHCOPN (CERN)
• With primary + secondary links, 10 links total
• Works alongside other SOC activity in STFC 

tapping internal routers
• Mix of east-west and north-south
• Doesn’t cover all N-S traffic
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SOC Diagram
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• Admin Network private VLAN behind site firewall
• Internal 100G network
• 4 capture (blue) and 4 search (green) nodes

• Some services need to be accessible from the core 
site network to be useful (dashboards…)

• Ports opened to loadbalancers and made 
available from there

• Other services on the Tier-1 VMWare cluster 
and have monodirectional traffic from the SOC 
VLAN

SOC Hardware Layout

Im
ag

e 
©

 S
TF

C
 A

la
n 

Fo
rd

 



Monitoring Taps
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• Mellanox SN2700 switch
• Ingests the intercepted Janet and OPN network traffic (with separate Rx and Tx links)
• Load-balances and forwards packets across our Capture hosts for analysis

• Currently monitoring 
• all Rx and Tx traffic on the OPN
• all Janet traffic, primary and backup

JANET 3+4 links primary and  
backup also connect here



• Deployed using the Jisc Docker deployment: 
https://github.com/JiscCTI/misp-docker 

• Jisc sharing group
• Internal UK academic IOC sharing

• CERN SAFER-TRUST
• WLCG wide sharing  group

• Integrated with zeek
• As per WLCG Docs: 

https://wlcg-soc-wg.docs.cern.ch/other/integrations/misp_zeek.html
• Uses Keycloak for auth

Misp
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https://github.com/JiscCTI/misp-docker
https://wlcg-soc-wg.docs.cern.ch/other/integrations/misp_zeek.html


Misp
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More info about sharing options:
https://www.circl.lu/doc/misp/using-the-system#creating-an-event 

https://www.circl.lu/doc/misp/using-the-system#creating-an-event


• Running on the 4 capture nodes
• Each capture node has 128 Zeek workers (one per core)
• Collates network traffic into conversations, creating events from those conversations
• Logs generated based on criteria

○ Protocol (for example: https, quic, dns, radius)
○ General collection (conn.log)
○ Metadata and  outliers (weird.log)
○ Zeek status (capture loss)
○ Correlation (intel.log) based on misp IOCs

• Some inbuilt analysis
• Generates alerts into teams or email

Zeek
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Data Pipeline

conn.log
dce_rpc.log
dhcp.log
…
x509.log

Pipelines
(Input, Filters, Output) Indexes



• Data storage
• Logs currently kept for 5 years
• Dashboards for visualisation of data
• Plugins and integrations to support use

○ Internal subnet mapping
○ Geolocation data

• Dashboards for easy consumption

Opensearch and dashboards
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• Alerting in Teams and email
• Working with SCSST (service administrators in STFC) to operationally use outputs

○ Zeek tuning and scripting for our use cases
○ Dashboards for operational teams and IR
○ Determination of relevant stakeholders

■ Limitations on information access
• Integration of Suricata as a new data source

○ Fingerprinting and entropy based detection alongside correlation

Status
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WLCG SOC WG



• Coordinated SOC development effort  across WLCG
• Guidance documents
• RPMs and Docker containers
• Assistance for deployment
• Lead by CERN and STFC
• Regular hackathons to share knowledge and development effort

○ MISP containers
○ Zeek RPMs

WLCG  SOC WG
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● September 2025
● Hosted by University Politehnica of Bucharest (UPB)
● 22 participants in person

○ 9 organisations
● Outputs

○ MISP configuration
○ New zeek version builds
○ Guidance for new and small organisations in person and in docs

SOC Hackathon
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● Covering
○ Lightweight SOC/Unicor
○ MISP integrations with commercial tools
○ MISP config and optimisation
○ Website scanning using nuclei
○ Zeek builds and updates
○ Validation testing and automation
○ SOC employee journey 
○ SOC analysis
○ Use of FIR (fast incident response) and velociraptor

SOC Hackathon
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● Planned for early summer
● Location and dates to be confirmed

Next SOC Hackathon
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Website
wlcg-soc-wg.web.cern.ch

Documentation
wlcg-soc-wg-doc.web.cern.ch

Mailing list
wlcg-soc-wg@cern.ch

Access to academic MISP instance
wlcg-security-officer@cern.ch

SOC Hackathon
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https://wlcg-soc-wg.web.cern.ch/
https://wlcg-soc-wg-doc.web.cern.ch/
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