CE/RW
\

N/ S

Computer Security Update

CERN Computer Security Team
HEPiX Fall 2025, 03.11.2025



Learning Chinese

<C\ERN§? HEPIX Autumn 2025 November 2025



Learning Chinese

<C\ERN§? HEPIX Autumn 2025 November 2025



Current trends / Outline

* |dentity incidents
* Vulnerabilities
 DDoS

 ClickFix

« Security Initiatives

eeeeeeeeeeee



Identity Case (summer 2025)

e Stolen credentials used for lateral
movement
« Several sites (part of WLCG) with affected users.
« Quickly contained

« Ssh jumping (stolen passwords and unprotected ssh keys)
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Identity summary

e Stolen and lost credentials (frequent!)

CERN

» 45000 accounts using 2FA
e (all primary + secondary
accounts)

* 2 years project done in batches

Malware in employee machines, infostealers o
* 12h session time

Password reuse (database dump breaches) . SO + terminal + ssh access

Infected infrastructure

Publicly exposing credentials in software repositories and
public pages

— Or unprotected ssh keys
2FA is the best mitigation for these
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Vulnerabilities: Tier-2 site (winter 2024)

e Goal: cryptomining

e Unprotected BMC (Baseboard Management Controller)
« Exposed to the internet
« Using default credentials

« Easy find with public services like shodan (https://www.shodan.io)

e |nsufficient monitoring
« Attacker had months
 Lateral movement, large fraction of infrastructure affected
 All credentials, are now non-trusted

 Full-rebuild necessary
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https://www.shodan.io

Vulnerabilities summary

e Qutdated software
« Keep up to date with information!
« Subscribe to news channel of your software solution

« SBOM (software bill of materials, useful to monitor/verify more easily)

e Useful: https://www.cisa.gov/known-exploited-vulnerabilities-
catalog

e Default passwords/credentials

« Specially in hardware/loT type of devices

e Misconfiguration

« Credentials in logs / accessible files

(-;E/RW HEPIX Autumn 2025 November 2025
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

DDoS incidents

e LLM scraping causes issues to some services with expensive
processing

e We suffered a Layer7 targeted DDoS attack towards gitlab

(C\ERNXi HEPIX Autumn 2025 November 2025



DDoS

e Conscious DDoS or aggressive scrapping for building LLMs?

e Difficult to defend as rate limit is different per app, “expensive”
endpoint vs static content.

e So far, we have taken a reactive approach (firewall subnets/

Anubis

proto/country level)

e Captchas,proof-of-work (cloudflare turnstile/Anubis/capjs/altcha)

b=
L” : ‘. ; https://github.com/TecharoHQ/anubis

0 Success! cLounﬁs https://capjs.js.org/

Privacy « Terms
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Year of the ClickFix

KG Google Chrome

Something went wrong while displaying this webpage.

There was an error during the latest update of browser version,
causing some web pages to malfunction.

Follow these instructions to resolve the issue:

1. Click the 'Copy fix' button below.

2. Right-click on the Windows icon

3. Select "Windows PowerShell (Admin)’

4. Right-click within the open terminal window.

5. Wait for the update to complete, then refresh the page.

.

~N

)

About this p

Our systems
network. Thi
requests, an

Time: 2025-
URL: file:///C

Verification Steps

1. Press Windows Button " 5@ " + R
2. Press CTRL +V

3. Press Enter

e Trick users to execute commands in their machines

Complete these

Verification steps

To prove you are not robot, please:

1. Press Windows Key 58 +R.

2. In the verification window, press Ctrl + V.

3. Press Enter on your keyboard to finish

Perform the steps above to finish
verification

@ HEPiX Autumn 2025
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Security Incidents

e Happen

 And will happen to you too

* Be prepared when it does!
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Initiatives: Tools

« Blueprints and toolkits

— Forensics Cheatsheet & toolkit

« investigation on the early stages of an incident

@ HEPIX Autumn 2025
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https://cern.ch/forensics

Initiatives:

— Forensics Ch

Blueprints ang

 investigati

Linux Forensics Cheatsheet

Preparation

* Snapshot and remote backup
* Deploy forensic instance and toolkit

Investigation Timeline

forensics$ script ~/evidences/investigation-hostl.txt

host1$ export PSi='[\D{%FT%T%z}] \u@\h \w\$ '; unset HISTFILE
Memory Collection

Full memory:

host1# avml /tmp/mypath/memory.dmp

Processes:

host1# export PID=12345; kill -STOP $PID

host1# cp /proc/$PID/exe $PID.exe

( A) hosti# gcore $PID

(or B) hosti# gdb -p $PID # Type gcore, detach, exit
Disk Image

Local capture

host1# dd if=/dev/sdX bs=4M | gzip -c > /tmp/mypath/image.dd.gz

Remote capture:

Data Forwarding

host1$ scp -r /tmp/mypath [USER]@forensics:~/evidences
host1$ tar -zv /tmp/mypath | nc foremsics [PORT]

Storage Analysis
Backdoors:

$HOME/ .ssh/authorized_keys /etc/sudoers /etc/sudoers.d/ /etc/passud

Persisting malware
Service start-up scripts:

/etc/systemd/system /usr/lib/systemd/system /etc/init#

Scheduled tasks:

/etc/cron* /var/spool/cron/crontabs /var/spool/cron/atjobs

History

/home/USER/ .bash_history /root/.bash_history

Libraries

/etc/1ld.so.conf /etc/ld.so.conf.d

Other

* Kernel Modules: 1smod, *.ko
¢ Hidden files: /dev/shm

CERN Computer Security (-fou
Computer.Security@cern.ch \\

https://cern.ch/computersecurity ' >

Memory Analysis with Bulk Extractor

forensics$ bulk_extractor -o outputdir memory.dmp

Checklist

Preparation

Investigation Timeline

Memory Collection

Disk Image

Artifacts Collector

Network Capture

Data Forwarding

Report Incident

Access to remote investigators

[
[
[
[
[
[
[
[
[
[ Evidence Analysis

Report Incident

TLP and PAP

Incident date and time

Actions taken

Type of observed activity

Detailed narrative of the event
Severity/impact of the incident
Organization name and contact details
Number and type of systems affected
People informed

Resources available for the incident
Indicators of Compromise

) . « Compare 1smod and modules listed in .
host1# dd if=/dev/sdX bs=4M | gzip -c > /tmp/mypath/image.dd.gz /sys/kernel/tracing/available_filter_functions Links
host1# dd if=/dev/sdX bs=4M | gzip -c | nc foremsics [PORT] * Fake kernel threads:
forensics$ nc -v -1 -p [PORT] > ~/evidences/image.dd.gz * https://cern.ch/forensics CERN Forensics docs and toolkit
root# ps -U root -u root -o comm=,pid lgrep '\[' * https://sleuthkit.org/sleuthkit/ The Sleuth Kit (TSK)
" * https://forensics.wiki/bulk_extractor/ Bulk Extractor
Artifacts Collector e https://github.com/volatilityfoundation/volatility Volatility
Network « https://github.com/tclahr/uac Unix Artifact Collector
i : i ; « https: ithub.com/microsoft/avml Acquire Volatile Memor:
ngt1$ %u clone https://github.com/tclahr/uac; cd uac forensics$ tshark -n -r hostl.pcap -Tfields e ip.src -e (Liguxg/gl u m/mi. /avm qui i y
rew options: : :
F P tcp.srcport -e ip.dst -e tcp.dstport | sort | uniq -c . A q .
(1) hosti# ./uac -p ir_triage /tmp/mypath - ? P P p_ "p S q ) https.//wyw.chkrootk1t4org/doynload/.chkrootklt
. . forensics$ tshark -r hostl.pcap -Y "udp.port == 53" -T fields -e * https://github.com/YJesus/Unhide Unhide
( 2) host2# ./uac -a live_response/network,live_response/process . . .
< dns.qgry.name -e ip.src -e ip.dst | sort | uniq -c
<~ /tmp/mypath/
Metadata Timeline with The Sleuth Kit Considerations
Network Capture ) ) )
forensics$ mmls image.dd * Live collection of data may tamper evidences such as access
host1# tcpdump -G 60 -W 1 -w /tmp/mypath/hostl.pcap i [INTERFACE] forensics$ fls -o 20992 -r -m / image.dd > f1s_20992.txt times, memory, disk, etc. )
forensics$ for file in fls_*.txt; do mactime -b $file > * /tmp/mypath is just a reference, 1F s recommended to use extef»
o . o RStti1es e/ Ssmersnai . done ER T s
LlStenlng and establlshed SOCKetS ¢ Network capture should be done on the interface with internet
Unallocated space access.
(A) hostl# netstat -nutap « Disable log rotation of the central services such as DNS, fire-
(or B) hosti# lsof -Pn -i TCP -i UDP forensics$ blkls image.dd > ~/evidences/unallocated.blkls wall might be useful in longer investigations.
CERN .
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Initiatives: 1

Blueprints ang

Forensics Ch

 investigati

Linux Forensics Cheatsheet

Preparation

* Snapshot and remote backup
* Deploy forensic instance and toolkit

Investigation Timeline

Data Forwarding

host1$ scp -r /tmp/mypath [USER]@forensics:~/evidences

Memory Analysis with Bulk Extractor

host1$ tar -zv /tmp/mypath | nc foremsics [PORT]

Storage Analysis

Checklist

forensics$ bulk_extractor -o outputdir memory.dmp

CERN Computer Security (-fou
Computer.Security@cern.ch \\

https://cern.ch/computersecurity ' >

forensics$ script ~/evidences/investigation:
host1$ export PS1='[\D{/FT/T%z}] \u€\h \w\$

Memory Collection

Full memory:

host1# avml /tmp/mypath/memory.dmp

Processes:

host1# export PID=12345; kill -STOP $PID
host1# cp /proc/$PID/exe $PID.exe

( A) hosti# gcore $PID

(or B) hosti# gdb -p $PID # Type gcore, det

Disk Image

Local capture

host1# dd if=/dev/sdX bs=4M | gzip -c > /tmj

Remote capture:

host1# dd if=/dev/sdX bs=4M | gzip -c > /tm
host1# dd if=/dev/sdX bs=4M | gzip -c | nc
forensics$ nc -v -1 -p [PORT] > ~/evidences]

Artifacts Collector

host1$ git clone https://github.com/tclahr/
#Few options:

1) hostl# ./uac -p ir_triage /tmp/mypath
2) host2# ./uac -a live_response/network
< /tmp/mypath/

Network Capture

host1# tcpdump -G 60 -W 1 -w /tmp/mypath/ho

Listening and established §

( A) hostl# netstat -nutap
(or B) hosti# 1lsof -Pn -i TCP -i UDP

Linux Forensics Cheatsheet

Verifying RPM packages
Verify that a binary (sshd) has not been modified

$ rpm -vqV $(rpm -qf /usr/sbin/sshd)
$ rpm -qV $(rpm -qf /usr/bin/sshd) #Silent mode
$ PACKAGE=$(rpm -qf /usr/sbin/sshd)

Verify hash of file for further investigations

$ rpm -q --dump $PACKAGE | grep ~/usr/sbin/sshd
$ openssl sha256 /usr/sbin/sshd

Verify hash from a non-installed RPM (downloaded)

$ yum download $PACKAGE
$ rpm -q --dump -p ${PACKAGE}.rpm | grep ~/usr/sbin/sshd

Verify basic data from internal database vs don-
wloaded RPM

$ rpm -q --qf '%{NAME}-%{VERSION}-%{RELEASE} %{SIGPGP:pgpsig}
— %{SIGGPG:pgpsigh\n' ${PACKAGE}

$ rpm -q --qf '%{NAME}-%{VERSION}-%{RELEASE} %{SIGPGP:pgpsig}
< %{SIGGPG:pgpsigh\n' -p ./${PACKAGE}.rpm

Verifying DEB packages
Verify that a binary (sshd) has not been modified

$ dpkg -S /usr/sbin/sshd

openssh-server: /usr/sbin/sshd

$ dpkg --verify openssh-server #MD5 checksum only

$ apt info openssh-server

$ export PACKAGE=$(dpkg-query --show

«» --showformat='${Package}=${Version}' openssh-server)

Verify hash of file for further investigations

$ grep usr/sbin/sshd /var/lib/dpkg/info/openssh-server.md5sums
$ openssl mdSsum /usr/sbin/sshd
$ openssl sha256 /usr/sbin/sshd

Verify hash from a non-installed deb (from another
clean machine)

$ apt download $PACKAGE

$ dpkg-deb -e FILE.deb metadata

$ grep usr/sbin/sshd metadata/md5sums

$ dpkg-deb -x FILE.deb contents

$ openssl sha256 contents/usr/sbin/sshd

Useful live-debug commands

Use chkrootkit or unhide to find hidden processes

root# ./chkrootit #Global ch

root# ./chkproc -p 3 -v #Find hidden pids

Use ftrace (loaded modules vs functions/modules )
root# diff -u <(lsmod|tail -n +2|awk '{print $1}'|sort) <(cat
«» /sys/kernel/tracing/available_filter_functions |sed -n

< 's/.x\[\(["11¥\)\].*/\1/p' |sort|uniq)|tail -n +3|grep '~+
Use tracee to look for hooks

root# timeout 30 ./tracee-ebpf-static --events

<+ hooked_proc_fops,hooked_syscall,hidden_kernel_module
Check exec syscalls from running process

root# strace -f -e execve -p $PID

Using ptcpdump to check what process is doing a par-
ticular connection (and even from what container):

root# ./ptcpdump -i any 'host www.google.com' #Who
< www. google. com?
root# ./ptcpdump -i any --container-name BBBB #What acti

Using bpftrace examples

root# bpftrace -e 'tracepoint:syscalls:sys_enter_execve{
printf("Us[%d]: file: s, al1l:%s a[2]:%s a[3]:%s\n", comm,
< pid, str(args->filename), str(args->argv([1]),
— str(args->argv[2]), str(args->argv[3]));
}' #4ll commands
root# bpftrace -e 'uretprobe:/bin/bash:readline /comm=="bash"/ {
—  time("%H:%M:%S ");printf("%-6d %s\n", pid, str(retval));}' #
< As typed in b
root# bpftrace -e 'uretprobe:/bin/bash:readline /pid == 1234/ {
YM:%S ");printf("%s\n", str(retval));}' #4s typed in

root# bpftrace -e 'uprobe:libc:getaddrinfo { printf("%s(%d)
< queried DNS for %s\n", comm, pid, str(arg0));}' #DNS queries

< through libc
Use ecapture to extract clear text data from tls con-
nections

root# ./ecapture tls -m pcap -i ethO --pcapfile=ecapture.pcapng
< host www.google.com and tcp port 443

CERN Computer Security CERN
Computer.Security@cern.ch \\
https://cern.ch/computersecurity ' >

Verifying docker containers

$ docker ps #ident
$ export CONTAINER_II

container

001122aabbcc

Export full container:

$ TODAY=$(date +'%Y-%m-%d')

$ docker comit "$CONTAINER_ID" evidences-$TODAY

$ docker save image evidences-$TODAY -o evidences-$TODAY.tar
Use trivy to scan the container:

$ trivy image evidences-$TODAY

Go to last layer of modifications:

root# cd $(docker inspect

< --format='{{.GraphDriver.Data.UpperDir}}' "$CONTAINER_ID")
Run a debug sidecar (eg using cern/alma9-base)

$ docker run -it --rm --pid=container:$CONTAINER_ID

< --net=container:$CONTAINER_ID -v $(docker inspect

— --format='{{.GraphDriver.Data.MergedDir}}'

< $CONTAINER_ID):/container --privileged cern/alma9-base

Check container attributes from filesystem (example)

$ jq '{"file":input_filename, "name":.Name,

< "running":.State.Running, "log":.LogPath

< "Image":.Config.Image, "Net": .NetworkSettings.Ports}'
< /var/lib/docker/containers/*/config.v2.json | jq -s

Volatility

Generate profile (for redhat/alma9)

(redhat/alma9) machine# dnf debuginfo-install kernel-$(uname -r)

$ dwarf2json linux --system-map /boot/System.map-$(uname -r) --elf
< /usr/lib/debug/lib/modules/$ (uname -r)/vmlinux > mycustom.json
List processes (with mycustom.json in local dir)

$ vol.py -s . --offline —f MYAVML_FILE linux.pslist

List network

$ vol.py -s . --offline -f MYAVML_FILE linux.sockstat.Sockstat

Or use public 3rd party repo

$ BANNERS="https://github.com/Abyss-W4tcher/volatility3-symbols"
$ export BANNERS="${BANNERS}/raw/master/banners/banners.json"
$ vol.py -u "$BANNERS" -f MYAVML_FILE linux.pslist

HEPiX Autumn 2025
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Linux Foren| @ ComputerSecurity / public / Forensics Toolkit / Package Registry / toolkitv2025-1

| | |
Initiatives: 1 =
] . ;nazshoi and remo D v fUllth 198.51 MiB 3 days ago
* Deploy forensic i
Investigation 1
forensices scrivt -/out O v noarch/syscall_table_dumper.tgz 1.27 KiB 3 days ago
host1$ export P}S)1:' [\D{7
Memory Collect] ) v [ noarch/hidden-module-finder.sh 1.03 KiB 3 days ago
[ ]
Full memory:
« Blueprints anc e
O v x86_64/uac.tgz 8.04 MiB 3 days ago
Processes:
° h host1# export PID=12345
hos’ & TOoC exd
— Forensics C (e e e () v B x86_64/avml-lime.tgz 5.74 MiB 3 days ago
(or B) hosti# gdb -p $P
. . o Disk Image 0O . :
v x86_64/unhide.tgz 1.53 MiB 3 days ago
e Investigall . capture
host1# dd if=/dev/sdX b
Resote capture: ) v x86_64/sleuthkit.tgz 26.76 MiB 3 days ago
host1# dd if=/dev/sdX b
host1# dd if=/dev/sdX b
forensics$ nc ~v -1 -p O v x86_64/coredutils.tgz 12.57 MiB 3 days ago
Artifacts Colle
l;gst‘w git clone https: O v x86_64/chkrootkit.tgz 128.18 KiB 3 days ago
( 1 i;sti; ./uac -p iy
( 2) host2# ./uac -a 1
B Lt O v B x86_64/binutils.tgz 9.72 MiB 3 days ago
Network Capturé
rosi repdme S0 () v B x86_64/procps.tgz 1.55 MiB 3 days ago
Listening and ¢
o b =1 O v [3 x86_64/trivy 140.49 MiB 3 days ago
. — Sr;l;kg—de‘;'?x 'I:IIfE.l;eb contents e = ‘;’Zx;o:;rl;ANN'ERS:"${BANNERS)/raw/master/banners’?b;:‘mers.Json"
$ openssl sha256 contents/usr/sbin/sshd $ vol.py -u "$BANNERS" -f MYAVML_FILE linux.pslist
(-;E/RW HEPIX Autumn 2025 November 2025 14
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I n iti atives : Lea rn i n g Hands-On Incident Response and Forensics Workshop

29-30 Sept 2025
CERN

Europe/Zurich timezone

Overview

« Workshop & hands on

— Forensics and incident response workshop (29-
September 2025 @CERN)

— https://indico.cern.ch/e/security-workshop2

Registration is now open!

Introduction

This two-day workshop is designed for sysadmins and security professionals involved in the WI
computing grid or the broader research and education (R&E) community looking to build hand:
skills in incident response and forensics.

Participants will learn techniques for identifying, collecting, and analyzing digital evidence usit
source tools. Through practical exercises and interactive table-top scenarios, attendees will g:
confidence in handling security incidents, from initial detection to effective containment and re«
This event offers an opportunity to explore realistic security incidents and develop the skills for
response.

This event is an incredible opportunity to explore the facilities of one of the world’s leading scie
centers and connect with professionals who share your interests and expertise.

The CERN Computer Security Team is excited to welcome you for this unique, hands-on exper
We can’t wait to meet you!

— SOC working group

— https://wlcg-soc-wg.web.cern.ch/infrastructure/

— WLCG security newsletter (coming soon)

— https://groups-portal.web.cern.ch/group/wlcg-
security-newsletter/details

(CERNE r HEPiX Autumn 2025
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Initiatives: Learning

29-30 Sept 2025
CERN

Europe/Zurich timezone

Overview

« Workshop & hands on

— Forensics and incident response workshop (29-
September 2025 @CERN)

— https://indico.cern.ch/e/security-workshop2

— SOC working group

— https://wlcg-soc-wg.web.cern.ch/infrastructure/

— WLCG security newsletter (coming soon)

— https://groups-portal.web.cern.ch/group/wlcg-
security-newsletter/details

(CER"@? HEPiX Autumn 2025 N

Hands-On Incident Response and Forensics Workshop

WLCG security newsletter

Your go-to source for WLCG security news.
WLCG Security Issue #1
November 18, 2024

General News

WLCG MB Latest Management Board minutes

OTF Latest OTF minutes

Close to Home

Local site Systems Compromised

Cyber attackers have targeted universities in Europe, disrupting services and demanding ransoms.

Cybersecurity Survey Released
Survey reveals over 50% of sites lack adequate defense against ransomware.

Patch Patrol

Critical Update for OpenSSL
Fixes a high-severity vulnerability affecting secure communications.

Microsoft Patch Tuesday Highlights
November's patch cycle includes fixes for 5 critical vulnerabilities across Windows platforms.

Threats in the Wild

New Ransomware Variant Emerges
“Cryptox” ransomware targets cloud backups, leaving businesses scrambling.

Malware Targets Al-Driven Systems
Threat actors are leveraging machine leaming to bypass security protocols.

Chronicles from the Field

The Battle Against Supply Chain Attacks
An inside look at how one organization stopped a supply chain attack before it could spread.

A Penetration Tester's Diary
Lessons learned during a recent high-stakes pen test for a Fortune 500 company.

Tactics Unmasked

Phishing Evolves with Generative Al
How attackers are using Al to craft convincing phishing emails at scale.

Sharpen Your Skills

Free Workshop on Threat Hunting
Sign up for this virtual event to enhance your threat-hunting expertise.

Toolbox Essentials: Shield Up!

Wireshark 4.0 Released
Enhanced features make network analysis more intuitive.

Top Free Threat Intelligence Tools
A roundup of indispensable tools for staying ahead of attackers.
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Learning Chinese

A aperson a prisoner

(a surrounded person)

ﬁ a woman ﬁll peaceful, safe
(a woman under a roof)
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