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HEPiX Autumn 2025

• Identity incidents 
• Vulnerabilities 
• DDoS 
• ClickFix 
• Security Initiatives

Current trends / Outline
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• Stolen credentials used for lateral 
movement 
• Several sites (part of WLCG) with affected users. 

• Quickly contained 

• Ssh jumping (stolen passwords and unprotected ssh keys)

Identity Case (summer 2025)
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• Stolen and lost credentials (frequent!) 
• Malware in employee machines, infostealers 

• Password reuse (database dump breaches) 

• Infected infrastructure 

• Publicly exposing credentials in software repositories and 
public pages 

– Or unprotected ssh keys 

• 2FA is the best mitigation for these

Identity summary
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CERN 

• 45000 accounts using 2FA 
• (all primary + secondary 

accounts) 

• 2 years project done in batches 

• 12h session time 

• SSO + terminal + ssh access 
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• Goal: cryptomining 

• Unprotected BMC (Baseboard Management Controller) 
• Exposed to the internet 

• Using default credentials 

• Easy find with public services like shodan (https://www.shodan.io) 

• Insufficient monitoring 
• Attacker had months 

• Lateral movement, large fraction of infrastructure affected 

• All credentials, are now non-trusted 

• Full-rebuild necessary

Vulnerabilities: Tier-2 site (winter 2024)
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• Outdated software 

• Keep up to date with information!  

• Subscribe to news channel of your software solution 

• SBOM (software bill of materials, useful to monitor/verify more easily) 

• Useful: https://www.cisa.gov/known-exploited-vulnerabilities-
catalog 

• Default passwords/credentials 

• Specially in hardware/IoT type of devices 

• Misconfiguration 

• Credentials in logs / accessible files

Vulnerabilities summary
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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• LLM scraping causes issues to some services with expensive 
processing 

• We suffered a Layer7 targeted DDoS attack towards gitlab

DDoS incidents
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• Conscious DDoS or aggressive scrapping for building LLMs? 

• Difficult to defend as rate limit is different per app, “expensive” 
endpoint vs static content. 

• So far, we have taken a reactive approach (firewall subnets/
proto/country level) 

• Captchas,proof-of-work (cloudflare turnstile/Anubis/capjs/altcha)

DDoS
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https://github.com/TecharoHQ/anubis

https://capjs.js.org/
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• Trick users to execute commands in their machines

Year of the ClickFix
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• Happen 

• And will happen to you too 

• Be prepared when it does!

Security Incidents
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• Blueprints and toolkits 
– Forensics Cheatsheet & toolkit 

• investigation on the early stages of an incident 

• https://cern.ch/forensics

Initiatives: Tools
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• Workshop & hands on 
– Forensics and incident response workshop (29-30 

September 2025 @CERN) 

– https://indico.cern.ch/e/security-workshop25 

– SOC working group 

– https://wlcg-soc-wg.web.cern.ch/infrastructure/ 

– WLCG security newsletter (coming soon) 

– https://groups-portal.web.cern.ch/group/wlcg-
security-newsletter/details

Initiatives: Learning
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囚 a prisoner
(a surrounded person)

peaceful, safe
(a woman under a roof)



home.cern

Questions?


