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Introduction

 About me
« Working at CERN’s IT for 7 years

» Device Provisioning & Productivity section
« Mac & iOS Service Manager

« 2.5 years in current role
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Introduction

About me
« Working at CERN’s IT for 7 years

» Device Provisioning & Productivity section
« Mac & iOS Service Manager
« 2.5years in current role

Today’s agenda
» Overview of Apple ecosystem

« MDM

« Management models

» Services/resources provided to users
« Supporting infrastructure
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OS Versions (2007-)

 Multiple changes over years
« Naming

\/
/\

Mavericks Yosemite El Capitan

. California locations

Sierra Mojave Catalina

Monterey Ventura Sonoma Sequoia Tahoe
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OS Versions (2007-)

 Multiple changes over years
« Naming
« Big cats, California locations
« MacOS X, macOS
« Versioning
, major, by year

macOS 11

A

macOS 12 macOS 13 macOS 14 macQOS 15 macOS 26
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OS Versions (2007-)

 Multiple changes over years
« Naming
« Big cats, California locations
« MacOS X, macOS
« Versioning
* Minor, major, by year

« Supported architectures
, Apple silicon (ARM)
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OS Versions (2007-)

 Multiple changes over years
* Naming

X X X

Mavericks Yosemite El Capitan

« Big cats, California locations
« MacOS X, macOS
« Versioning

* Minor, major, by year

« Supported architectures

* Intel, Apple silicon (ARM) Sierra High Sierra Catalina
« 10S, tvOS, watchOS ... i n
Monterey Ventura Sonoma Sequoia Tahoe
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OS Versions (2007-)

 Multiple changes over years
* Naming

X X X

Mavericks Yosemite El Capitan

« Big cats, California locations
« MacOS X, macOS
« Versioning

* Minor, major, by year
« Supported architectures

Catalina

* Intel, Apple silicon (ARM) Sierra High Sierra

e 10S, tvOS, watchOS ...

« Supported
e 3 latest macOS versions

N

A

« 2 latest iOS versions Monterey Ventura Sonoma Sequoia Tahoe
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MDM - Mobile Device Management

« Apple Configurator |=| Prefile Manager |—| 39 party MDM providers
 Apple’s MDM (2010-)

« HTTP based protocol

 Built-in into operating system (i0S, macOS)

» Dependent on Apple Push Notification Services

* Allows remote:
 Installation of configurations on the device (via Configuration Profiles)
 Installation/update/removal of applications

* Inventory, wipe, lock

« On macOS MDM providers usually also implement an agent

* Remote management = MDM
« At CERN: as MDM we use Jamf (since 2017)
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Apple Contracts

* Apple Developer Program / Apple Enterprise Developer Program

 Distribution of applications in AppStore
« Signing .app / .pkg / .dmg/ .ipa

 Volume Purchase Program
« Purchasing applications from AppStore in bulk

« Assigning them to users/devices with MDM

 Apple School Manager
Registration of a device as organizationally-owned

Required for Automated Device Enrollment
Required for VPP
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MDM - Device Enrollment Methods

< Device Management

« MDM Configuration Profile
« Creates the binding between the device and the MDM server @3 MDM Profile

¥’ 3 settings

 Enrollment via website
 Integrated with CERN Single-Sign On via OpenID Connect

« User installs the Configuration Profile manually
« User can remove the MDM Configuration Profile

+ Device-EnrolmentProgram [—| Automated Device Enrollment & Apple School Manager

« Zero-touch setup
« Mandatory enroliment into MDM, user cannot remove the MDM Configuration Profile

« Supervision (gives us more privileges on the device)
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Self Service

| @ @
{ CERN Browse
&  Mac Self Service Apps’ provided asis A..
Q_ search
1z} Home ’
@ ) &
@ Browse % A
s
All
Useful Links ActivePresenter Firefox GIMP
 App installed on all Mac devices
Information Install Remove Remove

+ Integrated with CERN’s SSO (via OIDC) ..

AppStore apps

Apps, supported

 Users can execute policies on demand @ Q

Apps, obsolete

Utilities
Testing Google Chrome Inkscape Joplin
Pilot
I L\ Notifications Remove Remove Install
@ History
© P IXTEX
2  mamuszko >
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Management models

« Self-managed Macs
o Users enroll themselves via browser

« We don’t push anything
* Gives users access to Self Service

« CERN-managed Macs
 Introduced in May this year, mandatory for all new devices

« Automatically enrolled (Apple School Manager, Automated Device Management)
« We push few configurations, security policies, antivirus
» Users get access to the same Self Service

 Delegated administration for iOS devices
« Manually enrolled (but also ASM + ADE)

« We give delegated administrators tools to managed their devices
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Active devices

Management model

» CERN-managed (macOS)
= Self-managed (macOS)
= Delegated admin (iI0S)

Device type

/ 71
88
— B

s Mac =iPad =iPhone

D)
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Applications (macOS)

Over 50 applications
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Applications (macOS)

Over 50 applications
* Microsoft

 Licensed
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Applications (macOS)

Over 50 applications
* Microsoft

« Licensed
« Engineering
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Applications (macOS)

Over 50 applications
* Microsoft

* Licensed
« Engineering
* In-house
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Applications (macOS)

Over 50 applications
* Microsoft

* Licensed
« Engineering
* In-house

* Open-source
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Applications (macOS)

« Over 50 applications - ’ e mm
« Microsoft G & Q & & ﬁ A
 Licensed N
« Engineering @ ql @ ﬂ ‘
* In-house w
- Open-source 4 s -

* ... and many more @ @ @ a Q 0@.
-y

\\ / s |
. Most topkg’ed <= Qz  Ne
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https://github.com/autopkg/autopkg

Configurations

« Applied either with configuration profile (iI0S, macOS) or a script (macOS)

« Security policies
« Applied automatically to all CERN-managed Macs
» FileVault disk encryption
« Enable automatic system updates
« ESET Endpoint Security (antivirus)
* Remote wipe/lock capability
« Available on non-managed Macs in Self Service
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Configurations

« CERN Wi-Fi

 Eduroam Wi-Fi

« CERN CA certificates

« Kerberos

* FileVault disk encryption

« Automatic system updates
« Screen auto-lock

 (Used by apps) System extensions whitelisting, lifting restrictions
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Mac Printing

« ~800 printers on-site, 40+ printer models ® © ® AddCERN printer
/ 5 ' % Q fsearch
7 1-1017-CANC3 & 1/1-017
1-1017-HPC J) 1/1-017
1-R040-HPBW ci) 1/R-040
2-1024-CANB5 J) 2/1-024
2-1065-CANCH J) 2/1-065
. 2-R026-HP4050 J) 2/R-026
¢ Prl nt Servers 3-1003-CANB3 C‘L 3/1-003
» Printers are not directly connectable  31017-CANBS 2. aneon

« Monitoring, logging; high availability

 Changes this year:
« Switching to IPPS protocol for client-print server communication

« Gradual movement towards driverless printing (IPP Everywhere ™)

Install

Install

Install

Install

Install

Install

Install

Install

%ER'@% Maciek Muszkowski | CERN'’s Apple Playbook: Smart Strategies for macOS and iOS Management 5 November 2025

23



Supporting Infrastructure

« Servers (RHEL9)
« Configuration Management via Puppet on OpenStack

« Categories:

MDM (Jamf)

Packages storage (WebDAV)

Printing (CUPS)

Auxiliary services running on OpenShift e.g. Apple re-signing website

* Monitoring
« Alerts

 Logs, dashboards A

CERN-internal system (MONIT)
Notifications via Mail, SMS, Mattermost

Logstash, OpenSearch, OpenSearch Dashboards
Grafana

matadstatimestan per 12 hours

~ CHANNELS
& MDM Alerts

v B mdm
B jss-site-none 1

B mdm-landb-update
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U

sers Support

We are not alone!
 Collaboration between different services

Our documentation
« https://devices.docs.cern.ch/devices/mac/

Service-Now
» Ticketing system for incidents/requests

« Knowledge Base

Monthly tickets

m Incidents m Requests
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https://devices.docs.cern.ch/devices/mac/

i5}i5t! Thank you! Merci!
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