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The starting point

« Computing projects rely on applications, services and resources

« Applications
« Collaborative documents editing
« Engineering tools (Autocad...)

« Video conferencing

« Services and resources
 Cloud infrastructure, virtual machines
« Databases
« Website hosting
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We need housekeeping

* Applications require access control

* Who can use an application?
* |s a license required?

 Resources require:
* Tracking: who is the owner of a virtual machine?
» Lifecycle: what to do when the owner moves to another project?
» Automation: create an account for each newcomer
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Eligibility Framework

 Structure to define who can access resources and services

* Policies provide criteria for each service
« Based on personnel “category” (Staff, Retiree, External...)

« Users can be

* Eligible: can subscribe
« Eligible with guarantor: can request access, subject to approval

* Not eligible: no access
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Eligibility Matrix

CERN Personnel Collaborators Contractors Retirees
Eligible Eligible Eligible Eligible
. . .. Eligible w. .
Eligible Eligible Approval Not Eligible
.. Eligible w. Eligible w. .
Eligible Approval Approval Not Eligible
. . Eligible w. . .
Eligible Approval Not Eligible Not Eligible
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Other criteria possible

HR Dept Beams Dept Others
Eligible Not Eligible Not Eligible
. . . . Eligible w.
Not Eligible Eligible Approval
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Resources portal

« Part of CERN authentication and authorization services
« Single Sign On, account management, groups management

* Enforces the eligibility policies

Updates eligibility rights when user’s category changes

Notifies services and applications
* Service-specific actions (create home folder, retire license...)

05.11.25 Resources Lifecycle and Eligibility



« Conferencing

* Engineering Tools

05.11.25

Service Collections

Set of applications with the same eligibility criteria

CERN Computing Resources

Manage your CERN Resources, lifecycle, settings, etc.

B8 Services i= My Resources B Manage

Eligibility Services

Top level service for which eligibility applies, that will contain applications and resources.

(& Not Eligible

Accelerator Control System Services & Access

Accelerator Control System Services ACRON Services Central Compute Services

Enables users to create crontab entries for Kerberos-

authenticated cron jobs

4 Subscribe

Filters: Q

Central Compute Services (AFS, EOS, LXPLUS,
LXBATCH)

& Request

Provides authorization configuration for services and

applications.

Open

CERN Authorization Service Cloud Infrastructure

The Cloud Infrastructure service provides hosted

servers for CERN projects and end-users

Open

Create and manage your own databases

Open
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CERN Computing Resources 4

Manage your CERN Resources, lifecycle, settings, etc.

B2 Services i= My Resources B Manage

Eligibility Services

Top level service for which eligibility applies, that will contain applications and resources.

Accelerator Control System Services

) Not Eligible

Accelerateor Control System Services & Access

ACRON Services

Enables users to create crontab entries for, 05—

authenticated cron jobs

¢ Subscribe

Eligible users can
subscribe...

Central Compute Services

Central Compute Services (AFS, EOS, LXPLUS,
LXBATCH)

& Request

i
™

CERN Authorization Service

Eligible £ Subscribe

Provides authorization configuration for services and

applications.

Open

Cloud Infrastructure

h| e & ~ubscribed

The Cloud Infrastructure service provides hosted

servers for CERMN projects and end-users

Open

Databases

Ehaible 2 Subscriba

Create and manage your own databases

Open
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CERN Computing Resources

Manage your CERN Resources, lifecycle, settings, etc.

B2 Services i= My Resources B Manage

Eligibility Services

Top level service for which eligibility applies, that will contain applications and resources.

Accelerator Control System Services

ACRON Services (%

Filters:

Central Compute Services

) Not Eligible

Accelerateor Control System Services & Access

o

...or view the collection

details (actual applications)

entral Compute Services (AFS, EOS, LXPLUS,
KEATCH)

/5 Request

CERN Authorization Service

Eligible £ Subscribed

Provides authorization configuration for services and

applications.

Open

ystructure

The Cloud Infrastructure service provides hosted

servers for CERMN projects and end-users

Open

Databases

Ehaible 2 Subscriba

Create and manage your own databases

Open
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CERN Computing P- ™

“Eligible w. guarantor” users
S can request access
Eligibility Services (opens Support thket)

Filters: hat

Manage your CERN Resources, lifecycle, settings, et

Top level service for which eligibility appliﬁ\

Accelerator Control System Services ACRON Services Central Compute Services
(& Not Eligible
Accelerateor Control System Services & Access Enables users to create crontab entries for Kerbero Central Compute Services (AFS, EOS, LXPLUS,
authenticated cron jobs LXBATCH)
A
% Subscribe F: & Request

CERN Authorization Service Cloud Infrastructure Databases
Provides authorization configuration for services and The Cloud Infrastructure service provides hosted Create and manage your own databases
applications. servers for CERMN projects and end-users

Open Open Open
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CERN Computing Resources

Manage your CERN Resources, lifecycle, settings, etc.

B2 Services i= My Resources B Manage

Eligibility Services

Top level service for which eligibility applies, that

Accelerator Control System Services

If not eligible,
no action is possible

Filters: -

itral Compute Services

) Not Eligible
Accelerator Control System Services & Access : o create crontab entries for Kerberos- Central Compute Services (AFS, EOS, LXPLUS,
enticated cron jobs LXBATCH)
% Subscribe & Request

CERN Authorization Service

Eligible £ Subscribe

Provides authorization configuration for services and

applications.

Open

Cloud Infrastructure

e & ~ubscribed

The Cloud Infrastructure service provides hosted

servers for CERMN projects and end-users

Open

Databases

Ehaible 2 Subscriba

Create and manage your own databases

Open
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Resources portal: Applications view
CERN Computing Resources

¢ Eligible users can Manage your CERN Resources, lifecycle, settings, etc.
subscribe to individual
applications B8 Services i= My Resources £ Manage

* Application define their own
criteria in a flexible way

Databases

Create and manage your own databases @

* Access to an -
. . Managed Applications
appl Icatlon depends on Applications are (web) application access rights, service access rights, licences, etc.
eligibility to service

CO"eCtlon Database on Demand Oracle Databases
% Subscribed % Subscribed
Database on demand DB instances Oracle database accounts
4% Unsubscribe Open 4% Unsubscribe Open
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Resources lifecycle

« Applications can provide resources

« Anything for which we want to track ownership
 Database schemas, virtual machines...

 Resource can be official or test/personal

 Automatic actions when owner’s eligibility or subscription changes

« Reassign to supervisor
« Block/archive/delete (with grace period)
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Resources portal: Resources view

« See owned resources

 Reassign resources

* New owner must be subscribed
« New owner must approve

* Links to resource-specific sites

» Resource-specific operations
(change quota, change DB

passwords...)

05.11.25

CERN Computing Resources

Manage your CERN Resources, lifecycle, settings, etc.

BB Services i= My Resources & Manage
Databases
Create and manage your own databases
Managed Applications Q

Applications are (web) application access rights, service access rights, licences, etc.

Database on Demand Oracle Databases

4. Subscribed 4. Subscribed
Database on demand DB instances Oracle database accounts
4 Unsubscribe [= Open 4 Unsubscribe [= Open

Managed Resources
Resources are something you own for personal or official use: workspaces, databases, websites, etc.

DBOD
Q Category State Q Admin. Group Actions
+ -3 caimira_parameters Official o Active nitarocc caimira-project-team o e ‘E| a8
+ 7= banana_service Official o Active thvanvar authzsvc-developers o o ‘E| ]

+ Create  OracleAccount
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Gluing it all together with groups

 Eligibility and subscriptions enforced via groups membership

* Eligibility evolves with a user’s status
« User changes contract type, department => update eligibility

« GMS (Groups Management System) provides
* Dynamic Groups
« Membership restriction
 Membership approval
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Dynamic groups

 Defined with a criteria instead of a static list of members
« Example: Category = Staff & Department = IT

 Dynamic group members are updated periodically
« With information from CERN HR database

Group: dynamic-test

Field

building
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Membership restrictions and approval

Restrict membership to a group to members of other groups

« Only members of groups X and Y can be members of group Z

Membership restrictions can be enforced

» At subscription only
« Periodically (automatic cleanup of group Z)

Membership can be subject to approval from an administrator

Useful for eligibility and subscriptions
« “Eligible with approval” users list can be cleaned up automatically
« Cannot subscribe to application if not eligible to parent Service Collection

« Subscription can be subject to approval by administrators
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Eligible

Not
subscribed

Service Collection

a

Service Application

Databases Oracle
Subscribed Subscribed Users
Subscribed Approved users Oracle users
static group static group static group

Eligible w. Approval

Beams dept ‘ IT dept
dynamic group dynamic group

O
-
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Example

« Service collection: Databases

« Members of the Beams dept are
automatically eligible

 Members of the IT dept require approval
« Static list of approved users

* Application: Oracle

e Static list of subscribed users

« Mr. Orange, member of IT:
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Example

Subscribed Not
subscribed - User asks for access
a - D _
Service Collection Service Application « Supervisor (or other) approves
Databases L Oracle . « User is added to static group
Subscribed Subscribed Users ]
« Mr. Orange is now:

Subscribed Approved users Oracle users
static group static group static group

O

Eligible w. Approval

Beams dept ‘ IT dept
dynamic group dynamic group

O
-
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Example

Subscribed Subscribed
 User subscribes for Oracle
a D 2 _ _
Service Collection Service Application « User is added to static group
Databases Oracle
Subscribed Subscribed Users Mr. Orange IS NOwW:
Subscribed Approved users Oracle users
static group static group static group
O O
i

Eligible w. Approval

Beams dept ‘ IT dept
dynamic group dynamic group

O
-
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Example

Subscribed Subscribed

 Subscribed users can create
e N [ 0
Service Collection Service Application resources
Databases Oracle « Oracle database schemas
Subscribed | B Subscribed Users

« Mr. Orange creates:

Subscribed Approved users Oracle users .. .

static group static group static group « Official resource (Production DB)

O O « Test resource (Test DB)

-

Eligible w. Approval

Beams dept ‘ IT dept
dynamic group dynamic group

O
-
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Example

Subscribed Subscribed
« User changes department => HR
a - D
Service Collection Service Application * No longer member of IT
Databases Oracle
Subscribed | N Subscribed Users Mr. Orange IS now:
Subscribed Approved users Oracle users
static group static group static group
O O
- At some point, membership
restrictions are updated...

Eligible w. Approval

Beams dept ‘ IT dept
dynamic group dynamic group
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Example

Not eligible Grace
Period « Memberships are updated with new
@ D O D I
Service Collection Service Application access ”ghts
Databases Oracle ]
. « Mr. Orange is now:
Subscribed Subscribed Users

Subscribed Approved users Oracle users
static group static group static group

« A grace period can be configured
for users to manage their data or

Eligible w. Approval resources
Beams dept IT dept

dynamic group dynamic group
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Not eligible

_

Grace
Period

Example

Service Collection

a

Service Application

Databases Oracle
Subscribed Subscribed Users
Subscribed Approved users Oracle users

static group static group

Eligible

Beams dept
dynamic group

w. Approval

IT dept
dynamic group

static group

B

block in
60 days

Resources lifecycle proceeds...

The official resources is reassigned
to Mr. Pink (supervisor)

« If not reassigned previously

« Marked as “needs action”

The test resource is marked to be
blocked and deleted after a grace
period

Resources Lifecycle and Eligibility
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Architecture

Service Desk / Security Users Portal Applications Portal Groups Portal Resources Portal
- Password reset - Accounts creation - Register applications - Computing groups - Project resources
- MFA settings - Accounts transfer - Define permissions - Static & dynamic groups - Lifecycle state machine
- Account activation - Manage identity - Roles, LOA and MFA access - Self-subscription - Eligibility
- Blocking for security reasons - Link accounts restrictions - Groups with restrictions - Reassignment
- Access audit logs - Mail settings - OIDC specific features - Additional admins - Resources overview
- Fix user apps, groups, - MFA - Privacy / scopes - Eligibility and lifecycle
accounts, resources - Password change / reset - Mail settings configuration (admins)

Core resources functionality

* Personnel data from CERN HR DB

Authentication & Authorization services

 Using portals:

Other CERN services

i . Service managers define applications and groups
Authorization Service
Provides: . Administrators configure the service
L API
Idenllﬂgsl\fecycle o B .
| Dynarmic groups citera N « Jobs run periodically to enforce
Personnel data 1] Data about
(HR DB) Authentication . Service eligibility
Authorization
Resources

. Application subscriptions

. Resources lifecycle
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Architecture
Gore rescures unctonaty « The API provides data to the SSO

EduGain adapter ‘
Authentication & Authorization services

ngﬁg *  Groups membership for authorization

Other CERN services Provides: Auto-updates configuration

N
Identities lifecycle N

e - CERN applications use the API

Data about
Authentication

Customizations

* Register applications

Roles from AuthZ Service
Creates non-CERN identities Compromised pwd process

Authorzation < || Samrena * Query user information
- Z Provisions: ° Manage groups
* onss0 Brooune
i A - API Data propagated to other systems
CERN applications Group maiing 1  LDAP: accounts for CERN users
o . .
—y * Mail: mailboxes

Resources lifecycle
Users eligibility

Sponsa « Services get information about

DBOD

Google V\Trkspaces ° UserS Su bscrlptlons

» Resources lifecycle
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Overview

 Eligibility, subscription and resource lifecycle could be of general interest

 The overall service architecture is quite generic

 The implementation is often bound to CERN-specific needs

« Restrictions of groups to “CERN users”
« CERN accounts having higher level of assurance
« Depends on services provided by CERN IT (Openshift, databases...)
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Thanks for your attention

o Official documentation: https://auth.docs.cern.ch/

If you are struggling with similar problems, contact us

« By mail to authzsvc-admins@cern.ch

We can give you access to our code base
« Provided that it's very CERN-oriented and not ready for reuse
* And it’s not for the faint of heart ©

05.11.25 Resources Lifecycle and Eligibility

Or we can just have a chat and discuss our setups
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