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High-Energy Physics (HEP) experiments rely on complex and large scale networks spanning vast geographical
areas and interconnecting heterogeneous sites, data centres and instruments. Managing these networks in the
face of high-intensity data flows such as those intrinsic to HEP workflows poses a significant operational and
administrative challenge. These conditions are expected to worsen in the HL-LHC era with its accompanying
increase in data rates. The currently limited visibility into network traffic flows hinders network operators’
ability to understand user behaviour across different network segments, optimise them for performance and
effectively debug and troubleshoot issues.

The Scitags initiative strives to address these challenges by improving network visibility through standardised
datagram marking and flow labelling techniques. Formed within the Research Networking Technical Working
Group (RNTWG) in 2020, Scitags aims to develop a generic framework and standards for identifying the
owner and associated scientific activity of network traffic. This framework’s potential use extends that of the
HEP/WLCG experiments and steeps into any global community making use of Research and Education (R&E)
networks.

This presentation will detail the current state of the Scitags initiative, including the evolving framework and
its implementations alongside the tried and tested technologies they are built on including eBPF and IPv6 Ex-
tension Headers. The roadmap towards production deployments in both R&E networks and Storage Element
implementations such as XRootD will also be discussed. By providing a larger network visibility, Scitags will
empower network operators to optimise performance, troubleshoot issues more effectively and allow for a
more performant use of networks in support of the needs of data-intensive scientific collaborations.
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