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there is definitely a hype about Random bit streams, not only fo r cryptograhy & authentication but also for gaming

virtual reality , Monte Carlo simulations

In the Cryptographic world keys are assembled using ‘ ' z IV/ (Cy

UNPREDICTABLE BIG PRIME NUMBERS

extracted from

, Privacy Preservation Procedures and ldentity management

“Differential privacy makes it possible for tech
companies to collect and share aggregate
information about user habits, while maintaining the
privacy of individual users.”

random bit streams

to learn more, watch

this BBC report:

The search for the random numbers that
run our lives RINDOM
6 July 2024 PO E R
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https://www.bbc.com/future/article/20240704-the-search-for-the-random-numbers-that-run-our-lives

» t h e problem: °

KEYS BASED ON ALGORITHMS ARE IRREDUCIBLY LIMITED

Random bits i numbers | keys are usually software generated

Tn = aTp—1 + b (mod m)

an example of linear congruential generator
Fast, cheap & reasonably easy. However:
» software Random Number Generation is PSEUDO (PRNG)

» code can be bugged
» and it may have a BACKDOOR

» 1951, John Von Neumann [J. Res. Nat. Bur. Stand. Appl. Math. Series 3, 36 -38 (1951)]

Various Techniques Used in Connection With
Random Digits

Anyone who considers arithmetical methods of producing random digits is, of

course, in a state of sin. RINDOM
POYYER




» t h e problem

KEYS BASED ON ALGORITHMS CAN BE VIOLATED

Vulnerabilities Based on Poor Entropy is Not Uncommon

Change in Debian OpensSSL led to predictable RNG operations and resulted in broken SSH, OpenVPN,
DNSSEC keys, and key material used in X.509 certificates and SSL session keys worldwide.

2008

Sony Playstation 2 had a nonce duplication issue that resulted in the ability to recover the firmware
signature’s private key and allowed jailbreaking of the console devices.

Discovery of different devices using low quality entropy that resulted in duplicate primes being used for RSA
key generation, allowing private key recovery from a pair of public keys.

Bitcoin blockchain permitted the recovery of their ECDSA private keys through a nonce duplication flaw and
allowed access to the fund at the impacted addresses.

Cisco reported a Low-Entropy Key Vulnerability on their ASA routers and Firepower Threat Defense Software
caused by low quality entropy allowing an unauthenticated remote attacker to discover the private key.

Fortinet reported PSIRT FG-1R-19-186 for firewall models without an embedded TRNG can lead to
insufficient entropy in the PRNG, resulting in possible recovery of the ECDSA secret.

A catalog of low vulnerabilities form PaloAlto Networks due to LOW ENTROPY
[nice video & text on the technology we (also) offer Is here |

Implications of Entropy on
Symmetric Key Encryption
Resilience to Quantum

and by ATIS
[Alliance for Telecommunications Industry
Solutions]
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Secret Documents Reveal N.S.A. Campaign Against Encryption

Documents show that the N.S.A. has been waging a war against encryption using a battery of methods that
include working with industry to weaken encryption standards, making design changes to cryptographic
software, and pushing international encryption standards it knows it can break. Related Article »

Excerpt from 2013 Intelligence Budget Request Bullrun Briefing Sheet

This excerpt from the N.S.A.’s 2013 budget request outlines the ways in which the agency circumvents the encryption
protection of everyday Internet communications. The Sigint Enabling Project involves industry relationships, clandestine
changes to commercial software to weaken encryption, and lobbying for encryption standards it can crack.

»_a 2013 NSA scandal unveiled by the NYT:
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https://www.paloaltonetworks.com/cyberpedia/what-is-a-quantum-random-number-generator-qrng
https://atis.org/resources/implications-of-entropy-on-symmetric-key-encryption-resilience-to-quantum/

»p t h e s olution:

RANDOM NUMBER

GENERATION BY OBSERVING

UNPREDICTABLE NATURAL PHENOMENA (TRNG, for True Random

Number Generators)

Open a telephone directory, and read the last digit

Francois Morellet
Random Distribution of 40,000 Squares using the Odd and Even
Numbers of a Telephone Directory 1960

more at MOMA, Tate Gallery, Stedelijk Museum in Amsterdam

Flip a coin

http://glee.wikia.com/wiki/File:281735 1342370254 -coin -flip.gif.qgif
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p t h e s olution: ﬂ

RANDOM NUMBER GENERATION BY OBSERVING
UNPREDICTABLE NATURAL PHENOMENA

»_a 2021 finding on weakness in Randomness
generation for |oT:

BLOG // TECH [// AUG 05, 2021

Extracting bits from the observation of natural You're Doing IoT RNG
phenomena is not trivial and you may suffer from By: ban Pétro, Senlor Securty/Engineer & Allan Gec, Bishop Fox Alumnus
- BISHOP
»XQedAN kdArx k' AtN NBkeDfgBNAA R A
» weakness against environmental parameters
p

» low bit rate

Share There’s a crack in the foundation of Internet of Things (loT) security, one that affects
35 billion devices worldwide. Basically, every loT device with a hardware random
number generator (RNG) contains a serious vulnerability whereby it fails to properly
generate random numbers, which undermines security for any upstream use.




» t h e opti mal solution: °

RANDOM NUMBER GENERATION BY OBSERVING UNPREDICTABLE QUANTUM
PHENOMENA

where unpredictability is secured by the very same laws of Nature.

Agilent Technologies TUE SEP 19 22:36:40 2017

* The very first example - exploiting the  unpredictability of L 1T T ST ST T
Inspﬁ%md:&r\r/%sM9swe say. uwmumemwhn
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The 1dea behind

p IS to re lace a radioactive source
_ e check the pan of numbero use In atime
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Counter('); 1.5836MHz 0]
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> t h e R and o m P o w e r w ay

A THREE STEP DANCE :

U(x) A
The name of the game is Up —

v

* Electrons and guantum entities in general are not like a

they rather appear as a Q

when they bounce against a [potential] barrier, they can occasionally go
through in an unpredictable way

4
& vy

xV

*gJt NA At dr dr t AnnNAQATR AtN XPfterax NA

electric field, generating a current pulse by impact ionisation

Courtesy of lvan Rech, Politecnico di Milano
\ R RINDOM
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» t h e Random P ower w ay

A THREE STEP DANCE :

The name of the gameis QUANTUM TUNNELING:

% Electrons and quantum entities in general are not like a

rather appear as a m

when they bounce against a [potential] barrier, they can occasionally go
through

they

In an unpredictable way

*gt NA Atdr dr tAnnMNAJAT R
electric field, generating a current pulse

At N XfteraxXx
by Impact ionisation

* By time stamping  the pulses the analysing the time series, we turn

unpredictable occurrence of the pulses into bits
and we embody the principle in a platform of Silicon -based
devices

l‘plll

xV

Agilent Technologies TUE DEC 18 19:05:47 2018
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» T wo notes (1/ 2)

The idea flashed as a genuine act of serendipity, while
studying the properties of Dark Counts in Silicon
Photomultipliers (SIPM)

SIPM may be seen as a collection of binary cells, p -n junctions
operated beyond the breakdown voltage [SPAD], fired when a
photon in absorbed

@ o
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Impact:
73% breakthroughs/

major advances

10* anniversary
celebrations continue
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T w o n ot e s

1. INTRODUCTION

OST reverse biased $-» junctions In silicon have

their avalanche breakdown caused by micro-
plasma effects. Microplasmas are small regions within
the junction,! where a local disturbance of the electrical
field is believed to reduce the breakdown voltage to a
value below the breakdown voltage of the surrounding
uniform junction.?~® As voltage is Increased from low
values microplasma breakdown is generally character-
ized by(random “on—off”’ current ﬂuctuatmso long

as currents remain below a critical value (40 to 120
uh).68

from paper @

from paper
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Fic. 5. Avalanche
current as a function
of time at low tem-
peratures. The group
character of the ava-
lanche pulses is ob-
vious.

PHYSICAL REVIEW

VOLUME 94, NUMBER 4 MAY 15, 1954
Avalanche Breakdown in Silicon
K. G. McKay
Bell Telephone Laboratories, Murray Hill, New Jersey
(Received December 23, 1953)
JOURNAL OF APPLIED PHYSICS VOLUME 35, NUMBER 5 MAY 1964

@

Model for the Electrical Behavior of a Microplasma*

Roranp H. Harrzt
Shockley Laboratory, Clevile Corporation Semiconductor Division, Palo Alto, California
(Received 5 November 1963)

The complex current fluctuations observed in connection with microplasma breakdown can be explained
by a simple model containing two constants: extrapolated breakdown voltage V', and series resistance R,;
and two continuous probability functions: turnoff probability per unit time p10(7) as a function of pulse
current 7 and turn-on probability per unit time po. Experimental methods allowing an accurate measure-
ment of these four quantities are described. The new concept of an extrapolated breakdown voltage V) is
discussed based on two independent measurements: one of secondary multiplication and the other of
instantaneous current, both as a function of voltage. Within the experimental accuracy of 20 mV both
methods extrapolated to one and the same breakdown voltage. The turnoff probability p,0(7) is determined
by a new combination of experimental techniques to cover the current range from 5 to 70 uA with a variation
of 11 decades for p10(7). The observation of a narrow turnoff interval is explained quantitativelv.

OF APPLIED PHYSICS VOLUME 36, NUMBER 10

OCTOBER

1965

Mechanisms Contributing to the Noise Pulse Rate of Avalanche Diodes™

®

Roranp H. Harrzf
Shockley Research Laboratory, Semiconductor Division of Clevite Corporation,§ Palo Alto, California
(Received 16 November 1964)
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FORBES > INNOVATION

the cornerstone of QUANTUM RESILIENCY

Root level, Key generation:

IS Your Digital Security Quantum Random Numbers, providing the
QuantumReSilient? t dft Nr A ANWNA eR XNAAcen[ X Rea

VO  Forbes Technology Council

Dan Yerushalmi Forbes Councils Member

COUNCIL POST | Membership (Fee-Based)

Apr 23, 2024, 08:15am EDT ] Level 1, Key distribution |

Post -quantum Quantum Key Distributions
Key Encapsulation (whether applicable)
Mechanisms

Quantum resilient Encryption Schemes for bulk data sets
[e.qg. AES -256]
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» state -of -play

Three elements of the platform have been developed and will be ready for the market by Q1 2026:
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» state -of -play

THE SINGLE GENERATOR BOARD

p Em——— g Y Dimensions [cm?] 8x3.5

©000 | ‘ | o ;
coom e BJLro | o C o il t No. generators 1 array
it e e P (0000 ;i NP SN 100 kbps

Raw bit stream:

NIST DRBG output NA

(SP800-90 A,B,C)

Control: Xilinx Spartan 7

1/0: USB or bits-on-pin

Power supply: through the USB (5V, 0.5A]

Power consumption: <2.5W

Encryption No

of the bit stream:

Specific Features: « Firmware implemented Real-Time sanity
checks (MONOBIT and RUNS]

« Auxiliary post-processing through a SHA256

function

State of « Completed

development: « Full qualification of 2 Tb through the NIST and

TESTUOQT1 protocols
« Single board control through a GUl or
mini-farm control implementing also the NIST

DRBG procedure (SP800-90 A,B,C]

- !9 3.5¢cm
i % | RINDOM
Main output of the AT TRAULTPhase 1 project (May 2019  -Oct.2020) POIVER



» Both the 64x board and the ASIC go beyond a pure Random Bit
Random bit generator, to make it FIPS

Bootstrap

-140-3* compliant

~C=

Entropy producer

RINDOM
J_IrFPo ER

Entropy consumer

A Deterministic
Random Bit
Generator ( DRBG), as
of the NIST recipe

(Ce=

*reference NIST page: https://csrc.nist.gov/pubs/fips/140 -3/final

Cryptographic Module Validation Program:

Entropy Source Validation:

https://csrc.nist.gov/projects/cryptographic

* Essentially, the True Random Bits
generated by Random Power are used

to seed a NIST approved Pseudo
Random Bit Generator

* when reseeding occurs after EVERY
iteration of the Deterministic machine,
you obtain the highest level of security,
namely Prediction Resistance*

* QUOTING NIST: Prediction resistance
means that a compromise of the DRBG

Internal state has no effect on the security of
future DRBG outputs .

https://csrc.nist.gov/projects/cryptographic

-module -validation -program/cmvp  -flow RINDOM
-module -validation -program/entropy -validations POIVER



https://csrc.nist.gov/pubs/fips/140-3/final
https://csrc.nist.gov/projects/cryptographic-module-validation-program/cmvp-flow
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations

» state -of -play

THE 64 GENERATORS BOARD - Embedding a quad -core ARM processor

20W

31 cm

» v1.0 delivered in July 2023, qualified

» v2.0, product grade, delivered In
September 2024, being qualified

» software architecture under
development

11 cm

Goal of the eATTRAET Phase 2 project (May 2022 -Fall.2023) _k_lR l}ID%OM’_ER



