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w h a t  w e  d o :

Random Power is developing a platform of Silicon based, patent protected, ẌèĆ!¸ÿĆ¶
coin ȒȺȡɳɳǸɶɾẍṞgenerating virtually endless streams of random bits
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there is definitely a hype about Random bit streams, not only fo r cryptograhy & authentication but also for gaming , 
virtual reality , Monte Carlo simulations , Privacy Preservation Procedures and Identity management

row 
scrambling

In the Cryptographic world keys are assembled using

UNPREDICTABLE BIG PRIME NUMBERS

extracted from random bit streams

w h a t  f o r :

to learn more, watch this BBC report:

https://www.bbc.com/future/article/20240704-the-search-for-the-random-numbers-that-run-our-lives
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KEYS BASED ON ALGORITHMS ARE IRREDUCIBLY LIMITED

Random bits ỉ numbers ỉ keys are usually software generated :

an example of linear congruential generator

Fast, cheap & reasonably easy. However:

software Random Number Generation is PSEUDO (PRNG)
code can be bugged
and it may have a BACKDOOR

t h e  p r o b l e m :

1951, John Von Neumann [J. Res. Nat. Bur. Stand. Appl. Math. Series 3, 36 -38 (1951)] 

Anyone who considers arithmetical methods of producing random digits is, of 
course, in a state of sin.
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KEYS BASED ON ALGORITHMS CAN BE VIOLATED

t h e  p r o b l e m :

A catalog of low vulnerabilities form PaloAlto Networks due to LOW ENTROPY
[nice video & text on the technology we (also) offer is here ]

and by ATIS
[Alliance for Telecommunications Industry 
Solutions] 

a 2013 NSA scandal unveiled by the NYT:

https://www.paloaltonetworks.com/cyberpedia/what-is-a-quantum-random-number-generator-qrng
https://atis.org/resources/implications-of-entropy-on-symmetric-key-encryption-resilience-to-quantum/


6t h e  s o l u t i o n :

RANDOM NUMBER GENERATION BY OBSERVING
UNPREDICTABLE NATURAL PHENOMENA (TRNG, for True Random
Number Generators)

François Morellet
Random Distribution of 40,000 Squares using the Odd and Even 
Numbers of a Telephone Directory 1960

more at MOMA, Tate Gallery, Stedelijk Museum in Amsterdam

Open a telephone directory, and read the last digit Flip a coin

http://glee.wikia.com/wiki/File:281735_1342370254 -coin -flip.gif.gif



7t h e  s o l u t i o n :

RANDOM NUMBER GENERATION BY OBSERVING
UNPREDICTABLE NATURAL PHENOMENA

Whatever you do, do it wel l !

Extracting bits from the observation of natural 
phenomena is not trivial and you may suffer from

ẌǪɐȡɅ ǩȡǍɾẍ ǩʳ ʌțǸ ǸɃǩɐǱȡɃǸɅʌ ɐȒ Ǎ ȓɶǸǍʌ ɳɶȡɅǪȡɳȺǸ 
weakness against environmental parameters
Ǎ ɾȡȓɅȡȒȡǪǍɅʌ ẌǍʌʌǍǪȶ ɾʔɶȒǍǪǸẍṞ ǪɐɅǱȡʌȡɐɅȡɅȓ ʌțǸ 
device in use
low bit rate

a 2021 finding on weakness in Randomness 
generation for IoT:



8t h e  o p t i m a l s o l u t i o n :

RANDOM NUMBER GENERATION BY OBSERVING UNPREDICTABLE QUANTUM
PHENOMENA

where unpredictability is secured by the very same laws of Nature.

Inspired by Forrest Gump, we say:

RADIOACTIVE IS AS RADIOACTIVE DOES

The idea behind is to replace a radioactive source
with something safer, more handy, cost effective, simple, robust,
providing sequences of pulses mimicking radioactive decays .

the sequence of detected decays can be used to generate 
random bits with different recipes:

check the parity of the number of pulses in a time 
window
pre -define the time window in a way that is equally 
like to have or not to have a single pulse

The very first example : exploiting the unpredictability of 
Radioactive Decays
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The name of the game is QUANTUM TUNNELING:

Electrons and quantum entities in general are not like a                  but 
they rather appear as a                  :

when they bounce against a [potential] barrier, they can occasionally go 
through in an unpredictable way .

ğțǸɅ ʌțȡɾ ȡɾ țǍɳɳǸɅȡɅȓṞ ʌțǸ Ẍȓțɐɾʌẍ ǸȺǸǪʌɶɐɅ ǸɅʌǸɶɾ Ǎ ɶǸȓȡɐɅ ɐȒ țȡȓț 
electric field, generating a current pulse by impact ionisation

t h e  R a n d o m  P o w e r w a y :

A THREE STEP DANCE :

Courtesy of Ivan Rech, Politecnico di Milano
ṳᶳᶮ ᶪɃ ǪǸȺȺ ɾȡʽǸṴ
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The name of the game is QUANTUM TUNNELING:

Electrons and quantum entities in general are not like a                  but they 
rather appear as a                  :

when they bounce against a [potential] barrier, they can occasionally go 
through in an unpredictable way .

ğțǸɅ ʌțȡɾ ȡɾ țǍɳɳǸɅȡɅȓṞ ʌțǸ Ẍȓțɐɾʌẍ ǸȺǸǪʌɶɐɅ ǸɅʌǸɶɾ Ǎ ɶǸȓȡɐɅ ɐȒ țȡȓț 
electric field, generating a current pulse by impact ionisation

By time stamping the pulses the analysing the time series, we turn 
unpredictable occurrence of the pulses into bits

and we embody the principle in a platform of Silicon -based 
devices

t h e  R a n d o m  P o w e r w a y :

A THREE STEP DANCE :



11This is the PATENTED essence of 

- Italian Patent granted in Sept. 2020
- EU patent granted in 2022
- Japanese patent granted in 2024
- US patent granted in 2025
- Chinese patent granted in 2025
- South Korean patent granted in 

November 2025
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T w o  n o t e s  ( 1 / 2 ) :

The idea flashed as a genuine act of serendipity, while 
studying the properties of Dark Counts in Silicon 
Photomultipliers (SiPM)

SiPM may be seen as a collection of binary cells, p -n junctions 
operated beyond the breakdown voltage [SPAD], fired when a 
photon in absorbed
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1

2

3

3from paper 2from paper 

Our principle is actually a lesson from the past. This 
effect was known since the early days  of the Silicon 
technology development:

T w o  n o t e s  ( 2 / 2 ) :
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v a l u e  p r o p o s i t i o n :

RaP! is providing the cornerstone of QUANTUM RESILIENCY

Root level, Key generation:
Quantum Random Numbers, providing the 
țȡȓțǸɾʌ ȺǸʬǸȺ  ɐȒ ẌǸɅʌɶɐɳʳẍ Ȓɐɶ ȶǸʳ ȓǸɅǸɶǍʌȡɐɅ

Post -quantum
Key Encapsulation 

Mechanisms

Quantum Key Distributions
(whether applicable)

Level 1, Key distribution

Quantum resilient Encryption Schemes  for bulk data sets
[e.g. AES -256]
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s t a t e - o f - p l a y :

Three elements of the platform have been developed and will be ready for the market by Q1 2026:

8 
cm

3.5 cm

A single generator board , for 
qualification and the educational 
market -Development completed

11 cm

31
 c

m

A 64 generator computer on a board, for 
Data Centers  (e.g. simulations & AI training) 
- Product grade hw since Sept.2024

A full custom ASIC for IoT, Authentication, 
gaming&gambling - Engineering run 
completed in June 2024 
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8 
cm

3.5 cm

THE SINGLE GENERATOR BOARD

Main output of the                                              Phase 1 project (May 2019 -Oct.2020) 

s t a t e - o f - p l a y :
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Both the 64x board and the ASIC go beyond a pure Random Bit 

Random bit generator, to make it  FIPS - 140 - 3* compliant

Entropy producer Entropy consumer

Bootstrap

Queries

Output

A Deterministic 
Random Bit 
Generator ( DRBG ), as 
of the NIST recipe

Essentially, the True Random Bits 
generated by Random Power are used 
to seed a NIST approved Pseudo 
Random Bit Generator 

when reseeding occurs after EVERY 
iteration of the Deterministic machine, 
you obtain the highest level of security, 
namely Prediction Resistance*

* QUOTING NIST: Prediction resistance
means that a compromise of the DRBG
internal state has no effect on the security of
future DRBG outputs .

* reference NIST page: https://csrc.nist.gov/pubs/fips/140 -3/final

Cryptographic Module Validation Program: https://csrc.nist.gov/projects/cryptographic -module -validation -program/cmvp -flow

Entropy Source Validation: https://csrc.nist.gov/projects/cryptographic -module -validation -program/entropy -validations

https://csrc.nist.gov/pubs/fips/140-3/final
https://csrc.nist.gov/projects/cryptographic-module-validation-program/cmvp-flow
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations
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Goal of the                                              Phase 2 project (May 2022 -Fall.2023) 

11 cm

v1.0 delivered in July 2023, qualified
v2.0, product grade, delivered in 

September 2024, being qualified
software architecture under 

development

20W
31

 c
m

64 FPGA TDC 
inside with 30 
ps granularity

THE 64 GENERATORS BOARD - Embedding a quad -core ARM processor

s t a t e - o f - p l a y :


