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cesnet About the organization

CESNET (Czech Education and Scientific NETwork)

* A collaboration of Czech public universities (founded in 1996)
e Czech NREN (National Research and Education Network)
* Wide portfolio of services

* Internet access, Identities, Security tools, Multimedia services, ...

* Very active in research activities
* Security and traffic analysis
* Optical networks

* FPGA architectures in networking
* Part of the GEANT association
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.c.:,_e,§net Last year's recap - NDK

* NDK-FPGA repository e NDK-SW repository

e Base to build apps with a e Linux kernel driver
flexible and easy-to-use build e Userspace |ibrary (C and
system Python APIs)

e Many modules in VHDL * DPDK driver

* Robust verification system e Many useful SW tools

(UVM, Cocotb)
e Wide range of supported
FPGA-based NICs
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https://github.com/CESNET/ndk-fpga
https://github.com/CESNET/ndk-fpga?tab=readme-ov-file#requirements-and-supported-fpga-cards
https://github.com/CESNET/ndk-fpga?tab=readme-ov-file#requirements-and-supported-fpga-cards
https://github.com/CESNET/ndk-sw

cesnet Last year’s recap - NDK
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cesnet Network monitoring

* The main NDK application for CESNET
* The goal: to capture communication between two entities

Network packets
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cesnet Network monitoring - how does it work (1/3)

e Tap the communication line(s)
- Passive/active tap to mirror the communication
- Need both directions of communication (request <-> response)

Network packets ,
Network > Network




cesnet Network monitoring - how does it work (2/3)

* Process network data (packets) in the Monitoring probe

- SmartNIC with an FPGA -> packet preprocessing
- SW (IPFIXprobe) -> aggregate packets into flows

Network packets

Network flows
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Monitoring probe



cesnet Network monitoring - how does it work (3/3)

e Distribute flow data

- Collect network flow data
- Provide plugins for specitic needs (storage, detection system, ...)

Network packets

Network flows
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cesnet Monitoring Probe

&

Monitoring probe

|pf|xprobe

Open-source IPFIX probe SW

Server FPGA SmartNIC Linux (+drivers)


http://github.com/CESNET/ipfixprobe

cesnhet Flow records

 Src/dst IP address

 Src/dst port number

 Layer 4 protocol

e Time of the 1st and last packet

* Number of bytes and packets transferred

SRC IP DST IP SRC port DST port Protocol TS first TS last

10.0.0.1 10.0.0.2 54123 80 TGP 10.023 12.432 1231 S}
10.0.0.2 10.0.0.1 80 54123 TCP 10.101 13.156 10134 10

10.1.23 10.3.8.15 45641 23 UDP 12.141 12.141 88 1




cesnet Packet preprocessing on an FPGA

* Timestamping
* Packet header parsing

. Ethernet, VLAN, IP, TCP, ... /*>
e Traffic distribution to queues
(RSS) Firmware

(magic)

e Filter traffic of interest

PCle

N

metadata + packets




cesnet NDK framework

Generic FPGA card

j FPGA with NDK firmware
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cesnet Timestamping

Generic FPGA card

FPGA with NDK firmware
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g_:egnet
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_c_:__e_§net Data buses

AXl4 / Avalon Stream bus Multi-Frame Bus (MFB)
* Each packet aligned to the * Packet alignment is configurable
beginning of the word * Can contain multiple packets in
* Max one packet in each word each word
Scaling bus width is not ideal Easy to scale bus width
Worse for increasing throughput Great for increasing throughput

L. Kekely et. al., "Multi Buses: Theory and Practical Considerations of Data Bus Width Scaling in FPGAs," DSD 2020, pp. 49-56, doi: 10.1109/DSD51259.2020.00020.
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https://doi.org/10.1109/DSD51259.2020.00020

cesnhet Packet + TS + Ifc+Application

Generic FPGA card
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cesnhet

Configuration

* Timestamping

The inside of the Application

* Packet header parsing ST
<« —<
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e Filter traffic of interest — e
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e Traffic distribution to
queues (RSS)

Ml splitter
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cesnet Packet header parser

* Process multiple packets per clock cycle
* Meet timing constraints (~200 MHz)

——» Ethernet» | VLAN » +» IPvd |—{ }—» TCP
Q) | | 1 1
| at
i B @_—»Ethernet—» QL VLAN (> @ IPv4 —»{ 2> TCP
_’ 6.  — T;.-_ 1 -é-  — @_  —
4g’_—»Ethernet—b 5 —» VLAN 5 —» IPvd & » TCP
C 1 1 1 1 1 1 1 1 1 1 1 1
——» Ethernet» » VLAN —» |+ IIPvd —» —» TCP
Extracted Extracted Extracted Extracted
data data data data

Source: Cabal et al., Configurable FPGA Packet Parser for Terabit Networks, FPGA 2018. https://doi.org/10.1145/3174243 .31742560



https://doi.org/10.1145/3174243.3174250

cesnet Packet header parser - the inside

* Pipeline of Simple Protocol Analyzers

- Processes max 1 packet per clock cycle
- Extracts data from a single specific protocol header
- Input: packet data, protocol type, offset of the current header,

and number of words from start
- Output: type of the next expected protocol, offset of the next

header start, extracted protocol data
* Each Simple Protocol Analyzer consists of

» A Common logic block
» Protocol logic



cesnet Packet header parser - Protocol Analyzer

e Common block
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Source: Cabal et al., Configurable FPGA Packet Parser for Terabit Networks, FPGA 2018. https://doi.org/10.1145/3174243.3174256
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cesnet

Packet filter

e Configuration - filter rules are made of:

+ keys: VLAN TCI, Src/Dst IP addr + mask, Src/Dst Port, ...

- actions: Drop, Mark, Redirect

e TCAM (Ternary Content Addressable Memory)

- Ternary = each bit can store one of three states: 0, 1, X

- Input: search key
- Output: address of the matched entry

key, key mask

Configuration

action

i

Match
data

(Key)
— TCAM

Matched
address

BRAM

Matched
action
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ceshet Queue distribution

* Receive Side Scaling (RSS)

- related packets are
distributed on identical

——————————————————————————————————————————————————————————————————————————————————————
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cesnet Receive Side Scaling (RSS)

e How it works
a. Hash vector is created
b. Hash is calculated from .
the Hash vector e
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g_:sgnet Output finalization

e Data Export module
- Drop packets

+ Trim/drop payload (metadata + N bytes / only metadata are sent)
- Prepend metadata

- Merge with CTT Export packets

Metadata insertor

MFB

MVB | . DMA
—» Dropper —>» Trimmer ——» Extender —» Editor ——>




ceshet Conclusion

* Network monitoring

* Tap lines, aggregate packets into flows, distribute
* Preprocessing in the FPGA using NDK

* Parse -> filter -> distribute

* Multi-buses
 NDK applications to try out
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https://dyna-nic.com/

gegnet
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Thank you for your attention!
Checkout our GitHub

kondys@cesnet.cz E



https://github.com/CESNET/ndk-fpga

ceshet The Flow record ordering problem
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cesnet Time(stamp) synchronization

* White Rabbit Switch in the server room
- Pull out the precise 1 PPS signal
- Connect it to the SmartNIC
. Connect it in the FPGA to the TSU e =]

e Does it work? 1 PPS signal
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