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Quantum Random Number 
Generators (QRNG) exploit 
randomness from physical sources.

Raw output is often strongly biased 
(single-photon detector).

Cryptographic systems require 
provably unbiased bits.

Motivation

Elias Algorithm
1) All N-bit sequences with k ones are equiprobable:

2) Generate N+1 sets 𝑺𝒌 of 𝑃𝑘  equiprobable sequences, each one containing 𝑀𝑘 = 𝑁
𝑘

 elements.

3) Enumerate the N-bit strings [𝑖1𝑖2 … 𝑖𝑁] within each set:

4) Considering 𝑄 = 𝑙𝑜𝑔2𝑀  +1, find the binary representations of M=[𝑚𝑄𝑚𝑄−1 … 𝑚0] and 

X=[𝑥𝑞𝑥𝑞−1 … 𝑥0]

5) Associate an output string O=[𝑥∗𝑥∗−1 … 𝑥0] to each sample within the sets, by applying 𝑡𝑗 = 𝑚𝑗⨁𝑥𝑗 

with 𝑡∗+1 being the most significant non-zero bit.

Firmware

Results
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Firmware

𝑃𝑘 = 𝑝𝑘(1 − 𝑝)𝑁−𝑘
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Deterministic

Unbiased Output

Variable Rate

Exponential scaling 𝟐𝑵 

Analytic implementation

Sequence
Counter

N-bit sequence IDLE COUNT

FIND

valid

k!=0
end

N: input sequence length
𝑲𝒎𝒂𝒙: maximum k 
implemented
𝑴𝒌: binomial coefficients
∆𝒕𝒔: single-state latencies
𝑵𝒐𝒖𝒕: maximum output 
length

Parameters

Sequence
Identifier

Sequence Counter (FSM)
Compute k: count the number of 1 in N-
bit sequence and find their positions 𝑖 .

Latency [clk]: 𝑘 + 2
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Sequence Identifier (FSM)
Compute X: derive corresponding label 
X based on k and 𝑖1𝑖2 … 𝑖𝑘.

Each state 𝑆 calculates the 

corresponding polynomial 𝑋𝑠 =
𝑁−𝑖𝑗

𝑘−𝑗+1
 

with 𝑗 = 1, . . , 𝑘 and has a fixed latency 
∆𝑡𝑠 = 𝑠 + 2

Latency [clk]: 
1

2
𝑘2 +

7

2
𝑘

Output Generator
Find Output: compute 𝑇 = 𝑀 ⊕ 𝑋 and 
derive output O together with mask for 
selecting its valid bits.

Latency [clk]: 2

Sequence
Identifier

Output Mask

Total Latency [clk]: 
1

2
𝑘2 +

9

2
𝑘 + 4

Identifier Polynomials

Constant coefficients hardcoded in firmware, partial sums synchronized to infer usage of DSP 
registers and achieve timing closure for N>64.

𝑿𝑵
𝟏 𝒊 = 𝑵 − 𝒊

𝑿𝑵
𝟐 𝒊 =

𝟏

𝟐
𝒊𝟐 − 𝟐𝑵 − 𝟏 𝒊 + (𝑵𝟐 − 𝑵)

𝑿𝑵
𝟑 𝒊 =

𝟏

𝟔
−𝒊𝟑 + 𝟑 𝑵 − 𝟏 𝒊𝟐 − 𝟑𝑵𝟐 − 𝟔𝑵 + 𝟐 𝒊 + (𝑵𝟑 − 𝟑𝑵𝟐 + 𝟐𝑵)

𝑿𝑵
𝟒 𝒊 =

𝟏

𝟐𝟒
𝒊𝟒 − 𝟒𝑵 − 𝟔 𝒊𝟑 + 𝟔𝑵𝟐 − 𝟏𝟖𝑵 + 𝟏𝟏 𝒊𝟐 − 𝟒𝑵𝟑 − 𝟏𝟖𝑵𝟐 + 𝟐𝟐𝑵 − 𝟔 𝒊 + (𝑵𝟒 − 𝟔𝑵𝟑 + 𝟏𝟏𝑵𝟐 − 𝟔𝑵)

𝑿𝑵
𝟓 𝒊 =

𝟏

𝟏𝟐𝟎
[−𝒊𝟓 + 𝟓𝑵 − 𝟏𝟎 𝒊𝟒 − 𝟏𝟎𝑵𝟐 − 𝟒𝟎𝑵 + 𝟑𝟓 𝒊𝟑 + 𝟏𝟎𝑵𝟑 − 𝟔𝟎𝑵𝟐 + 𝟏𝟎𝟓𝑵 − 𝟓𝟎 𝒊𝟐 − 𝟓𝑵𝟒 − 𝟒𝟎𝑵𝟑 + 𝟏𝟎𝟓𝑵𝟐 − 𝟏𝟎𝟎𝑵 + 𝟐𝟒

                          +(𝑵𝟓 − 𝟏𝟎𝑵𝟒 + 𝟑𝟓𝑵𝟑 − 𝟓𝟎𝑵𝟐 + 𝟐𝟒𝑵)]
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Algorithm
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Serdes
Vivado IP: High Speed 
Select IO

Processes LVDS pinned 
signals and returns 8 
parallel bits.

Serialization factor = 8
serdes_clk = 125 MHz

FIFO
Vivado IP: FIFO Generator

Synchronizes data phases from 
different clock domains.

Native, FWFT, W = 8, D = 512 
read_clk=serdes_clk
write_clk=main_clk

Veto
Custom Logic

Discards veto_width bytes after 

first rising edge is detected, to take 
into account the detector’s deadtime.

veto_width= set from VIO.
II=1, variable latency.

De-serializer
Vivado IP: AXI4-Stream Data 
Width Converter

Stacks 128 bytes into a single 
1024b word for Elias input.

IN: 8b, OUT: 1024b
Latency: 128 clk

Input Packer
Custom Logic

Handles AXI-Stream packages with 
enable; valid/last signal generation.

IN: 1024b, OUT: 128b

Output Packer
Custom Logic

Handles AXI-Stream packages with 
enable; valid/last signal generation.

IN: 128b, OUT: 128b

XDMA
Vivado IP: DMA for PCIe

Drives input/output data 
on host server for offline 
analysis.

PCIex4, 5 GT/s
128b @ 125 MHz = 
main_clk, 16Gpbs

2 Read Channels:
Ch_0 = elias input
Ch_1 = elias output

VIO

Handles enable for DMA data 
acquisition, raises k_flag if 
𝑘 > 𝑘𝑚𝑎𝑥.

Design LUT FF CARRY8 BRAM DSP

Serdes 17 25 0 0 0

FIFO 1 0 0 0.5 0

Veto 266 316 17 0 0

XDMA 15132 19837 403 38 0

De-serializer 69 1164 7 0 0

Input Pack. 687 1360 9 0 0

Output Pack. 47 212 4 0 0

ILA 3547 7100 107 39 0

VIO 100 231 0 0 0

Elias Algorithm 7849 4007 430 0 109

Full Firmware 28146 (36%) 35080 (22%) 984 (10%) 77.5 (53%) 109 (18%)

Artix Ultrascale+ 77760 155520 9720 144 576
Rate R(p) over Entropy H(p) as a 
function of p for different N.

Elias algorithm latency as a function of 
k.

Elias algorithm resource usage as a 
function of N, on Artix Ultrascale+.

Asynchronous data taking on classical electronic noise. Input strings: random p and k, with no control on k < 𝑘𝑚𝑎𝑥 . Output 
strings: unbiased, uncorrelated, variable length, low throughput due to 𝑘 = 0, 𝑘 > 𝑘𝑚𝑎𝑥 . 
Mean Input Bias = 0.3 ± 0.1, Mean Output Bias = 0.49 ± 0.01, Mean Throughput = 0.047 Gbps

Asynchronous data taking on synthetic random strings with p=0.001. Input strings: random, with k < 𝑘𝑚𝑎𝑥 . Output strings: 
unbiased, uncorrelated, variable length and random throughput. 
Mean Input Bias = 0.001 ± 0.0001, Mean Output Bias = 0.503 ± 0.001, Mean Throughput = 1.169 Gbps
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• Total Input Interval = 1 
allowing for streamed 
input data.

• Sequential computation 
due to de-serializer II=128.

• Deterministic latency; 
possibility of increasing 
increase of 𝑘𝑚𝑎𝑥 .

• Proven unbiased output.
• Few resources used; further 

compression removing ILA 
and VIO after testing.

• Algorithmic efficiency: 
throughput reduction from 
16 to 1 Gbps.

• Random output rate.

Conclusion
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