Single-photon Biased bits Extractor Uniform bits
detector (raw output) (Elias algorithm) (output)
Quantum Random Number .- Y
. 00000000100100000... 0101101001101011...
Generators (QRNG) ex.pI0|t 00000000010001000... 1011001010110100... - - -
randomness from physical sources. 00000001000000010... 0011010110011010... data[7:0] data[7:0] data[7:0]
. . 00000000100000000... 1100101101011001... o~ Serdes Veto De-serializer
Raw output is often strongly biased 00000000001000000... Deterministic 0110100110101101... ' €-Serialize
(single-photon detector). : SDUgRY-Cxbaztar : __A A

- / / serdes_clk serdes_clk  main_clk main_clk

S
- ==
-

Cryptog 'a ph|C SyStemS requ ire [ Quantum process ] [ Strongly biased ] [ Deterministic ] [ Provably unbiased ]

provably un biased bits. (photons) (i.i.d., unknown bias) No additional randomness (i.i.d. uniform bits) - ~

AXl stream ch_0 Input
packer
A

main_clk

data[N_out:0]
AXI| stream ch_1 OUtpUt mask[N_out:0]

packer
1) All N-bit sequences with k ones are equiprobable: P, = p*(1 — p)N-* A

main_clk main_clk

2) Generate N+1 sets S, of P, equiprobable sequences, each one containing M, = (’Z) elements.

k

N —i;
. . . . . L . (k) ;. - N J
3) Enumerate the N-bit strings [i;i, ...iy] within each set: Xy (i1, lg, ) ig) = z (k iy 1) Serdes FIFO Veto
= Vivado |P: High Speed Vivado IP: FIFO Generator Custom Logic
4) Considering Q = |log,M] +1, find the binary representations of M=[m,m,_, ...m,] and Select 10

X=[xgxq_1 ... 0]

Processes LVDS pinned Synchronizes data phases from | Discards veto_width bytes after

5) Associate an output string O=[x,x._; ... x,] to each sample within the sets, by applying t; = m;®x; signals and returns 8 different clock domains. first rising edge is detected, to taI§e
with t,,, being the most significant non-zero bit. parallel bits. into account the detector’s deadtime.

Native, FWFT, W=8, D =512
©

Serialization factor = 8 read clk=serdes clk veto width= set from VIO.
| Unbiased Output

serdes clk =125 MHz write clk=main clk lI=1, variable latency.
Variable Rate
Exponential scaling 2V

Analytic implementation

XDMA De-serializer Input Packer
Vivado IP: DMA for PCle Vivado |IP: AXl4-Stream Data Custom Logic
Width Converter

Handles AXI-Stream packages with
Drives input/output data ] Stacks 128 bytes into a single enable; valid/last signal generation.
on host server for offline | 1024b word for Elias input.

IN: 8b, OUT: 1024b
Latency: 128 clk

Output Packer
Custom Logic

PClex4, 5 GT/s
128b @ 125 MHz = VIO

main_clk, 1GGP'b5 Handles AXI-Stream packages with
2 Read Channels: Handles enable for DMA data enable; valid/last signal generation.

Ch_0 = elias input acquisition, raises k_flag if
ch_1 = elias output k> kmax- IN: 128b, OUT: 128b

ol o| || w| | o =] || e|o| o]~ | wo||

O =] ba|ea| k]| on| | ~1| 0| | O = | b3| o x| O]

Parameters

N: input sequence length
K., .. maximum k
implemented

M, : binomial coefficients
At,: single-state latencies
N ,,:: Maximum output

Sequence Counter (FSM)
Compute k: count the number of 1 in N-
bit sequence and find their positions i .

Ie n th Classical Noise Autocorrelation Score Classical Noise Bias Classical Noise throughput

Late nC y [CI k]: k + 2 . ® Input mean: 0.310 +- 0.101 A B Mean throughput: 0.047 Gbps

m Output mean: 0.493 +- 0.010
*? — Unbiased

Sequence Identifier (FSM)
Compute X: derive corresponding label
X based on k and i;i, ... 0.

Each state S calculates the
corresponding polynomial X* = (k’::fl

with j = 1,..,k and has a fixed latency
Aty = s + 2 Asynchronous data taking on classical electronic noise. Input strings: random p and k, with no control on k < k;;,4,. Output
strings: unbiased, uncorrelated, variable length, low throughput due to k = 0, k > k-

Latency [clK]: %kz + %k Mean Input Bias = 0.3 + 0.1, Mean Output Bias = 0.49 + 0.01, Mean Throughput = 0.047 Gbps

0 T T T T T T T T T
) —0.015 —-0.010 —0.005 0.000 0.005 20 30
Score Cjfo; N transactions Elias throughput [Gbps]

O ut p ut G e n e ra to r Random Strings Autocorrelation Score Random Strings Bias Random Strings throughput

® Input mean: 0.001 +- 0.000 b B Mean throughput: 1.169 Gbps

Flnd OUtpUt: Compute T=M @ X and | | ™ Output mean: 0.504 +-0.001
derive output O together with mask for | T
selecting its valid bits.

, 1

Latency [clk]: 2 1 4 03 1

——t 1El ]
il

Identifier Polynomials - 111

ConStant coeffiCients hardCOdEd in fi rmwa re’ partial Sums SynChroniZEd to infer usage Of DSP —0.6008—0.6006—0.(2;004—0.(;002D.O(I)OO 0.0602 0.0604 D.G(I)()ﬁ D.OIII)OE ' I I 2|0 3|0 I I _1.1600 11625 1.1650 1.1675 11700 11725 1.1750
registers and achieve timing closure for N>64.

Score Ci/g; N transactions Elias throughput [Gbps]
XL =N—i Asynchronous data taking on synthetic random strings with p=0.001. Input strings: random, with k < k,,4,. Output strings:
unbiased, uncorrelated, variable length and random throughput.
Mean Input Bias = 0.001 £+ 0.0001, Mean Output Bias = 0.503 + 0.001, Mean Throughput = 1.169 Gbps

X3 = % [i2 — (2N — 1)i + (N? — N)]

1
X3 = ‘ [-i® +3(N —1)i%? — (3N%? — 6N + 2)i + (N — 3N? + 2N)]

L [i4 - (4N = )i + (6N? — 18N + 11)i2 — (4N° — 18N% + 22N — 6)i-+ (N* — 6N° + 11N% — 6)] ~ Design  LUT  FF CARRYS  BRAM  DSP
5. 1 _ _ _ Serdes 17 25 0 0
Xy =0 [—i® + (5N — 10)i* — (10N? — 40N + 35)i® + (10N3 — 60N? + 105N — 50)i* — (5N* — 40N + 105N? — 100N + 24)
+(N> — 10N* + 35N% — 50N? + 24N)] Total Input Interval = 1 FIFO 1 0 0 0.5
allowing for streamed Veto 266 316 17 0

| _ | input data.
Algorithm latency Elias Algorithm Resources (xcaul5p) Sequential Computation XDMA 15132 19837 403 38

—— Theory 4 —— W7

o Measures —~— FF due to de-serializer 11=128. De-serializer 69 1164 7

| == wn Deterministic latency;
possibility of increasing Input Pack. 687 1360 9
increase of k., Output Pack. 47 212 4
Proven unbiased Ol:ltput. ILA 3547 2100 107 39
Few resources used; further
compression removing ILA VIO 100 231 0 0

and VIO after testing. Elias Algorithm 7849 4007 430 0 109
Algorithmic efficiency:
hreuEE e 1 e Full Firmware 28146 (36%) 35080 (22%) 984 (10%) 77.5(53%) 109 (18%)

16 to 1 Gbps.
Rate R(p) over Entropy H(p) as a Elias algorithm latency as a function of Elias algorithm resource usage as a Random oEtput rate. N T ——— 77760 155520
function of p for different N. k. function of N, on Artix Ultrascale+.
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