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Overview
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• Facility
○ Two data-center rooms
○ 150KW UPS + 15 min. of power backup and 

220KW Isolation transformer
○ Dedicated Fire Suppression System
○ 17TR centralized + 11TR in-Row cooling

• Hardware
○ 18 Racks, more than 300 servers
○ 2U Twin configuration compute nodes
○ 4U - 53 storage nodes with RAID 6
○ 2 disk servers are gone bad
○ 3 GPU nodes (with 8 x Nvidia v100 card and 

additional 12 different cards)
○ All are dual stack compatible

• Network:
○ 2 x 10 Gbps WAN Link (sharing with VECC T2 grid)

Storage node

Compute node

Firewall and switches
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Historical disk utilization

Almost 100% utilization

● Total Disk space: 11PB
● Available disk space: 3PB Sufficient 

storage is 
available

Yr. 2021 - 2022

Yr. 2023 - 2024
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Current Disk Space Usages
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● Current appearing 
storage is 10.45 PB

● 550 TB is missing due to 
the two server failures

● Services are running fine 
on remaining 51 storage 
servers.

● Nearly 15 storage 
servers are required to 
be replaced
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*TB: Tera Byte **TR: Ton of Refrigeration

Site Capacity
Local T3

• Dedicated T3 condor cluster 
for user analysis

• Total 2000 Job slots

• Single entry points

• ~600 TB Dedicated storage

• Dedicated GPU resources
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Federation Year

Storage CPU Available 
Cooling 
(TR)**Pledge (TB)*

CMS % 
req.

Pledge
(CPU 

cores)

CMS % 
req.

T2 2024-26 11000 ~ 7.70% 14000 ~ 6.41% 28TR

T2 2022-23 11000 ~ 11% 14000 ~ 11% 28TR

T2 2021 11000 11.96% 14000 13.08% 28TR

T2 2020 3000 6.41% 3500 3.50% 28TR

T2 2019 3000 3.85% 3000 3.50% 28TR
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Challenges and updates

● Interrupted fundings (grid project is approved for next 5 years)

● Old hardwares are demanding an upgrade

● Limited manpower

● Vulnerability mitigation in network and servers

● Improving monitoring

● Continuously working on security enhancement
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Security tightening

● Server Level

○ ssh-key based login from trusted sources

○ Security hardening at kernel level

○ Enhancement of firewall policies

● Network Level

○ Betterment of network policies for both ingress and egress traffic

○ Disabling of less security protocols and access via secured protocol

○ Maintaining of latest stable firmware
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Monitoring - SIEM agent
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Monitoring - SIEM agent
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Monitoring - Services
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Monitoring - Logs
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Monitoring - custom event definitions
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Email Alert
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Summary

● Replacing the old hardwares will improve site AR

● Getting the AMC and vendor support may fulfill the gap of skilled 

manpower requirement

● Continuous enhancement in security hardening

● Pushing the site in Production is the main priority
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Thank You !
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