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Scenario (I)

• Actors
 OSCT member on shift called

 SfE-A, SfE-F
 ROC Security Officers

 SfE-B, SfE-C, SfE-D
 External user

 U-E

• The real-time status board
 Place where information related a problem would be

shared

• Malicious patterns or hosts
 P1 -> Evil Host attacking and trying to get access in

EGEE infrastructure
 P2 -> Suspicious file found on a compromised box
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Scenario (II)

• U-D sends a complaint/warning to EGEE-CSIRT
 Got some strange flows
 Got a compromised box where he/she discovers source of

the attack (P1) and possible targets
• SfE-A takes the report and starts studying, and looking for

related reports
• SfE-A finds a report with P2

 P2 was a back-door for P1
• A heads-up is sent to EGEE CSIRTS with P1 and P2

 SfE-B replies with no relevant information
 SfE-C replies and confirms, it’s affected

• SfE-A and SfE-C share information to fix the problems by the real-
time status board

• SfE-D has a late reply, confirming it’s probably infected
 So SfE-D gets access to the real-time status board
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Scenario (III)

• SfE-A gets sick, so SfE-F takes over the problem

• SfE-D after checking, it sees not infected
 So no longer rigths for real-time status board

• Incident is contained and resolved
• SfE-F updates the "real-time status board" with all

sensitive details (possibly private information), which is
available to all involved sites (here: only SfE-C)

• SfE-F post a summary report without sensitive
information

• SfE-F resolve the ticket
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Scenario (IV)

• Features asked to a tool for handling our case
study
 No sensitive information has been sent to (and

leaked from!) mailing list.
 Coordinators received much less requests
 A clear status of the incident was available at all

time to all involved sites by the real-time status
board

 Sites that joined the incident later had immediate
access to the archive as well as a real-time status,
without having to question the coordinator
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What is RTIR? (I)

• A tool for incident handling

• Design for IRT workflows.

• Based on Request Tracker RT
(http://www.bestpractical.com)

• What we wanted to do?
 Allow an IRT staff to manage increasing workload

effectively

 Be easily extensible

 Meet needed features for IRT

 Care of confidentiality

 …
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What is RTIR? (II)

• Why?

 Increasing volume of incidents

 Requirement for multiple person triage

 System struggling to cope

 Need to increase resilence

 Increase automation

 Allow several levels of helpdesk

 No tools for IH
 Status now not too different
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What is RTIR? (III)

• Structure
 Incident Report

 Someone has a complaint of our constituency

 Investigations
 IRT attempts to get the root of the problem

 Blocks
 Track network level intervention against threat

 Incidents
 Ties it all together. May have many related

incident reports, investigations and blocks.
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What is RTIR? (IV)

• Structure
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Using RTIR in our scenario (I)

• U-D sends a complaint/warning to EGEE-CSIRT
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Using RTIR in our scenario (II)

• SfE-A takes the report and starts
studying, and looking for related reports
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Using RTIR in our scenario (III)

• SfE-A finds a report with P2
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Using RTIR in our scenario (IV)

• If RTIR is connected to GOCDB, it could give info related to
that IP
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Using RTIR in our scenario (V)

• A heads-up is sent to EGEE CSIRTS with P1
and P2

An Investigation has been launched for keeping track the Heads-up



19

Using RTIR in our scenario (VI)

• SfE-B replies with no relevant information
• SfE-C replies and confirms, it’s affected

• SfE-A opens a new investigations for SfE-C
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Using RTIR in our scenario (VII)

• SfE-A and SfE-C share information to fix the
problems by the real-time status board
 SfE-A would modify the ACLs for giving to SfE-C

enough rights to get access into the incident.

• SfE-D has a late reply, confirming it’s probably
infected
 So SfE-D gets access to the real-time status board
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Using RTIR in our scenario (VIII)

• SfE-A gets sick, so SfE-F takes over the
problem

• SfE-D after checking, it sees not infected
 So no longer rigths for real-time status board
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Using RTIR in our scenario (IX)

• Incident is contained and resolved
• SfE-F updates the "real-time status board" with all sensitive details

(possibly private information), which is available to all involved sites
(here: only SfE-C)

• SfE-F resolve the ticket
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RTIR offering to OSCT

• Archiving
 Each issue/complaint/behaviour is stored in the DB

• Searching
 By Customer
 By IP/NetRange
 …
 By everything which is saved in the DB

• Association of incident and users from GOCDB
 Even this would be able to be automated

• An acknowledge database
 RTIR is linked to RTFM

• Allows to run multiple constituencies
 Several teams can use same infrastructure



25

Edificio Bronce
Plaza Manuel Gómez Moreno s/n
28020 Madrid. España

Tel.: 91 212 76 20 / 25
Fax: 91 212 76 35
www.red.es

¿¿¿Questions???


