Finding More Information: https://scitags.orqg

Scientific network tags (scitags) is an initiative promoting
identification of the science domains and their high-level

Code scitags . org activities at the network level.

It provides an open system using open source technologies that helps

Network Flow and Packet Marking for Research and Education (R&E) providers in understanding how their networks
Global Scientific Computing are being utilised while at the same time providing feedback to the scientific
community on what network flows and patterns are critical for their
[ View On ] [ann\aad ] E Join ; computing.
GitHub ech. Spec| fcitags.or

Our approach is based on a network tagging mechanism that marks
network packets and/or network flows using the science domain and
activity fields. These tags can then be captured by the R&E providers and
correlated with their existing netflow data to better understand existing

.
B e Presentations

The initiative offers an open collaboration on the research and
development of the packet and flow marking prototypes and works in
close collaboration with the scientific storage and transfer providers to

H enable the marking capability. The project is currently in the
e C n I Ca p e C prototyping phase and is open for participation from any science domain
that require or anticipate to require high throughput computing as well as
any interested R&E providers.
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Upcoming and Past Events

.

March 2022: LHCOPN/LHCONE workshop

November 2021: GridPP Technical Seminar (slides)

November 2021: ATLAS ADC Technical Coordination Board
October 2021: LHCOPN/LHCONE workshop (slides)

September 2021: 2nd Global Research Platform Workshop (slides)

Hosted on GitHub Pages — Theme by orderedlist

.

.



https://www.google.com/url?q=https://scitags.org&sa=D&source=editors&ust=1758786656819493&usg=AOvVaw3fwjdSuCxBileBoM3Mt3kv

Current Status: Experiments

CMS

= Fireflies enabled in production at
= CERN, UCSD, UNL, Caltech, Wisconsin, Purdue, Florida, UK (RAL, Brunel, QMUL)

= There is a CMS-wide campaign underway to deploy fireflies, with agreement to
enable them at all CMS sites running xrootd/EQOS.
= Flow labelling from compute/worker nodes
= Agreed with CMSSW developers to update relevant components

ATLAS
= Fireflies enabled at CERN EOS ATLAS production since January
= An ATLAS campaign is pending support in dCache, which remains a major
concern for ATLAS as many sites use it

Validations and Capability Data Challenges have been discussed with all WLCG
experiments.



Current Status: Experiments

ALICE
= Fireflies enabled at CERN EOS ALICE production since DC24
= Plans are open for wider deployment, mainly at ALICE US and UK sites.
= Interested in detailed TCP metrics for site profiling
= Site-level collectors and data aggregation at the site level has been discussed

LHCDb
= Enabling fireflies support in DIRAC has been developed
= PR ready to be merged, deployment to follow once released
=  CERN will enable fireflies for LHCb as soon as this is supported. Other sites
depend on dCache support

Beyond WLCG: SKA, Belle Il, Vera-C.-Rubin, etc
= Most of these communities share the same tooling (Rucio/FTS) and could adopt
the technology relatively easily
= Looking for opportunities to discuss also with other communities (new tooling)



Current Status: DDM & Storages

DDM:
= Rucio (from 32.4.0) and FTS/gfal2 from 3.2.10/2.21.0
= DIRAC - PR under review - works with FTS the same way as Rucio

Storages:
=  XRootD provides Scitags implementation (from 5.0+)
= EOS provides Scitags support from 5.2.19+
= StoRM provides Scitags support from 1.4.3+
= In production at CNAF for all supported experiments
= dCache firefly support released in 11.0
= Includes full support, i.e. both XRoot and HTTP protocols, usage sent/received, storage
access stats (latencies, read/write fractions) - waiting for golden release 11.2
= flowd-go 2.2.0 (3.0 in preparation) - service that provides packet marking (via IPv6 flow label
or IPv6 extension headers) capability for all supported storages.

DIRAC and dCache are two remaining major developments in DDM and storage technologies.
We have been also involved in discussions with Pelican team.


https://www.google.com/url?q=https://xrootd.slac.stanford.edu/doc/dev54/xrd_config.htm%23_Toc88514010&sa=D&source=editors&ust=1758786657425788&usg=AOvVaw2Le91yi78rSEui3C7WhBIX
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Collectors

Collectors:

Currently focused on collection and processing of fireflies
Production collectors now at ESnet and GEANT

= Data exchange between the two uses public Kafka bus operated by ESnet
Subscriptions to topics will also become available

On-the-wire collectors (flow label/extension headers):

= Explored possibility to read-out flow labels in various different network equipment
(mainly via sFlow)

At SC24 demonstrated some of this functionality using inMon framework
BNL and UCSD were interested to explore this further
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New Scitags Dashboards

Home > Dashboards > Scitags Network Flows

Bins | 1h ~ Source Site CERN-PROD X X v Source Net Site All X X v Dest Site All x X v Dest Country

Dest Tier Al x X v Dest Net Site = All vo All x X v Activity All X X v Application All x X v

Group By = experiment -

Scientific Network Tags
Menu: Overview | Interfaces | Sites | Regionals | Transatlantic | LHCOPN | Scientific Network Tags

This dashboard shows statistics related to flows marked with Scientific Network Tag (scitags) and sent to the ESnet firefly collector.
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New Scitags Dashboards

Home > Dashboards > Pool Node Performance per Site (OpenSearch) Q search... ek +v | O | @
w Edit Export v

Bins 1h ~ Experiment All x X v Activity All X X v Src Site CERN-PROD x X v Dst Site Al x X v Source Net Site Al x X v Dst Net Site All x X v ® Last7days UTC v @ O Refresh v

filters | 7 Filter by label values
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New Scitags Dashboards

Bins | Th v | Experiment Al X X v | Activity Al X X v | SrcSite CERN-PROD X  x v | DstSite = Al X x v | SourceNetSite Al X x v | DstNetSite Al X X v @ last7days utc v @  Q Refresh v

fiiters | 7 Filter by label values
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Packet Marking Demo

During Supercomputing 24 in Atlanta, we demonstrated a
number of aspects of our packet and flow marking work.

@D ESNet-CERN SciTags (IPv6 Flow Labels)
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