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VOMS and Authorisation

• Obtain grid-certificate from CA
• Request VOMs proxy certificate
• Access AMI using this certifcate
• User authenticated using 

TrustManager
• Authorisation achieved 

depending on user task 
mapping correctly from their 
VOMS group/role to their 
registered user role within AMI

• This poses a problem for AMI



Problems with VOMS and 
possible solutions

• The main search interface for AMI is browser 
based

• Browsers at the moment cannot handle proxy 
certificates

• There are many possible solutions:
– Mod_gridsite – this method fetches lists of DNs from 

the VOMS system per group/role
– MyProxy – this method allows for the storing of proxy-

certificates on a remote server

• A purely Java/Tomcat prototype has been 
developed 



Java VOMS solution

• The Java VOMS solution briefly 
consists of the following steps:

1) The grid user authenticates themselves 
to AMI (web app.) using a grid 
certificate

2) AMI allows the user to launch a Java 
web start application to create a 
VOMS proxy

3) The user chooses the x509 certificate to 
be sent to the VOMS server

4) The VOMS server sends back a VOMS 
proxy certificate to the W.S  
application

5) Using Axis set up in Tomcat the VOMS 
proxy file is uploaded to the server via 
a secure web service attachment

6) A proxy delegation service is available 
on the server  

               7) The users VO, group and role   
            can be  extracted from the    

proxy and used for           
authorisation purposes
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VOMS Authorisation

Java servlet created to extract
 group/role from VOMs proxy

 VO, group and role

 Grid certificate must 
be loaded into browser
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Authorisation and DNs

Add DN information 
here
for authentication

• In the local authorisation mechanism the rights of a user can be defined per 
  command or entity as you can see in this database Entity-Relationship diagram
• Authentication can be expanded to check  against a registered users DN. 
• And a users rights can be dynamically calculated against their registered 
  AMI_VOMs role and the role extracted from their VOMs proxy certificate.
• I will now demonstrate this: AMI. There are extra user installation notes here.

Add new VOMS_AMI 
role here

Add commands 
associated with 
new VOMS_AMI 
role here

https://grid11.ph.gla.ac.uk:8443/AMI/servlet/net.hep.atlas.Database.Bookkeeping.AMI.Servlet.Command?Command=FormHome+-project=self+-processingStep=self&Converter=/root/apache-tomcat-5.5.17/webapps/AMI/AMI/xsl/AMIXmlToAMIProdHtml.xsl
http://www.physics.gla.ac.uk/metadata/index.php/JurisdictionPolicyFiles


Demo – Login with user 
certificate loaded in browser



Demo – Choosing AMI command 
with no proxy loaded



Demo – Loading web start 
application



Demo – Choosing VO, group 
and role



Demo – Reading Proxy



Demo – Trying command 
with proxy uploaded



Conclusion

• Illustrated how a tool like AMI fits in to the VOMs 
mechanism 

• Explained what problem that posed for AMI
• Stepped through prototype solution that solves 

this problem
– Note: an advantage of this solution is that the proxy is 

delegated to the server so it can be used to access other 
external grid applications such as DQ2

• And finally the minimal changes that had to be 
made for AMI/VOMS integration



Extra slides



VOMS Groups and Roles

The proposed VOMS Groups and Roles that will be used in AMI
are as follows:

Groups: det-indet, det-larg, det-muon, det-tile, gen-user, perf
-egamma, perf-flavtag, perf-jets, perf-muons, perf-tau
phys-beauty, phys-exotics, phys-gener, phys-hi, phys-higgs
phys-lumin, phys-sm, phys-susy, phys-top, soft-prod
soft-test, soft-valid and trig-pesa

Roles: Editor (write access across group) = AMIManager in VO
     Writer (write access to own data only) = AMIWriter in VO

           Reader (read access) = Atlas Insider -> Don't need proxy
           


