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VOMS and Authorisation
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e Obtain grid-certificate from CA

« Request VOMs proxy certificate
. . . L Request [] f e ) w

e Access AMI using this certifcate ] [ ’
e User authenticated using

TrustManager User P
« Authorisation achieved o

depending on user task EREI

mapping correctly from their i

VOMS group/role to their 1

registered user role within AMI _,#— O TrustManager

o
e This poses a problem for AMI — %a
‘ 7. Local Implementation



Problems with VOMS and

GridPP : :
possible solutions
° . ° m
o The main search interface for AMI is browser
based
o Browsers at the moment cannot handle proxy
certificates

o There are many possible solutions:

- Mod_gridsite - this method fetches lists of DNs from
the VOMS system per group/role

- MyProxy - this method allows for the storing of proxy-
certificates on a remote server

« A purely Java/Tomcat prototype has been
\eveloped




Java VOMS solution
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List of DNs and
AMI users

The Java VOMS solution briefly
consists of the following steps: Server

1) The grid user authenticates themselves
to AMI (web app.) using a grid
certificate

2) AMI allows the user to launch a Java
web start application to create a
VOMS proxy

3) The user chooses the x509 certificate to
be sent to the VOMS server

4) The VOMS server sends back a VOMS
proxy certificate to the W.S — L1

application
5) Using Axis set up in Tomcat the VOMS -

proxy file is uploaded to the server via
a secure web service attachment ﬂ
VOMS sérver

Cache of VOMS

proxy
S
L VOMS

ecure Web Service

Application serve|

Trustmanager

|~

SSL Context

Java web-start
application .

voms | [xs09 ||

A

A

[

User's desktop

6) A proxy delegation service is available
UNIVERSITY
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on the server
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/’?’* 7) The users VO, group and role
: can be extracted from the

proxy and used for
authorisation purposes
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Grid ce ca LIS
be loaded into browser
* 4 Y
‘Grid-Usar (Web Browser © AMI forany :Tomcat+ Axs 1Java Web Start (VOMs sarvar Server List of DNs and
wab aggllcainn]l Cliani AMI users
Login {using grid ceriicai#]
| Laging) G]
Application serve 6 I Cache of VOMS | I
anficpte proxy
=
Semvice
AMIusas
| Trusimanagar o
axiractDN fam
T e i cariificae and .
2 U auheanticates user 3
§ ecure Web Service
I g
-|— Chopse p12 lle VO, groupe d role Send ceriicate w
Craalg YOMs Prox 1
A aturm l'Ms Proxy ; Web browser Java web-start
application 3
X509 [T
Save proxy locally
RagistarPrdxy ; Filesystem
L Auharisa? raad Proxy |
AMIuses exrgcted WO Ms VOMS server
afiribute o compare ; ; 0
aqainstragistarad usar User's deSktOp —_—
afirnbutas and makes r @ —
auharizatan decision Delagaion Sarvce e o
usad fo read proxy sarvice s
| and extacts VOMS used b
atinbutas uplaad prosy
to sarwarin an

attachment

Java servlet created to extract
group/role from VOMSs proxy UNWE}EITY
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GridPP Authorisation and DNs

UK Computing for Particle Physics

1Y)
¢ IntheToca authorisation mechanism the rights of a user can be defined per
router user command or entity as you can seein this database Entity-Relationship diagram
Add DN information [ _ . + Authentication can be expanded to check against aregistered users DN.
here —— | -login:String ¢ And a users rights can be dynamically calculated against their registered
for authentication ey AMI_VOMs role and the role extracted from their VOMs proxy certificate.
« | will now demonstrate this: AMI. There are extra user install ation notes here.
Add new VOMS_AMI i —
role here 4.
L rowter user role router project 1
-Identifierint -identifierint s |
router role -rouferRoleFk:Siring | 1.7 1.7 | -name:String it |
. | -routerUserF iint -projeciType-String router dib
-identifierint 1 1. -Projectint _ _
-roleMame: String -Process:int ko ol
-Entity: String -senser Siring
-Enfityldentifierint -portint
-dh:String
1 router process
T . = |-identifierint
s -name:string 1 1. |
1 ."
router comimand roke
router comimand
-identifierint
-routerrole Pk int 1% 1 |-Hdenyferint )
-roufercormmandF Kint -tommandilame:String U
-rolevalidatorClassMame: Siring Add commands , :
\v\ associated with UNIVERSITY
new VOMS_AMI of

role here LR


https://grid11.ph.gla.ac.uk:8443/AMI/servlet/net.hep.atlas.Database.Bookkeeping.AMI.Servlet.Command?Command=FormHome+-project=self+-processingStep=self&Converter=/root/apache-tomcat-5.5.17/webapps/AMI/AMI/xsl/AMIXmlToAMIProdHtml.xsl
http://www.physics.gla.ac.uk/metadata/index.php/JurisdictionPolicyFiles
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certificate loaded in browser

Password Required

> Please enter the master password For the Software Security Device,

2

(a4 l [ Cancel

Ml Home Page for ATLAS Production - Mozilla Firefox

File Edt Wiew History Bookmarks Tools  Help

<fj A A @ ﬁ ‘@ https:jforid1 1.ph.ala. ac, uk:g443aMI serviet/net, hep, atlas, Database, Bookkeeping, AML Serviet, Comma 3| " D] "| ‘\]

| Customize Links | | Free Hotmail || ‘Windows Media | | Windows

~
& ® 4 2?7 5N = Register S2VOMS Proxy M AMI E"a
Home Dataset Database User Help Report Contact Certificate Status Home Logout
Old Generic Search
Hello, Solveig Albrand | This page gathers your various responsibilities and personal infarmation
Edit your personal information
User_Info
lastName firstName|amiLogin|mailtelephone fax
Albrand Solvei sola
Savannah g
Execute command
Converter:
|
UNIVERSITY
Set Entity v Bf

https:ifgrid11.ph.gla.ac.ukid443/AMI servietinet.hep atlas Database Bookkeeping AMI, Serviet, ReadProxy arid11ph.gla.ac ke 5 GLASGOW




GridPP Demo ) Choosing AMI command
with no proxy loaded
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| Home Page - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

<j e A @ ﬁ | https:faridl1.ph.gla.ac, uk:g443 Ml fservietinet.hep. atlas. Database. Bookkeeping, AML, Serviet 3|‘| t“] " |\l

|| Customize Links | | Free Hotmal || Windows Media | | Windows

@ 2 & . ) . sola
8 Home Shadd @Browse / Search ?Hel “#Report 2 Contact 8 Register Certificate i AM| Home
LiLogout
router level
identifier hame
1 motherDatabase
2 childDatabase
3 bufferDatabase
P 8 zave
A
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GridPP Demo - Loading web start
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5 Proxy Status - Mozilla Firefox

Fle Edt YView Hstory Bookmarks Tooks  Help
M M @ ﬁ:“ ‘@ https: i1 1. la.ac.uk:443(AMLserviet /net hep. atlas.Database Bookkeping AMLSerdet Bt | ¥ [P'] " ‘ Y ]
|| Customize Links | | Free Hotmail || Windows Media || Windows
@ A Home Page for ATLAS Production @ VOMS Proxy Status Q M
Proxy status for: CN=Solveig Albrand, OU=LPSC,0=CNRS,C=FR,0=GRID-FR
This proxy has expired of none exssts please upload a new one
Please note that the VOMS groupfrole that you choose must match vour registered group/role mn your VO
Upload Proxy
UNIVERSITY
Dong grid! 1. ph gla.ac.ukiB443 & of
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= Proxy Certificate Manager.

PHCS#12 File: C:'\Documents and SettingstdohertyiDesktopisoheig.p12

Duration:

Password:

Virtual Organisation:

Group:

Role:

Create Exit

Imperial College
London

Open File Selection Dialog

® Jhours O 1day O 1week

— |
= -
= -
AMManager v

Gri d :) p UNIVERSITY
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Demo - Choosing VO, group
and role
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GridPP Demo - Reading Proxy
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) voms Proxy Status - Mozilla Firefox

File Edit ‘iew History Bookmarks Tools  Help avhd
-9 - @& % [T https:ffaridt 1 ph.gla.ac.ckiB443/AMI/servietjnethep.atlas Database Bockkeeping M1 Serviet readpr &+ | B | [[Gl G
& g |8 ps:fgridll.ph.gla.ac.uk: 8443/ aMI servietinet. hep. atlas, Database Bookkeeping, AMI, Serviet ReadPr % 1

|| Customize Links | | Free Hotmal [ Windows Media | | Windows

AMI Home Page for ATLAS Production ¥OMS Proxy Status Q -

Proxy status for: CN=Solveig Albrand, OU=LPSC,0=CNRS,C=FR,O=GRID-FR

VOME attnbutes for this proxy are: fatlas/Role=AWanager/Capability=NTULL
The users role 1 AWM anager
The users group 15 atlas
This proxy will expire on: 14-Dec-2006 and has 2 hours or 7071 seconds left
And the attributes extracted from the proxy cert uaing the glite method are:
(atlas/Role=A W anager/Capability=INULL
fatlas/Role=NTLL{Capability=tTULL
fatlasfleg 1R ole=NULL/ Capability=NTLL
fatlasit/R ole=NTTLL/Cap abiliy=NTILL

‘Fenlace Progyi
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GridPP Demo - Trying command
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Ml Home Page - Mozilla Firefox
File Edit ‘iew History Bookmarks Tools Help

@ - - @ ﬁ | htkps: fforid11.ph.gla, ac,uk: 8443 AMI servietinet hep, atlas, Dat abase Bookkeeping, AMI, Servlet, Comma =¥ '| D“] "| |\l
| Customize Links | | Free Hotmal | | Windows Media | | ‘Windows
AMI Home Page Q VOMS Proxy Status A
[#] Firefax prevented this site fram opening a popup window, a8
( » E 1 ) sola
& Home FPAdd 'ﬁ*‘Browse 7 Search ?Help “eReport &4 Contact (Z2 Register Certificate ¥ AMI Home ElLogout
ﬁ You don't have rights to execute this command even with your VOMS role

Back
dumpCmd :
-= command = AMIListLevel
-2 processingStep = self
-= project = seff
-> gjite = galf
-» type = motherDatabase
PV save

A

Done grid11.ph.gla.ac.uk:a443 &[] UN!VE’BSITY
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GridPPP Conclusion
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e lllustrated how a tool like AMI fits in to the VOMs
mechanism
« Explained what problem that posed for AMI

o Stepped through prototype solution that solves
this problem
- Note: an advantage of this solution is that the proxy is

delegated to the server so it can be used to access other
external grid applications such as DQ2

o And finally the minimal changes that had to be
made for AMI/VOMS integration
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GridPP VOMS Groups and Roles
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The proposed VOMS Groups and Roles that will be used in AMI

are asfollows:

Groups. det-indet, det-larg, det-muon, det-tile, gen-user, perf
-egamma, perf-flavtag, perf-jets, perf-muons, perf-tau
phys-beauty, phys-exotics, phys-gener, phys-hi, phys-higgs
phys-lumin, phys-sm, phys-susy, phys-top, soft-prod
soft-test, soft-valid and trig-pesa

Roles. Editor (write access across group) = AMIManager in VO
Writer (write access to own dataonly) = AMIWriter in VO
Reader (read access) = Atlas Insider -> Don't need pro‘
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