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• ~ 5900 WLCG users distributed all around the world
• In WLCG, authentication is done via X509 credentials
• IGTF already provides federated identities for grid services
– The current system works

• Authentication:
– CAs are accredited by the IGTF
– Real identity of the user is verified by a CA
– The CA issues a (x509) credential to the user

• Authorization:
– The user contacts the VO
– The VO confirms membership+role and issues attributes to the user 

Summary
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Use cases
• “HEP” is not really a clearly defined community
–Many small groups loosely coupled (e.g. astrophysics)
–Some sites are used by different collections of HEP users
–Some collections of HEP users use many sites
–WLCG users heterogenous and very distributed, good use case

• One of the main goals is to enable HEP users to access 
resources located at other HEP or academic sites
–Working for grid resources
–But it does not work for non-grid resources (Web portals, etc.)
–Users need a grid identity + other site-specific identities
–Unification would be beneficial

• Typically VOs retain fine-grained control of authorization
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Trust framework
• The trust framework provided by the IGTF is essential
–Reliable, neutral and stable body - great success

• Need IGTF to provide accreditation of non-x509 IdPs
–Work is ongoing

• Important to defined different and clear Levels of Assurance
–Resource providers like elevated LoA (Gov ID check)
–We run arbitrary user payload - traceability is important

• The goal would be for HEP sites to:
–Enable their IdP(s) to be fully accredited by the IGTF for both 

x509 and non-x509 authentication systems
–Consider IGTF-accredited IdPs as trusted IdPs, providing an 

elevated LoA
–Grant a level of trust proportional to the LoA of the credentials 

presented by the user
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Attributes management
• A lot of attributes already owned by existing IdPs
–But used internally only
–Need to specify the attributes that can be shared with services
–User privacy important 

• Need to define a consistent attribute namespace
–Should come from the IGTF 

authentication profile
–Some attributes might be optional
–Problematic attributes: 

real name, nationality, etc.

• Attributes will continue to be 
“verified” by the VOs in WLCG
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Policies and Procedures
• IdPs will take on new roles and responsibilities

• Needs to be incorporated in existing policies & procedures
–Approval of Identity Providers and LoAs
–End user registration and identity vetting 
–Roles and responsibility, contact information
– Incident response and vulnerability management
–Service operations
– Logging and traceability
–Attribute release

• Consistency with other infrastructures is essential
– “Security for Collaborating Infrastructures” effort should continue
– Includes DEISA/PRACE, EGI, OSG, TeraGrid/XSEDE, WLCG
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Compatibility and interoperability
• Different standards exist
–Probably need to support several

• Important to support industry standards wherever possible

• Important to ensure WLCG and the HEP community have a 
strategy aligned with other communities

• Credential translation services and certificate services 
promising
–Need to understand how to connect them to existing services
–Need to understand operational and support costs
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Security risks
• Identity federation implementations typically very prone to 

phishing attacks
–Phishing attacks are extremely difficult to prevent and are one of 

the main causes of compromised accounts at most sites
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Leif Nixon’s demo
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Leif Nixon’s demo
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Leif Nixon’s demo
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Leif Nixon’s demo
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Real incidents
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Security risks
• Identity federation implementations typically very prone to 

phishing attacks
–Phishing attacks are extremely difficult to prevent and are the 

main cause of compromised accounts at most sites
–Ethical phishing tests conducted
• 45-50% response rate against Facebook (http://cern.ch/go/W6dp)
• 5-15% against academic/HEP users, despite training

–HEP accounts are being sold on the black market
• Attackers will continue to capture credentials - easy and profitable

• IdP databases both exposed and essential to protect

• The infrastructure needs to sustain
–Malicious IdPs
–Malicious Service Providers 14
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Questions / Discussion


