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Authenticat

ion at CERN

cience

Directory

CERN Single Sign-On

Sign in with a CERN account

Username

Password
ign In
Forgot Password?

Or use another login method

&) Kerberos

Sign in with your email or organisation

E Home organisation - eduGAIN

External email - Guest access

Sign in with a social account
By clicking on the buttons below, you consent to CERN's
transfer of your login request to the social provider and to

receive your account name, name and e-mail for
authenticating you. See more details in our Privacy Notice.

G Google C) GitHub

f Facebook

N Linkedin

By logging in, you agree to comply with the CERN
Computing Rules, in particular OCS. CERN implements
the measures necessary to ensure compliance.

Account

Manage your account Privacy Notice

Support

Service Desk - +41 2276 77777
Service Status
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Authentication at CERN

/

CERN username
& password for
an account in
Active Directory

k W

CERN Accelerating science

Sign in with a CERN account

Forgot Password?

Or use another login method

Kerberos

CERN Single Sign-On

Sign in with your email or organi

connections
to eduGAIN

Directory

sation
m Home organisation - eduGAIN I n b u i It
%  External email - Guest access

Keycloak
users

Sign in with a social account

G Google C) GitHub

f Facebook in Llinkedin

/ %ng in, you agree to comply with the CERN
Computin
Kerberos

with a CERN
account in
Active
Directory

compliance.

Account Privacy

Privacy Notice

Manage your account
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Authentication at CERN

Your
application




Q: Which certificates

SAM L would go into the public

K metadata?

/

g Often used for Single-Sign-on l: <%xml wersion="1.0" encodinNF—S"?:*
|mplementatlons & older off the shelf § Qﬂ;ﬁ?ﬁﬁﬁe R R R et SR M
software & Tmmees - Ce:iSAML:2.0: prococol”
= XIn. S5 S wumnioasisinamesItol P b o) (s Julu]
° Limited to Web SerVices [°H xmlns:samlz"um: oasis:names:t.c:SAHL:Z.D:agsertion“
7: Version="z.0"
. . . 8: Ig:f;ggf8b5230dc04d'?3e93095719d191915fdc6'?d5e"
e Each SAML provider provides public XML g IssueInstant="2006-07-17T20: 31 :412"
. 10: InRespcmseTo="aafZSl?S—l‘??S—Zl13-474a—fell44123b'?2 "
metadata that contains i PRI e
o Signing and encryption certificates, endpoints, and 13 e e R R
various other bits ig: s .. .SAML assertion. ..
. - - = </ s = ons e>
e Authentication assertions sent as XML 17 </eniBoay
packets Figure 10: Response in SOAP Envelope
o Can be encrypted or not
o  Contain user attributes, can contain authorisation http://docs.oasis-open.org/security/sa
e CERN Docs: ml/Post2.0/sstc-saml-tech-overview-2.
https://auth.docs.cern.ch/user-documentatio 0.html
n/saml/saml/
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https://auth.docs.cern.ch/user-documentation/saml/saml/
https://auth.docs.cern.ch/user-documentation/saml/saml/
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html

OAuth & OIDC

e Uses bearer tokens, i.e. strings signed by an
OAuth2 Provider VI eeieoniee,
P Bearer tOkenS are often JSON Web Tokens "iss": "https://auth.cern.ch/auth/realms/cern",

. . . "aud": "oidc-attribute-viewer",
(JWTs) that contain user information subn: “hshorty,
- "typ": "Bearer",
® Non-Web and API fl"lenC"y "azp": "oidc-attribute-viewer",

"scope": "openid profile groups email",

e OIDC (OpenlID Connect) is a set profile for "hame": "Hamnah Short,
OAuth, that specifies a fixed set of attributes ncern_mall upn: "hshort@cern.ch,

"preferred username": "hshort",

e Client IDs and secrets issued by SSO "given_name": "Hannah",

"cern roles": [

e https://auth.docs.cern.ch/user-documentation "role2",
loidc/oidc/ | miarole!

"cern preferred language": "EN",

eyJhbGci0iJSUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICIWYUQzRDBQUMSQVZB5SMXpBLTBieVIx " faml 1 y_name R ShO re” 4
ZkhsSFVqalNFZzAxNngyY3JjaH1iIn0.eyJleHAiOjE2NTQ2MDI10Tgs ImlhdCI 6MTY 1NDYWMTM50CwW |:> "email": "hannah.short@cern.ch",
YXV0aF90aWllIjoxNjUONAWOTc4LCIGAGki0l TAMTUWMIM2ZS0xNGUSLTRIY § gt YTA4NCOZZTh] ZTMz " . .
NDY3MjgiLCJpc3MioiJodHRwezovL2F...qEGafQajAxfifRBniadLMEGDRHESp1cRy2j0PLULFAMAYVLE eduperson_orcid": "0000-0003-2187-0980",
ypYndDAFSM1 mSkGopvildbZpSTOTMGTIXKubuy9Ta8PK-XidFlyHLVH3S00GV1AG TmPKskBAfGk14Qc "cern upn": "hshort"
nYxugecGtWnR-NzuQHNoNKaiqgPHYgh6MgbDWh EH816J8jL2 1DTIXszx5FqYQOfGCQPbG5-C1GW-UU

Maht5smCYjWq7RmN8erDOT3ZrnIquOKJ7DWirEUUh noinIYOqf TK65aNTc7TiROVYYcoYDn6U360 }

e HnXxtiTgtGeMOZdkDuvLxz7Wg B B
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https://auth.docs.cern.ch/user-documentation/oidc/oidc/
https://auth.docs.cern.ch/user-documentation/oidc/oidc/

OAUth & OI D C [Q: Whybv;/ci)u;gocrl]flr’;t secret

You can use your client ID and (optional) client secret to request tokens from CERN SSO.

Token Lifetime at CERN Use
Access / Bearer 20 minutes Authorise a user/subject’s access to clients
ID 20 minutes (but not applicable) | Snapshot of information about a user/subject
Refresh 12 hours or indefinite if To get more access tokens

offline_access scope

requested
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Schema comparison SAML vs OIDC

SAML Flow
App OIDC Flow
SAML i App f
AuthnRequest e o]
q 2G [authorize
| Redirect to IdP SSO URL endpoint
T 1
User | User login + consent |
Login b '
4 Redirect with
1dP id_token and
access_token
IdP POSTS GEREEAERG AR
SAML Response to ! App i
ACS oo
Token
App validated
by App
App verifies g e e =
and extracts i Authenticated '
attributes L !
! Authenticated -
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If you're on the CERN network, take a
. look at
Exe rcise O = TO kens at CERN https://oidc-token-viewer.cern.ch as

well

e The Users Portal sends your token to a
backend API called the Authorization o S on
Service API. Let’s see how it works!

My Account
Account Overview Mail Settings Linked Accounts Secondary and Service Accounts
e Go to https://users-portal.web.cern.ch
i HannahShort B} @ Actions

e Open the web inspector, then the network
tab, refresh the page and search for
authorization-service-api ‘

authorization-ser

lame Cookies Sizes Timing Security

e Inthe web request headers you will see

ApiCapabilties Boarer eyJhbGciOlJSUzI1NilsInRECCIgOIAISIdUIiwia2IKIIAGIC WYUQzRDBQUMSQVZBEMXpBLTBIeVIxZkhsSFVqalNFZzAxNngyY3.jaiin0.eyJleHAIOESMKIM{USMTISImIndCISMTcyOTUYNDgHMiwiYXV
“ ,, - = 0aF90aW1lljoxNzISNTEAMjYw JqdGkiOilxM2YxZDAxYSOxOTNILTQ4MDgtOGESMiThNJEWM2zQ4NDY2ZmUiLC Jpc3MiOiJodHRwczovL 2F 1dGguY 2VybibjaCOhdXRoL 3J1Y Wxtcy9jZ X JuliwiYXVkljoiYXV0aGOyaXphdGl
ea re r t Is Is o u r ) providers /bi12ZXJ2aWNILWFwaSIsInN1Yil6lmhzaG9ydCIsinREcCIBIkJIYXJIcilsimFBCCIInV2ZX 2L XBvenRhbCIsinNic3Npb25c3RhdGUIOiIOZGaXMDMxZC TINDABLTRKY2UtODNAMy03ZDIWN]RMDI4MDEILCJhbGxvd2VKLW

] 9yaWdpbnMiOlsiaHROCHMBLyShdXRob3pemF0aWSULXNicnZpY 2UtYXBpLndiYisiZXJuLmNoll0sinJic291cmNIX2FjY2Vzeyl6eyJhdXRobaJpemFOaWauL) 7in. cmmumN @ RpY’F.A?‘/‘
— — U‘JHLMMLHHMYN(\\S\MN\EMSW 'WNjb3VudClsimimYV91c2Vyl 'WRtaW5pc3Ry X‘h" "‘M\kl‘r‘\'GUﬂ(FS!ZFKM\WG“V‘CT\F"D’”\LLH’MHB'-} c
- 2Vy '3JvdXBzX2FkbWIuaXNOcmFOb3IiLCJzZXJ2aWNIX2RIc2siLChcH IhdGivbI9yZWI (X Ihgw’s\h\ﬂﬁ(b ZpbGUgZW1haWwgaWRlbr X aWQIOi Cd)“DHxZCW\D‘A
OAuth Jwt to ken e T o MO AEE 5 o Zeb s e e A R Al e 2k e et o e ot o
= dClIsimNIcm5fbWFpbF91cG4iOiJoc2hvenRAY2VybiSjaClsinByZWZlcnJIZF91c2VybmFtZSI6imhzaG9ydClsimdpdmVuX25hb\ U\O\JW IYWgILCJjZXJuX3JvbGVzljpbimFkbV ‘\uniHOcmFOh"hLCJmm‘#‘h,NNHWR\:I

) to_approve 3 InNIcnZpY2VIZGVzaylsimIkZW50aXREX2FkbWluaXNOcmFOb3ILCJicmI0aWNRbF91c2VyliwiZGVZCTheGKtdXNicaMiLCJhcHBsaWNhdGIvbI9yZ WFKZXIILCtZmFfdXNIcilsimdyb:

XBwbGIYXRpb25fdXNIcilsimIkZW50aXREX3V2ZXIiLCJjZXJuX2F]Y291bnQiXSwiY2VyblgwemVmzZXyZWRibGFuZ3VhZ2UiOiFTilsimz hh‘f’\swgmww‘ewU’MmUwLLJ\b FpbCIBImhhbmShaCs

2 NoliwiZWR1cGVyc2 xzsymmmmm MCOWMDAZLTIxODCtMDKAMCIsimNIcm5fdXBuljoiaHNob3Jin0.FodM2DWIlyKxe1puFNn4 QB2ipt,

sPt-q
primary alLtPGhae8BwVCLR-OWF AXWYSHPQBXKOWCh.-dyhcSxzScQKdFINGWCCQSTF228326wU2lyp XDIUSOBZ4ePyWPLEVA-VZIGMYUULLorTHHke. SNGYE-bRwacxULIP_EnFEPWAvO3LIFYEIBGIT30ataH21Kuq
xinld8_ Cb!‘!L:MRGMOMGHD-:CBV(L![Q YGFILECTPHyARHstuH2x2mxymPRePhICAethowkC1vXOwsGadwdgtsTQ

e Go to https://jwt.io, paste your token and e
have a look at what’s inside

to_approve

Ass7ke [@Ho2eks 20
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https://users-portal.web.cern.ch
https://jwt.io
https://oidc-token-viewer.cern.ch

Exercise 1 - Authentication on Openshift

e Open an existing Openshift (test) application knage
Deploy an existing Image from an Image Stream or Image registry.
e If you don’t have one ® Image name from extermalegisry
o  Create a test site at htips://webservices-portal.web.cern.ch/paas registry.cern.ch/dockerio/nginxine/nginx-unprivileged

and find it in https://paas.cern.ch

o  Make sure you are on “Developer” view rather than “Administrator”
o  +Add -> “Container images” -> registry.cern.ch/docker.io/nginxinc/nginx-unprivileged
o It should create a service called “nginx-unprivileged” on port 8080

e Add the CERN Auth Proxy helm chart
https://paas.docs.cern.ch/4. CERN_Authentication/2-deploy-sso-proxy/#deployment-from-ope
nshift-console-web-ui

o  Be careful to specify the correct service and ports for it to connect to, and the route e.g.
your-paas-project.web.cern.ch

e Access the route you chose in your helm chart config in a private browser: you should see SSO
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https://webservices-portal.web.cern.ch/paas
https://paas.cern.ch
https://paas.docs.cern.ch/4._CERN_Authentication/2-deploy-sso-proxy/#deployment-from-openshift-console-web-ui
https://paas.docs.cern.ch/4._CERN_Authentication/2-deploy-sso-proxy/#deployment-from-openshift-console-web-ui

Authorisation at CERN

......

SSO
Roles

Your
application




Authorisation at CERN

e Unlike at many organisations,
here we can define our own SestchGroups 1 Groups lownormanage A Groups Imin . Create new static group
groups at https://cern.ch/gms !

Group Management System

e To improve user privacy (and )
SSO usability) we do not send
all groups through SSO tokens.
Instead we create roles per
application, that can be linked fiie B
to groups as needed.

abc-def-static Static Primary test Enabled

Q : Why WO u Id i n CI u d i n g abc-def-test Static Primary testkuma Enabled Valerio Buono
groups in tokens impact
usability?
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https://cern.ch/gms

Exercise 2 - Authorisation on Openshift

. . . . . Applications
e Find your Openshift application in S E—
https://application-portal.web.cern.ch (search for
“contains” with your Openshift project name) e e pemeere pammtstors - petens
test-app-1 test-app-1 https://test-app-1... Juliette Bricot a ﬂ
e Create a static group in https://cern.ch/gms and add
yourself and some colleagues from the school o

e In the application portal, “Roles” tab, add a required role

Applications > My Application

that is linked to your new group (see [T appiication:test-appa
https://auth.docs.cern.ch/applications/role-based-permissi S o ,
Application details SSO Registration Roles Group memberships
ons/)
Name ::ioelﬁtifier Description  Required? Multifactor? ﬁ::rl:?m &l
e Share your application with your colleagues and see
Users must =
whether they can access Pt o . .
Users have ac(z:ess z
e Have alook in the pod logs for the proxy in Openshift to N
see what’s going on Role
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https://application-portal.web.cern.ch
https://cern.ch/gms
https://auth.docs.cern.ch/applications/role-based-permissions/
https://auth.docs.cern.ch/applications/role-based-permissions/

Don’t make Security chase you: make good choices ;)

Rule Why? What to do?

No local accounts Increases security risk. Removes login Disable local account options. Use
traceability at CERN wide level SSO!

Do not extend user sessions | A compromised user would still be able to | Use OAuth refresh tokens. Expire
access your service sessions after 12 hours.

Groups are sensitive - treat Group names can expose confidential Use SSO roles to receive authZ

them as such information data relevant to your service

Keep secrets private Avoid compromising users or services Use Gitlab/Openshift

variables/secrets, or centrally
provided solutions teigi/vault

Use a well supported library | These protocols are complex and you may | https://auth.docs.cern.ch/user-docu
well miss important security steps if you mentation/oidc/libraries/
implement them yourself.
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https://auth.docs.cern.ch/user-documentation/oidc/libraries/
https://auth.docs.cern.ch/user-documentation/oidc/libraries/

Advanced use - calling a protected API [ e
membership of its GMS
groups

e API Access token endpoint
https://auth.docs.cern.ch/user-documentation/oidc/api-access/

o For calling an API with your own application’s client ID and secret, much like a service account
o Not a standard OAuth token request, this has been developed at CERN
o In real life the downstream APl may need to add you to some roles
O

Token audience = target application E.g. SWAN
accessing

e Token exchange EOS as you
https://auth.docs.cern.ch/user-documentation/oidc/exchange-for-api/
o For calling a downstream API as the logged in user
o The downstream API will need to grant you Token Exchange permissions
o Initial token audience = your application. Exchanged token audience = target application
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https://auth.docs.cern.ch/user-documentation/oidc/api-access/
https://auth.docs.cern.ch/user-documentation/oidc/exchange-for-api/

Exercise 3 - Your own custom application

e Goto
https://codesandbox.io/p/devbox/ff8Bwc7 3 wonitowsswosas ¢ 0 @ & -
and create an account (or authenticate with géig,ﬂast?g EREE U SR CERN Authorisation Demo
github)

. Hints and Tricks
o You will work on a fork of a web server

« Always "Open in a new tab" to avoid security issues
1 1 1 1 1 with loading Keycloak in an iframe (the button to do so
hOStIng a baSIC flaSk appllcatlon Wlth is on the top right corner of the preview)
O I D C a uth e n ti Cati 0 n « To start/restart the server (e.g. after you change the

code or environment variables), click on the terminal
icon on the left of the screen and click on Tasks >

Start Flask

e Follow the instructions in the readme

icon on the left of the screen and click on Previews >

(read the hints and tricks section!)

 The terminal icon is here ‘ ]

e We will call the API
https://auth-test-api.web.cern.ch which
accepts the token audience
“auth-test-api”

1. CERN SSO Intearation (vou must use
PROBLE DUTP EB NSOLE TERMINAL T 2
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https://codesandbox.io/p/devbox/ff8wc7
https://auth-test-api.web.cern.ch

Enjoy the school!

Thanks for participating and come back to us if you need help with authentication or
authorisation
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