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What is Bash? 
• Shell – text-based interface to give commands. 

• Bash = Bourne Again Shell

• Used to write scripts and run commands on Linux systems

• Helps automate tasks, manage system operations etc.

• Supports loops, conditionals, functions

• Provides command history and tab completion

• Widely available on Unix/Linux systems

• Also standard for any LHCb related environments.

• Other shells: 

• sh - original Unix shell

• C Shell (csh) - C-like syntax

• Korn Shell (ksh) - adds scripting improvements and features from Sh

• tcsh - enhanced C Shell with command-line editing and completion

• Z Shell (zsh) - combines features from both ksh and tcsh, with smarter completion and 
customization
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What is Bash? 

• You can get bash on Windows via Windows Subsystem for Linux (WSL)
• Use wsl –install in the terminal 

• On macOS, can choose to use bash rather than zsh if you just run bash. But zsh is 
bash compatible.
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Manual
• Bash help: man bash

• Documentation on Bash + all options that can 
be used with bash
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• Any command in bash has a manual, just use 
man command to get it

• Recommend following HSF tutorial or 
https://software-carpentry.org/lessons/.

https://hsf-training.github.io/analysis-essentials/shell/README.html
https://software-carpentry.org/lessons/
https://software-carpentry.org/lessons/
https://software-carpentry.org/lessons/


Basic Bash Commands
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For ls, the arguments can be combined like ls -al

• && implies the second command executes only if the first succeeds.
• Can also use ; to chain commands, and if the first command fails, then 

the second one will still run.
• Try this in the files from indico, in exercise_data: 

• cp numbers.txt numbers_copy.txt && mv 

numbers_copy.txt numbers_copy2.txt

• cp numbers1.txt numbers_copy.txt && mv 

numbers_copy.txt numbers_copy2.txt

• cp numbers1.txt numbers_copy.txt ; mv 

numbers_copy2.txt numbers_copy3.txt 
Source https://gist.github.com/bradtraversy/cc180de0edee05075a6139e42d5f28ce

https://gist.github.com/bradtraversy/cc180de0edee05075a6139e42d5f28ce


Grep + Find
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The grep command has options to change how it 
works:

•-i - Search ignoring case differences 
(uppercase or lowercase)
•-r - Search through all files in a directory and 
its subdirectories
•-v - Find lines that do not match the pattern

Grep allows to use Regex for the pattern too: 
• grep '^[A-Za-z]' my_file.txt

find [path] [options] [expression]

The find command in Linux is used to search for files and directories 
based on name, type, size, date, or other conditions. It scans the specified 
directory and its sub directories to locate files matching the given criteria.
• Search based on modification time (e.g., files edited last week).
• Locate files with specific permissions or content.
• Automate tasks like deleting or executing commands on found files.

Can use wildcards for searching here: 
- find ./exercise-data -name *.txt 

Can also search for empty files only with 
     -empty 
Can apply some operation on the files we find, which one of the 
things that makes find powerful: 
find ./path -name sample.txt -exec rm -i {} \; 

Source

https://gist.github.com/bbrother92/64c22b8be8221b45709ae1c03cd25028
https://gist.github.com/bradtraversy/cc180de0edee05075a6139e42d5f28ce


Keyboard shortcuts and history 
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• history gives the history of commands 
ran in the terminal

• Can use history -n, to get the last n 
commands used. 

Source

Arrow Up (Down): previous (next) command.

https://indico.cern.ch/event/1460840/contributions/6184715/


• SSH: 
• Secure Shell (SSH): protocol used to securely connect to a 

remote computer/server over an unsecured network
• `man ssh` for help
• Structure like `ssh user@host`

• You can connect via a port: 
• ssh –p PORT username@hostname → default port 

for ssh connections is 22 

• You can run commands directly there: 
• ssh user@host 'command' 

• All connections you ssh into will appear in the ssh config, most 
likely stored somewhere like: `~/.ssh/config`

• You can also create tunnels to connect to a local device on a 
remote server (e.g. Web Server for Jupyter Notebooks): 
• ssh -L local_port:target_host:target_port 
user@remote

• ssh -D 8080 user@remote for browsing (ssh VPN)
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Source

SSH

https://iximiuz.com/en/posts/ssh-tunnels/


Lxplus 

• Lxplus is CERN’s interactive Linux service for all users:

• AFS workspaces

``The AFS (Andrew File System) Service provides 
networked file storage for CERN users, in 
particular home directories, work spaces and 
project spaces. "
EOS Open Space, or just EOS → two spaces 
allocated in general for a user: 
/eos/lhcb/user/u/username(~ 2 TB) or 
/eos/user/u/username (1 TB, accessible 
via CERNbox)

• Also WG spaces on EOS.
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For AFS workspaces you can subscribe using the 
old resources portal: 
https://resources-old.web.cern.ch/resources-
old/Manage/AFS/Subscribe.aspx
Also you can increase your quota from here. 

Similar for CERNbox: https://resources-
old.web.cern.ch/resources-
old/Manage/EOS/Default.aspx 

About Lxplus, you will need to go through the checklist here before other 
lessons this week, please do so if you haven’t done it yet! 

https://resources-old.web.cern.ch/resources-old/Manage/AFS/Subscribe.aspx
https://resources-old.web.cern.ch/resources-old/Manage/AFS/Subscribe.aspx
https://resources-old.web.cern.ch/resources-old/Manage/AFS/Subscribe.aspx
https://resources-old.web.cern.ch/resources-old/Manage/AFS/Subscribe.aspx
https://resources-old.web.cern.ch/resources-old/Manage/AFS/Subscribe.aspx
https://resources-old.web.cern.ch/resources-old/Manage/EOS/Default.aspx
https://resources-old.web.cern.ch/resources-old/Manage/EOS/Default.aspx
https://resources-old.web.cern.ch/resources-old/Manage/EOS/Default.aspx
https://resources-old.web.cern.ch/resources-old/Manage/EOS/Default.aspx
https://resources-old.web.cern.ch/resources-old/Manage/EOS/Default.aspx
https://lhcb.github.io/starterkit-lessons/first-analysis-steps/prerequisites.html


Lxplus

link

here

ssh –X username@lxplus.cern.ch  

• -X flag enables basic X11 forwarding (running a GUI)

•  -Y for trusted X11 forwarding (running more 
complex GUIs)

•  The machines in the LXPLUS service are a cluster of PCs 
running Linux

• You get connected to the machine (node) that gives you 
the best response, i.e. with the lowest CPU load and least 
number of login sessions.

Control master setup  in `~/.ssh/config` → link: 

• The first ssh lxplus.cern.ch will create the ControlMaster 
after authentication

• Subsequent ssh lxplus.cern.ch will reuse the existing 
ControlMaster and skip authentication

If you plan on using VSCode and Lxplus, change the server 
install directory to either permanent storage, or semi-
temporary, more details here.
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There are gpu instances available in lxplus, via
  lxplus-gpu.cern.ch

To access the grid, you need to initialize a valid Grid
Proxy Certificate which is essential for accessing
various LHCb and CERN computing resources (data
storages, job submission and file transfer).
 lhcb-proxy-init

https://cern.service-now.com/service-portal?id=kb_article&n=KB0009800
https://atlas-software.docs.cern.ch/athena/ide/ssh/#hosts-with-home-folder-on-network-storage


Secure Copy (SCP):

• scp (–r) user@host1:path/to/file user@host2:path/to/file/for/copy

• Can be sometimes slow for big files, or when the connection is unstable it does not resume transfers

Rsync (or the more powerful scp)

• Can resume transfers and only copies changed parts of files

• Can also be used locally only 

• Is faster

• rsync --archive --partial --progress --rsh=ssh localfile 
user@host:/path/ 

• --archive: copies everything while preserving file permissions, timestamps, ownership, recursive 
directories 

• --partial: if transfer gets interrupted, keep the partially transferred file, for the copy to be 
resumed later

• --rsh=ssh: use ssh as transport

• --progress: show a progress bar, optional
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Secure Copy



Quick rundown: 

• Can capture output of a command in a file by using command > file

• Can append a command’s output to a file if we run command >> file multiple times

• Can pass output of a command to another command by doing using `|` e.g.

• wc -l *.txt | sort -n | tail -n 5

• wc -l file → counts the words inside file

Other useful pipes: 

• Redirect stderr stream to stdout via 2>&1, &1 to access the file descriptor 1, otherwise 2>1 
redirects stderr to a file named “1”.  

• 0 is stdin (input)

• 1 is stdout (output, appears in terminal)

• 2 is stderr (error, appears in terminal)

• Can pair this up with  tee logfile which duplicates the output into stdout and files 
specified (logfile in this case), so something like: command 2>&1 | tee logfile 
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Redirection, Pipes, Filters



More Bash Commands - Cat
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The less command is used to view the 
contents of a file. It is similar to the cat 
command, but it allows you to scroll up 
and down.

There are also other ways to view files 
directly in the terminal by using an 
editor (nano, vim, etc.. ):
• vi filename

• nano filename

Source

https://gist.github.com/bradtraversy/cc180de0edee05075a6139e42d5f28ce


Echo + Touch 

Echo – used to display messages, or to create and write to files. It is similar to the cat command, but 
it is used to display a single line of text.

• echo "#!/bin/bash" >> dir/script.sh

• echo "source /cvmfs/lhcb.cern.ch/lib/LbEnv" >> dir/script.sh

Touch – updates timestamps and modification times of a file. 

• If file non existent, creates a new file. 

• touch -option somefile, where the option can be:

• -a - Update only when the file was last read

• -m - Update only when the file was last changed

• -t - Set the timestamp to a specific time

• -c - Do not create any files
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Other useful commands 
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Add htop to these, real time monitoring of 
processes 

du command
• Usage: du [OPTION]... [FILE]... 
• or:  du [OPTION]... --files0-from=F
• Summarize disk usage of the set of FILEs, recursively for 

directories.

df command
• Usage: df [OPTION]... [FILE]...

• Show information about the file system on which each FILE 
resides, or all file systems by default.



Environment variables

• View all environment variables on your system with env

• Can set temporary variables by export MYVAR=value, stored by default as strings.

• Access it after via echo $MYVAR.

• For permanent env variables, modify ~/.bashrc (or the equivalent for the shell you are using, 
e.g. ~/.zshrc for zsh on MacOS) 

• The ~/.bashrc is ran every time you open a new shell.

• Save and load the new config by source ~/.bashrc

• Some CERN agnostic useful things to have in the .bashrc  here.

• Otherwise, aliases and such can make it easy, e.g. to connect to Lxplus: 

• alias lxplus="ssh -X user@lxplus.cern.ch"
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https://serverfault.com/questions/3743/what-useful-things-can-one-add-to-ones-bashrc


Loops, Conditionals, Functions

• Can do loops in bash:

• Anything that can be done in e.g. Python works here too, like `while` loops, nested `for` loops , 
`break`, `continue` etc.

• Can also iterate over objects like files: 

• Note the ; before do.
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Loops, Conditionals, Functions

Conditionals:

• Can use operators if using [[]] instead of just [].

• Space is needed on both ends of the brackets.
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Source 

https://indico.cern.ch/event/1460840/contributions/6184715/


Loops, Conditionals, Functions

• Functions
• Group commands under a name so that they can be reused.
• Can be defined in two ways, both do the same thing: 

• Called by just doing my_function 
• Can pass in arguments directly:  my_function arg1 arg2

Inside the function the arguments can be accessed via:
•$1 = first argument
•$2 = second argument
•$3 = third argument
•$@ = all arguments
•$# = number of arguments
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1. Start with the shebang line, tells which bash to use to run the script

2. Add commands, exactly the same as you would use in the terminal, 
but organised ☺.

3. Make the script executable with chmod +x script.sh

4. To execute: bash script.sh or ./script.sh

5. Potentially add  set -Eeuo pipefail

For arguments: 

 ./script.sh arg1 arg2 arg3

This guide has everything you might need for a script.
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Minimal Bash Script Template

https://betterdev.blog/minimal-safe-bash-script-template/


LCG

mount cvmfs

• CVMFS (CernVM file system) → software distribution service

• Where all LHCb conda environments and other useful 
software gets mounted onto a machine. 

• Things distributed in /cvmfs/lhcb.cern.ch:

• Start one of the physics applications: lb-run 
App/v123

• Envs for analysis without LHCb-specific software: 

    lb-conda default[/date]

• Or list all available ones with lb-conda default -
-list

• Grid access: lb-dirac

• Can instead use views, which sources an LCG release with 
HEP related software compiled to work on different machine 
architectures, e.g. for arm architectures (also locally if you 
mount cvmfs):

• source 

/cvmfs/sft.cern.ch/lcg/views/setupView

s.sh LCG_106 arm64-mac12-clang140-opt
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Source.

In Lxplus you get sourced the LHCb stable environment 
when you log in → can stop that by doing 
 touch ~/.nogrouplogin

CVFMS

https://lcgdocs.web.cern.ch/lcgdocs/lcgreleases/introduction/
https://cvmfs.readthedocs.io/en/stable/cpt-quickstart.html
https://indico.cern.ch/event/1079490/contributions/4939521/attachments/2506388/4306645/2022-09-12_CVMFS-Workshop_LHCb.pdf


Persistent sessions

tmux screen

• Keeps a bash session running on even after you exited a ssh connection. 

• Keeping scripts running like this is discouraged in general, especially if they take a lot of 
resources. Sending them as a batch to a service is recommended instead.

• Most systems will have either tmux or screen available, Lxplus has both ☺.

• Tmux, screen: terminal multiplexer → within one terminal window you can open multiple 
windows and split-views 

• tmux keeps these windows and panes in a session, available on the node you logged on. 

• You can exit a session at any point. This is called “detaching”. tmux will keep this session alive until 
you kill the tmux server (e.g. when you reboot).

• And you can “attach” back easily and find as you left it.

• Lxplus tends to kill the servers on logout by default .
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https://hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.gnu.org/software/screen/manual/screen.html


Persistent sessions

• All instructions on how to make Lxplus accept the persistent sessions are here.

• Option 1: Enable lingering  loginctl enable-linger

• This keeps your user service manager running after logout, it can be less predictable on 
Lxplus.

• Tied to the node you did this on

• Option 2: systemd-run --scope --user tmux/screen

• Runs tmux/screen inside a systemd-managed scope tied to your user session 

• The above makes tmux/screen available on all active Lxplus nodes (and persistent after 
logout)

• Tmux cheat sheet, Screen cheat sheet

• Note, the tmux/screen session will only exist in a certain node. If you plan on coming back to it, 
you will need to ssh into the specific node you used.

• If you forget which node it was on, there are instructions here on how to find lost nodes.
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https://cern.service-now.com/service-portal?id=kb_article&n=KB0008111
https://gist.github.com/MohamedAlaa/2961058
https://gist.github.com/MohamedAlaa/2961058
https://gist.github.com/jctosta/af918e1618682638aa82
https://hsf-training.github.io/analysis-essentials/shell-extras/screen2.html#finding-lost-screens


HTCondor • HTCondor → high throughput computing 
service, scheduler for a pool of shared 
machines, i.e. big scale process scheduler.

• Dedicated running parallel but single-node 
jobs.

• Decides how and when jobs submitted by 
users should be run using the distributed 
computing service.

• Decision based on : 

• Amount of resources requested - number 
of CPUs, etc.

• Expected duration of each job

• Quantity, and expected durations, of 
other users’ jobs

• Share of resources allotted to different 
experiments
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Source

https://batchdocs.web.cern.ch/concepts/dataflow.html


HTCondor – Submitting a job
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Other important arguments are:
     transfer_input_files = path/to/input          

Can also remap the output so when transferred back it 
goes directly to the folder you want.

Runtime
Can be specified via MaxRuntime (in s)

Or via +JobFlavours: 
espresso         = 20 minutes workday          = 8 hours
microcentury = 1 hour tomorrow       = 1 day
longlunch        = 2 hours testmatch       = 3 days
nextweek        = 1 week

Default flavour for any job is espresso.

RequestMemory and RequestCpus options:
There is a 2GB/core limit.  

For GPU jobs need to add: request_gpus = n where 0 < n < 5.
There is also a way to encourage a job to run in a specific time 
frame, see more in tutorial. 

transfer_output_remaps = ”output_from_job=path/to/renamed_output"

https://lhcb.github.io/starterkit-lessons/self-guided-lessons/htcondor-more-options.html#resources-and-requirements


HTCondor – Submitting a job
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• To submit: condor_submit condor.sub
• To check if your jobs are running: condor_q

• If a job is on hold, it means it requires user action as something went wrong, once that is fixed, it can be 
released.

• If you want to tap into the output of the job, you can do: 
 condor_tail ClusterID.ProcID 

• (e.g. 18244172.3 for one of the jobs above)
• Or you can ssh into the job if the job is running  if it has the +WantSSHToJob = True arg or it’s 

interactive:
 condor_ssh_to_job ClusterID.ProcID 

• More commands like this in the CheatSheet , Starterkit Self Guided lessons, or these slides.

https://twiki.cern.ch/twiki/bin/view/CENF/NeutrinoClusterCondorDoc
https://lhcb.github.io/starterkit-lessons/self-guided-lessons/htcondor.html
https://indico.cern.ch/event/980285/contributions/4129607/attachments/2152204/3640264/HTCondor_Tutorial(18).pdf


HTCondor – Submitting a job

Check out the files in the kit for submitting a test condor job ☺.

Most likely you would want to use bash to generate job arguments and such + set up any 
environment requirements (e.g. CVMFS)

• Sometimes you might need arguments to run the same script multiple times with different 
input.

• Easy to do in a bash script

Can test out things by using a dry run: 

  condor_submit submit_file -dry-run dest_file_for_log
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Thank you!
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Backup
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More Bash Commands
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• sed stands for stream editor and it can be used to edit text files. It is commonly used to replace 

occurrences of words in a file.
• Creating a symlink is neat way to create shortcut to the original file without having to copy the file.

• Used for manipulating data and generating formatted reports. It reads files line by line, applies patterns, and 
performs specified actions on matching lines.
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Highlighting this from the last year starterkit lesson, the link in the slide is this.

https://indico.cern.ch/event/1460840/contributions/6184715/
https://indico.cern.ch/event/1460840/contributions/6184715/
https://indico.cern.ch/event/1460840/contributions/6184715/
https://dev.to/godcrampy/the-missing-shell-scripting-crash-course-37mk


Interactive Condor Jobs

• Interactive jobs let you run commands on a remote execute node 
with a live shell, useful for:

• Debugging job environments

• Testing dependencies or MPI setup

• Exploring node configuration & performance

• Submit as normal, but with the interactive flag: 

  condor_submit -i my_interactive.sub

Basically opens up a shell with the resources you request and any input 
files you might need + executable.
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