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93 Scenario Department

O(100) servers
“Clusters” of 1 to 6 nodes

Access via SSH

High turnover of people
— Admins
— Users

“Flat” network
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* Functional requirements

— Group management
* Track relationships (“who can access what”)
 Membership delegation to group admins
e Cluster equivalence

— Ease key management
— CLI and Web
— Use standard CERN IT tools

e Security reguirements
— Revoke access
— PKI not shared passwords
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« Database
— Currently Oracle, API can be ported

 Management Server
— Password-less access to managed nodes

« LDAP directory with groups (if needed)
— Currently e-groups published via LDAP
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(") Group Details

&= c ﬂ https://apex.cern.ch/pls/htmldb_itcore/f7p=125:42:35649959098701::NO::P42_CGROUP_ID:24 ﬁ u ;@

GTENAGLI | Logout

\ Groups \ Users \\ Source Acocunts \ Nodes \

w Home | DAM Groups | group detalls

.-LEdH Group Batalla:_]

Back to Groups

Group Name AlS_EDH
Description EDH in AIS
Egroup agc-zis_edh

Delete Group || Apply Changes

,-| Edit I..l:mra:_J

@ (s6d

(= | delete
NICE LOGIN § USER_NAME PERSON_ID USER_LOCKED USER_TYPE DAM_ACCESS
bcouduri Benjamin Couturier | 453700 4] PER 1]
1-1
,.LSuurca Accounts (which have access to Destination Accounts) In gruup_]
choose account to add: =
choose account to delete: = | delete
ACCOUNT MAME ; HOSTMAME
edh diosryd238
edih diosryd 283
edih diosred 284
edh diowriglEs
edh diovris 1005
1-5

.-Lnaatlnailun Accounts (n Gruup_]

choose destination account to add: [=]
choose destination account to delete: = | delete

ACCOUNT NAME ;  HOSTHMAME
ey dbgryd243




.-[_Edlt Group I:In'l:alln:_]

Group Name AlS EDH
Description EDH in AIS
Egroup agc-ais_edh

e
.-[_Edlt Lla.-la-ra.._J

= |E-I:|-I:|

[ |-IZ|-EI|-E|'|:-E|
NICE LOGIN 4 USER_MAME PERSON_ID USER _LOCKED USE
Doty Benjamin Coutuner | 453700 0 PER




~ S0OUurce Accounts \wnich nave access o Lestination ACCoOUnts) I1n gr

choose account to add: ] |ad-di
choose account to delete: = | delete |
ACCOUNT MAME 4 HOSTHAME
&an diogred 234
&dm diog red 263
&3 diog red 254
adh dovrigh23
&dm dioyris 1005
1-5

,.|' Destination Accounts In Group 'I

choose destination account to add: = | add |
choose destination account to delete: = | delete
ACCOUNT MAME 4 HOSTHAME
&dm dogred 243
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(") Overview
= C | B https://apex.cern.ch/pls/htmldb_itcore/f?p=119:1:2364350110515001::NO D 7 a Q
GTEMAGLI | Logout

A‘)} User A‘ Administrator A‘
4 my Key::J

HOWTO generate a new key

KEY ID4 KEY CURRENT KEY VALUE
1 ssh-rsa AAAAB3INzaC1yc2EAAAABIWAAAQEAZ2qng273Y StQITCrLSlamZdKFjPzJKIBee5GILdTyKOs TSRFazLcfzN2co1gsNHSKTHgsBWE
ssh-rsa AAAABINzaC1yc2EAAAABIWAAAQEAXBITY Z5qHiB6pMvS QejvaDAgfig2 TeNQELUZ25mrCr5KAax S TadY 9tmB hwd A+wkuwaykoHA
gtenagli@pchptenaglia

ssh-rsa
1 AAAABRSNzaC1yc2EAAAADAQABAAABAQCMMoPz+qyBKY alpV3AS4NucOUz+UydS/Lusnj7h1UuogRNEJ OedEUxTHUX/HY ahz PdJxzqBfK

jack@airtenaglia
ssh-rsa AAAABINzaC1yc2ZEAAAADAQABAAABAQC|udep) B3eobUYISEwWYtQryoeF/Ib+jlLwym/simKFHp2bNIyprgdChl/zxyLWrlgG1c+vl
jack@airtenaglia

1

New key

}I E B RE

my Grou CER

GROUP_NAME DESCRIPTION
giacomo -
1-1
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= C Eﬁ https:/ /apex.cern.ch/pls/htmidb _itcore/f?’p=119:1:2364359110!

A}} User A Administrator A

f-[_my Huy::_]

HOWTO generate a new key

2522
2762

N=9
—
I
o}

S

| | New key |

KEY ID4, KEY CURRENT KEY VALUE

.1
.1

ssh-rsa AAAABINzaC1ycZEAAAABIWAAALEAZq

ssh-rsa AAAAB3NzaC1ycZEAAAABIWAAACEAxE,
gtenagli@pchptenaglia
ssh-rsa

AAAABINzaClycZEAAAADAQABAAABACCMMo
jack@airtenaglia

ssh-rsa AAAABINzaC1ycZEAAAADAQABAAABA
jack@airtenaglia
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Y -
() admin

= c ﬂ https:/ /apex.cern.ch/pls/htmldb_itcore,/f?p=119:3:2364359110515001::NO 'i'} a Q

GTENAGLI | Logout
‘j User E » Administrator E

{Admlnlstrahlo Groups:_}

Group membership is managed via E-groups.
Click on a group name to view details about it.

GROUP NAME EGROUP

glacomo agc-giacomo
1-1

{Do:tlnatlon accounts of group g|acﬂm0:_]

Members of giacomo have access to the following accounts:

account@host 4
giacomo@dbvrtg011
1-1

{Sourco accounts of glan::q:tm«:t:_;I

Accounts that have additional access to destination accounts.
no data found
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L User A}} Administrator A

f-[_Administrahle Groups: 1

_

Group membership is managed via E-groups.
Click on a group name to view details about it.

GROUP_NAME EGROUP

giacomo agc-giacomo
1-1

r[_Destinatiun accounts of group giaﬂﬂmn:_]

Members of giacomo have access to the following accounts:

account@host 4
giacomo@dbvrigl11

1-1
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)| Implementation Detalls =T

« PL/SQL API, Perl, APEX Application

o Extensive use of Kerberos

— Service keytab on management host
o Tested with CERN Security Team

— Easier for users than SSH keys

* LDAP groups managed by users (“egroups”)
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o Parallel “Access refresh”

e Source accounts
— Generate private keys on the nodes

 Managed servers pre-seeding
— Integrated in CMS

* Revoke public key
— Consistency checks upon refresh
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500 servers
2000 accounts
5 teams (developers, DBA, sysadmins)

150 groups
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jﬁii\ﬂ; r
Emp=— + DAM helps secure our environment

==,

« Key success factor for 11g migration

 API and source code could be made
available to other sites If interested
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Thank you!

Glacomo.Tenaglia@cern.ch

Credits:

Alvaro Gonzalez Alvarez
Andrea leri,

Artur Wiecek,

Dawid Wojcik

Jacek Wojcieszuk
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