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Landscape

* Largely unchanged: high and persistent threat

* One challenge in this regard is to maintain sustained focus



Operational security



Incident report since last GridPP

* None involving GridPP sites



Security Team

* Focus currently on

* Security Checklist (see Matt’s talk next)
* Broad outcomes: excellent response with thanks to all sites
* Useful outcomes and great feedback for next time

* Detection/Unicor pilot
* Cyber Assessment Framework (CAF) workshops

* Training



Recruitment

* GridPP/IRIS Security Officer

* Will be part of Cyber Security theme in Scientific Computing
* Internal UKRI recruitment per current policies

* Live now or very soon



SVG stats since August 2025

* 41 potential vulnerabilities reported

* 20 Advisories (or alerts) sent

e 10 CRITICAL risk
e 9 HIGH risk
1 not classified

* Many others had other action, such as info on CSIRT web page,
suspending some functionality at certain sites

e Hand off to Linda’s talk after coffee



Detection/Unicor



Detection/Unicor

* Plan to deploy Unicor - DNS/other logs correlated with threat
Intelligence and alerts sent to security teams at large T2s

* Pilot project underway with Lancaster

* Deploy Unicor against Lancaster DNS forwarder



Detection/Unicor

* Won’t allow full breadth of traffic being correlated but will allow
valuable experience to be built

* Deployment options. CERN has expressed willingness to help if RPMs
need built, etc

* Current status: essential pre-work in place, pending other
priorities
* Aimisto have it up and running by the end of the month



CAF + DRI workshops



Current status

* Going through procurement for CAF workshops at this time

* Intent for 4-5 workshops

* Foundation of Objective A:
* Governance
* Risk Management
* Asset Management
* Supply Chain



Participation
* As soon as procurement is complete call will go out

* Sites + organisations
* Projects/Infrastructures/Federations across the DRI scope

* Direct inputinto NFCS work
e Mindful of timeline of that work



DRI Cyber Security workshop

* Next DRI Cyber Security workshop will take place in Edinburgh
May 11/12

* Focus on CAF, necessary coordination of services, future
roadmap

* Following this, plan to have next workshop ~November, organised
in sight of Jisc Security Conference



CAF for research

* Several activities this year looking at the use of CAF for research
computing

* Aiming for goal of presenting collected findings around
~November

* CAF profile, implementation guides, ...



Training



Training and Exercises

* EGI CSIRT/CERN/STFC extended training group now has a well
characterised set of training activities
 CERN security schools
* EGI Conferences

* SRCNet training this summer
* |ISGC Extended Security Workshop

* Output of this work is a solid but evolving set of materials across
the NIST Cyber Security Framework categories

 Govern, ldentify, Protect, Detect, Respond, Recover



Current extended training group timetable

* Current timetable (2026)

* ISGC (March) ~ 2 full days + 2 half days
* https://indico.egi.eu/event/6935/timetable/#20260316

* SRCNet training (June)
e 2.5days

* EGI Conference (September)
* ~10 hours

* CERN School (September/October)
* 5full days



CERN Security School update

* Next CERN Security School again at Cosener’s, 27/9-3/10
* Following ISGC in March, met with CERN Schoolteam
« PC Committee meeting needs to take place soon

* Look out for updates which will be shared through normal
channels

* Again around 35 places, looking for solid attendance from across DRI
space



For GridPP + IRIS (+...)

* Use outcomes of site security checklist to support defining what
training could be useful

* Also talking with STFC/UKRI how to bring this in person training

* Propose discussing with the extended training group bringing
some dedicated training for GridPP/IRIS/DRI/UKRI

* When?
* Likely constraint here will be time



Trust, Assurance and ldentity



Trust, Assurance and Identity

* |dentify the need to ensure that we treat security and trust,
assurance and identity management as closely coupled activities
* Must move forward together

* Arobust approach to identity management, trust and assurance is
essential for security

* As our environment evolves, essential that we maintain a strong
focus on the trust fabric and trust groups that we need to continue
to supportresearch in a secure and assured way



Al Security



Al Security

* Leading up to CHEP with a dedicated session on Al: Plenary on Al
Security + participation in Al panel

* From an information security standpoint, identify data protection
as a key risk, and from an attack perspective could currently
consider risks around the same issues that may have existed
already, but being probed at pace

* Afirst pass: existing defensive activities should continue but also
at pace



Questions?
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