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Motivation
After getting rightfully spooked by cyber security “horror stories” 
the need to establish and maintain a site security baseline was 
identified. The “Site Security Checklist” was the means to do 
this, by:

● Surveying the current status of sites
● Raising awareness of areas requiring work
● Identifying factors that require support or clarification
● Maintaining readiness via periodic review 



  

What, When, How?
The format chosen for the checklist was a 
simple spreadsheet, distributed to sites.

Returns were to go directly to Matt and 
David, to maximise confidentiality.

A Friday (the 13th) Tech meeting “Q&A” 
session was held for sites and well 
attended.

A few week window was given to complete 
the checklist (which included the Easter 
Bank Holiday).

All sites got a return in on time. We are 
very grateful for such a positive response.

https://indico.cern.ch/event/1661988/


  

Scores on the Doors
Decided on a “Maturity Score” scoring method.

● 0 – Unknown/Unimplemented

● 1 - Known Verbally/Implemented but (mostly) not documented

– The default state of running a site...

● 2 - Known, Implemented and Documented

● 3 - Known, Implemented, Documented AND Peer Reviewed

– We weren’t as clear as what counts as peer reviewed as we should have been – for example an external department 
within a University would count as such – although we don’t think this affected the final scores.

As we don’t particularly expect peer review, the target score in most cases is a 2. 

We emphasised that this is a “non-punitive” exercise, low scores would be noted, not judged.



  

Comments Required
We had a slightly onerous requirement for 
comments from sites to accompany each score.

This was a softening from the first draft of the 
checklist, where we had an “Evidence” column.

For some questions for most sites a comment could 
be regarded as fairly superfluous, but in those cases 
we were happy with a short, sweet “stock answer”.



  

10 Questions
● Q1: Have a documented, tested and maintained site security contact

● Q2: Have documented, in place and tested central logging configuration, and maintain logs for an appropriate amount 
of time

● Q3: Have documented, in place and tested asset management process including an up to date asset register

● Q4: Have a documented network map, including connection to institutional and external networks

● Q5: Have documented, in place and tested set of network access control mechanisms such as local and site firewall rules

● Q6: Have documented processes and procedures for hardening and protecting systems

● Q7: Have a documented and implemented patching process, noting applicable organisational policies

● Q8: Have documented and maintained local incident response and recovery procedure

● Q9: Have documented monitoring capabilities, including at the local and organisational level where relevant

● Q10: Have in place other security documentation, detailing processes, procedures and system lifecycle, and a documentation 
review process



  

Q1: Have a documented, tested and maintained site 
security contact

Score Tally

0 0

1 1

2 1

3 15

Not much to say here – sites security contacts are regularly tested by the 
EGI CSIRT. Thanks to this testing this is the one baseline “3”

Various technical hiccups with email are the reason behind the few low 
scores.



  

Q2: Have documented, in place and tested central logging 
configuration, and maintain logs for an appropriate 
amount of time

Remote central logging is another EGI requirement, and 
at one point we had this implemented across sites.

● Some “decay” at sites
● Others showed rightful concerns over if rsyslog is 

recording the right stuff.
● Concerns that the policy on this (remote logging 

required, 90 day minimum retention) isn’t well 
advertised.

● Sites looking into new solutions for this (wazuh), or 
tuning current methods (auditd).

Score Tally

0 1

1 8

2 8

3 0



  

Q3: Have documented, in place and tested asset 
management process including an up to date asset register

Keeping track of what you’re running is the first 
step in securing it.

Most sites have their deployment systems 
(ansible, puppet) do double duty for this.

Several mentions of netbox.

Not an area of concern, but plenty of scope to 
“share notes”.

Score Tally

0 0

1 3

2 14

3 0



  

Q4: Have a documented network map, including 
connection to institutional and external networks

This is another area where sites are very 
much on top of, but noted as a “moving 
target”, with information easily becoming 
stale.

Score Tally

0 1

1 4

2 11

3 1



  

Q5: Have documented, in place and tested set of network 
access control mechanisms such as local and site firewall 
rules

And again sites are doing well, although 
as a community we’ve never not 
habitually firewalled our hosts.

“Peer review” here from external scans.

Score Tally

0 0

1 3

2 13

3 1



  

Q6: Have documented processes and procedures for 
hardening and protecting systems

Sites are taking a responsible approach to 
system hardening.

From the comments there is work to be 
done in establish and promoting some 
best practices.

Moves from some central IT to implement 
system hardening via “paid for” solutions.

Score Tally

0 0

1 7

2 10

3 0



  

Q7: Have a documented and implemented patching 
process, noting applicable organisational policies

The Critical patch requirements are met by 
sites, but many don’t have any other “formal” 
policies.

There’s a growing note of pushback from above 
on this, as central teams start to murmur about 
patching within a short time period (2 weeks) 
with anything above a certain CVE score – 
where the current plans for this would be 
unsustainable for a site.

Score Tally

0 1

1 8

2 8

3 0



  

Q8:Have documented and maintained local incident 
response and recovery procedure 

This is another point where decay has set 
in for some, responses have been lost, 
contact details out of date.

Also again evidence that the security 
team need to “re-socialise” the 
procedures (SEC01)

Score Tally

0 1

1 6

2 9

3 1

https://confluence.egi.eu/display/EGIPP/SEC01+EGI+CSIRT+Security+Incident+Handling+Procedure


  

Q9: Have documented monitoring capabilities, including at 
the local and organisational level where relevant

Sites have monitoring in place but it tends 
to be geared towards operations.

Work to be done to help in this area.

Note of increased push of “premium” 
solutions from central teams (Tanium, 
Rapid7 etc).

Score Tally

0 1

1 7

2 8

3 1



  

Q10: Have in place other security documentation, detailing 
processes, procedures and system lifecycle, and a 
documentation review process

We fully admit this was a “catch all” 
question, and a little too woolly.

But sites are very aware of areas that need 
work. Although they are also realistic that 
they might not have the hours in the day to 
do it all. Hence the need for support with 
prioritisation and common solutions.

Score Tally

0 3

1 12

2 1

3 1



  

Hand-wavy Insights
● All sites take security very seriously, no sites have us worried.

– Particularly impressive considering the number of single admin sites, 
available effort is always a concerning factor

● Opportunities to “share the load” by swapping solutions (for 
example monitoring, central logging) and collating best practice 
documentation.

● Need to “re-socialise” some baseline policies and available 
documentation

● Pressure to co-exist and grow alongside “central IT solutions”.



  

Improvements and Next Steps
● The Checklist will return, probably not bigger but certainly more polished.

– Easier format, better guidelines, steamlined questions, clearer guidelines

– Add a proper “comment” box for general comments – an obvious in hindsight 
omission from this first edition

– Also allow sites to add anything they’d consider important

– Will become regular activity, but need to balance the timing (often enough to be 
useful, not so often it becomes noise)

● Will have a tech meeting in the near future to go over the findings in more detail.

● Identified areas to target, probably via the medium of more tech meetings 

– remote logging solutions being one topic, “monitoring for security” another – open to 
other suggestions  



  

Any (more) Questions or 
Comments?

Thanks again to all the sites for their efforts and 
good will with this.
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