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Agenda

Topics

• Rationale for writing guidance

• Previous discussion

• Enter Eli – and an enlarged scope

• A draft, strawman best current practice (BCP) document available for comment

• Terminology - “Performant security implementation” ?

• Next steps?
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Rationale
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Why this matters

• It’s important that GridPP/WLCG data transfers achieve sufficient throughput to ensure 
the “science mission” can be successful

• There are many potential bottlenecks in a disk-to-disk data transfer

- Available network capacity

- Devices on the network path

- Choice of data transfer software

- Storage hardware and I/O tuning

- …

• It is therefore desirable that we have a common understanding of best practice for 
minimising throughput “friction” on the end-to-end network path



Best practices discussion
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A year ago today (ish)

• We raised and discussed the topic back at GridPP 53

- See the deck here

• Topics we included:

- ESnet “Science DMZ” model (similar principles to what WLCG/GridPP evolved in 
parallel)

- How GridPP uses its Janet connectivity – n x 10G, 2 x 100G, …

- Campus IT security desire to apply full stateful firewalls on any campus services

- Use (or not) of LHCONE

- Choice of data transfer tools – Rucio / FTS / XRootD, …

- …

• Consensus was that we should proceed with a draft guidance document

https://indico.cern.ch/event/1476120/contributions/6454182/attachments/3049937/5390350/2025-04-11%20Science%20DMZ%20for%20GridPP.pdf


Who is the guidance targeted at?
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Campus IT security teams are an important enabler for performance

• GridPP facilities are generally operated by GridPP staff

- There may be some overlap with campus IT – it will vary site by site

• The network connectivity to GridPP facilities requires coordination with campus IT staff

- It might be n x 10G of a set of site 10G Janet connections, perhaps one of 2 x 100G 
connections, or a proportion of one active 100G connection

- The temptation for campus IT may be to apply security measures the same way for 
each

• The connectivity carries a set of GridPP/WLCG requirements

- Sufficiently performant throughput security is one

- IPv6 is another

- Good security practices (e.g., DNS) have also been raised in recent TB-SUPPORT calls

• We’re focused on the first topic, but it’s one of a number of campus IT coordination areas



An enlarged scope
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Emerging from ESnet talks at recent LHCOPN/ONE meetings

• At LHCOPN 55 in October 2025 Eli Dart presented on “Performant Perimeter Security”

- Some sites are having “tussles” with campus IT security teams

- Eli therefore argued the focus should be on a formal WLCG position for those teams

- To act both as “leverage” but also to educate the security teams

- Recommend they adopt a risk-based led approach, with performant security 
implementation

- In particular at the zone perimeters – between organisational/administrative domains

• Eli gave an updated talk at LHCOPN 56 last month in Montreal

- Referred there to a strawman draft document that we developed with him

- Included some specific commentary and guidance (and rationale) around LHCONE

- Eli called for further action, e.g., looking at layered approaches, common ACLs, …

• Eli also presented at ISGC in March in Taiwan

https://indico.cern.ch/event/1534556/contributions/6650018/attachments/3150402/5594349/Performant%20Perimeter%20Security%20for%20HL-LHC.pdf
https://indico.cern.ch/event/1602404/contributions/6974174/attachments/3256823/5813619/20260415-dart-perimeter-security-lhcone.pdf
https://indico.cern.ch/event/1602404/contributions/6974174/attachments/3256823/5813619/20260415-dart-perimeter-security-lhcone.pdf
https://indico4.twgrid.org/event/64/contributions/2930/attachments/1112/1530/Performant%20Perimeter%20Security_%20ISGC.pdf


The current draft
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A strawman to be developed towards agreed WLGC BCP 

• Available as a Google doc – anyone with the link can comment – please do

• We removed the GridPP-specific text in the earlier versions

- This could be added back as an example in an appendix if desired

• The current draft includes

- The need for performance, use of a risk-based led assessment, using Science DMZ 
principles, stateless vs stateful firewall perimeters, use of and importance of LHCONE, 
and a set of recommendations

• Currently titled “Recommendations for Implementing Performant Perimeter Security for 
WLCG sites”

- Might not be the best title, as it’s evolved - other suggestions very welcome

https://docs.google.com/document/d/1iMB0TFIN3515zcTIRa1sdMBQ7ZqdB2YBh1uXscws_W4/edit?tab=t.0


Next steps
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How to move the strawman doc forward?

• We (the current authors – Jisc and Eli) think the topics covered are good

• We can probably improve the structure of the contents

• We could abstract it further

- Keep the WLCG “lens”, but imply wider applicability to data-intensive science

- Ian Collier has for example said this would be useful for SKA

• Feedback needed

- Anyone with the current draft link can comment

- Should we add anything?  Remove anything?  Change the perspective?

• If we keep the wider scope we will need wider review – EGI, DRI, … +?

- We believe this is fine so long as we don’t overly delay publication?

- Or should we go back to just being a GridPP document?

https://docs.google.com/document/d/1iMB0TFIN3515zcTIRa1sdMBQ7ZqdB2YBh1uXscws_W4/edit?tab=t.0


Thoughts?
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