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Purpose of the EGI Software Vulnerability
Group (SVG) - reminder

'To minimize the risk of security incidents relevant
to the EGI infrastructure due to software
vulnerabilities’

And we define a vulnerability according to the CVE organisation:--

An instance of one or more weaknesses in a Product that can
be exploited, causing a negative impact to confidentiality,
integrity, or availability; a set of conditions or behaviours that
allows the violation of an explicit or implicit security policy.’



Why do we need SVG and what we do

Slides at the end if you want a reminder of what we
do, or haven’t heard it before



Vulnerabilities since GridPP54
(Since 15t Sept 2025)

* 41 potential vulnerabilities reported

* 20 Advisories (or alerts) sent
* 10 CRITICAL risk

e 9 HIGH risk
* 1 not classified

* Many others had other action, such as info on CSIRT web page,
suspending some functionality at certain sites



Problems

* There are few people funded to work on SVG - unlike when we
started
* There’s a large element of ‘Best efforts’

* I’ve gone part-time, and a person that was covering some of my
non-working time went on to other things.

* I’ve spent much of my part-time time keeping things ticking over
* S0 not progressed the new procedure and improving things as much as |
had hoped

* Avulnerability is often reported, we are not sure whether the
software is used in the EGI infrastructure, whether it is in scope,
and we lack expertise on it

* The infrastructure is much less homogenous than it was



However, on the good side

* We have recently on-boarded some new members

* People seem to appreciate what we do
* Including those outside EGI

* The EGI IRTF regards it as important



Started a new procedure

* Simple steps, on the EGl web page with links to further info
* Rather than a long-winded document

* Not gone for approval from the OMB yet

* Bits missing on determination of scope
* But possibly de-couple this.



Scope of SVG

* |In principle, the Scope of SVG is:--
* Software in the EGI repository (UMD + CMD)

* Other software deployed to support the EGI infrastructure and EGI services
such as relevant Linux OS distributions, and further software we know is
commonly deployed and likely to be exposed to our users.

* At times, software outside those categories, depending on circumstances.

* Software used in EGIl is much broader/less homogenous than it
was a decade ago.
* We need to know what is deployed and have some expertise to handle it
* This is proving a little tricky
* Looking at having a list of what is deployed in EG| — and contacts, possibly
starting from listing what software has been handled in the last few years.



Scope and Participation

* Scope of SVG depends on participation of relevant experts.
* We only can consider what we have expertise about!

* Do you think you have any expertise in software deployed which
may be useful to help software vulnerability handling?

* Then please contact us svg-rat at mailman.egi.eu

Software Vulnerability Group (SVG) - EGI Boards and Groups - EGI
Confluence



https://confluence.egi.eu/display/EGIBG/Software%20Vulnerability%20Group%20(SVG)

Exchange of information with those outside
EGI

* As stated earlier, we forward our advisories to other groups
outside EGI.

* OSG has started forwarding information/notifications to us

* Possibly we might do more to encourage others to forward info to
us, and improve exchange

e Makes sense for various distributed infrastructures to collaborate
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Hopefully, we (EGI SVG) have prevented some
security incidents.

There is no parallel Universe where
this activity didn’t take place, to
compare to, to find out how many
incidents have been prevented!




Why do we need an SVG?

* Why not assume things are automatically updated/sites update?
* We DO need an SVG because:-

Some software in use may be non-standard, e.g. written by those with whom we
collaborate. (This is getting less common).

Since EGI CSIRT monitors for sites which are exposed to certain vulnerabilities,
and operations may suspend sites which fail to patch, itis necessary to provide
an advisory and state consequences if they fail to patch.

The risk of a vulnerability may be different in our distributed environment.

We want to give VOs and those using services confidence that their data is
secure, which includes ensuring that all sites patch and handle vulnerabilities in
a suitable and consistent manner.

SVG should help sites stay secure — sharing the load and knowledge



What we do

* Main activity is handling software vulnerabilities reported

* Going from being focussed on Grid Middleware (which wasn’t
handled anywhere else) when we started approx. 20 years ago to
all types of software relevant to the EGI infrastructure.

 But NOT trying to substitute/compete with various other vulnerability
activities external to EGI

* As time has gone on, the infrastructure has become less
homogenous, and we are having to adapt to this

* We are seeing very few vulnerabilities reported in software
developed by those with whom we collaborate



Basic Vulnerability Handling procedure

* Anyone may report a vulnerability by e-mail to
e report-vulnerability@egi.eu

* If relevant to EGI the risk in the EGI environment is assessed, and
putin 1 of 4 categories — ‘Critical’, ‘High’, ‘Moderate’ or ‘Low’

* Normally an advisory issued if ‘Critical’ or ‘High’ risk in EGI
Infrastructure.

* Vulnerabilities assessed as ‘Critical’ must be patched in 7 days
and exposure is monitored



mailto:report-vulnerability@egi.eu

Advisories sent to various groups

* Advisories are sent quite broadly
* EGI site and NGI security contacts
* [RIS, OSG, EUDAT, a Fermilab representative and UKRI

* With TLP (Traffic Light Protocol)
* Then normally placed on advisories.egi.eu after 4 weeks



