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Status Update



Status: Supported Services

▪ IAM forms the core of the UK IRIS 
federation and SKAO SRCNet
regional and global services
▪ Supporting

▪ STFC Cloud

▪ LSST

▪ Durham Cloud

▪ DiRAC

▪ Various SRCs and SKAOs Services across 
the globe

▪ Germany, France, Spain, Australia, Japan

▪ And Global Services

Documentation: https://stfc.github.io/IAM-Docs/

General Enquires: https://stfc.atlassian.net/servicedesk/customer/portal/31/group/120/create/434

https://stfc.github.io/IAM-Docs/
https://stfc.atlassian.net/servicedesk/customer/portal/31/group/120/create/434


Status: Availability
▪ Good availability overall (09 Apr – 16 Apr 2026)

▪ Have underlying dependencies which can lead to disruption in services



Status: Usage data

▪ Users

▪ IRIS IAM: 897

▪ SKA IAM: 279

▪ OIDC Clients
▪ IRIS IAM:  380

▪ SKA IAM: 1614

▪ Tokens issued per hours
▪ IRIS IAM + SKA IAM: 1000 tokens/hr



Development 

Update



Development Contributions from STFC

▪ Aim of the INDIGO IAM development 
▪ longevity of the project and 
▪ compliance with the latest security best practices
▪ Features engineered to make it easier for Research Infrastructure and 

Services to do Authentication Authorisation and Identity Access Management 
(AAI)

▪ Contributions from the Developers in the STFC SCD Federating 
Services Group that supports these goals
▪ Introduced MFA
▪ Security enhancement and fixes
▪ Bug fixes in timely manner
▪ OIDC federations
▪ Supported refactoring of the code to latest version of Spring Java



Development highlight: PR from IAM GitHub
Repo 

▪ Development highlight from the repository (indigo-iam/iam: INDIGO 
Identity and Access Management Service)

▪ Add authorization on the scim/Users/{id} endpoint (issue-964)

▪ Add endpoints to retrieve the groups of which a user is a member (issue-
963)

▪ Search group requests using API (issue-1047 Requests (user, group) 
pagination options and per-page search)

▪ Allow MFA to be configured as mandatory for all the users (issue-1089)

▪ Key rotation for MFA

▪ Fail2Ban, to be merged

▪ And more…

https://github.com/indigo-iam/iam


Looking forward
Future of IRIS IAM and SKA IAM



INDIGO IAM software 

▪React Dashboard for finer admin controls
▪ Allow more self-service function

▪ Sub-group creation and management

▪ Self service client sharing 

▪ Fine grained admin privileges (Instead of single admin roles)

▪ e.g. Group creations and user approval can be separated 

▪Options to not store access token in DB
▪ Identified in WLCG data challenges to be a bottleneck due to heavy DB write 

operations

▪ v1.14.0: added options to not save access token issued 

▪ Enable the Geo-Distribution of IRIS IAM



Geo-Distribtion



Failover prototype

▪ In collaboration with STFC Data Analysis as a Service (DAaaS) we are 
setting up an off-site failover on STFC managed commercial public cloud 
service (OVH clouds)

▪ Stage 1: Encrypted at-rest DB backup 
▪ Daily backup of IAM DBs available for 30 days both on site and off site 

▪ Stage 2: Procedure to restore the encrypted DB to an alternative data source
▪ Tested the restoring of encrypted DB

▪ Stage 3: Deploy and serve IAM from the public cloud host independently
▪ WIP: Designing configuration management to deploy on off-site host

▪ Stage 4: Mock failover exercise in Summer 2026
▪ Test and Refine the business continuity plan for IAM



Plan: Geo-distribution 

▪ Time delay for DB snapshot
▪ Not current data which might cause issue with users

▪ Complex  business continuation and recovery 
▪ As this involves importing a snapshot of DB to offsite location
▪ To capture the activities of IAM during the outage period, the data must be 

transferred back to the production cluster
▪ Requires 15-30 min of downtime to services with added risk of data inconsistency

▪ Complexity also makes it difficult to move towards a 24/7 services as it 
cannot be properly serviced by on-duty who don't specialise in the IAM 
services.

▪ Blocker for Geo-distribution was the write operation caused by saving 
and removing Access Token form Database
▪ Removed from INDIGO IAM 1.14.0



Plan: Geo-distribution 

▪Geo-distributed Galera DB with secure site-to-site connection 
managed by overlay VPN (https://overlay-vpn.stfc.ac.uk/)

▪ 3-5 Galera nodes across multiple site to maintain consistency 
across node (No public IP needed)

▪ IAM will still be served primary by STFC with offsite hot stand-by 
supported by sites

▪ In case of disaster, DNS record will be updated to point to 
alternative failover site to continue operation

▪Post-incident, STFC node will be restored and DNS restored back 
to primary node.

https://overlay-vpn.stfc.ac.uk/
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