
Cern VM File System 

(CVMFS)



Software Distribution

• CVMFS is a high availability system to deliver software to virtual machines 

and physical worker nodes. Read only file system for software

• Fast, scalable, reliable

• Files and metadata downloaded on demand and cached.  

• Data de-duplication and transport via standard http protocol

• CVMFS maintained by a team at CERN with collaborators

• ~1.5 billion files 

• ~100,000 worker nodes with CVMFS

What is CVMFS?



Setup
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Stratum-0

What is CVMFS?

• Single source of truth 

for repositories

• 1 repository only on 1 

Stratum-0

• Sent to multiple 

Stratum-1s
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Stratum-1

What is CVMFS?

• Takes from multiple 

Stratum-0s

• Mirrors these 

repositories and 

updates/GC

• Squids/caches will 

host data

• Worker nodes can pull 

from local caches
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CVMFS setup at RAL

CVMFS setup at RAL

• Uploader hosts as user landing area

• CephFS storage for uploaded files

• Stratum-0 server updates files ~ 5 

TBs

• Stratum-1 two hosts with 55TB ZFS 

storage

• Squid cache hosts x6

• Batch farm



Access

• CVMFS Stratum-0 hosted at RAL

• Access available through “uploader” hosts 

• Grid certificate GSISSH or Egi-checkin mediated SSH access to host

• E.g. ssh testsgm@cvmfs-uploader-egi.gridpp.rl.ac.uk

• Lands on user space

• Update “/home/<user>/cvmfs_repo” directory. 

• Changes periodically added to Stratum-0 CVMFS

How to use CVMFS?



Recent changes

• Proxmox for Uploaders – IPv4 IPv6 dual stack 

• Re-network for Stratum-0 – IPv4 IPv6 dual stack

Changes

Projected changes

• Egi-checkin/ssh access currently requires manual updates

• Introduction of a “CVMFS-gateway” service planned to allow automatic 

updates using EGI-checkin for CI/CD pipelines

• Refactoring update synchronisation to prevent edge cases causing delayed 

updates to repositories



Gridpp User Space

• gridppsgm

• ~8 users

• Access to other files within the user space

CVMFS Stratum-0

Used by other communities

• RAL CVMFS stratum-0 used extensively by EGI

• Another CVMFS stratum-0 is run by CERN, 

used by experiments: 



Overview

• Currently ~40 repositories

• ~ 5.6 Tbytes

• User support: 
• fed@stfc.Atlassian.net

• GGUS Software and Data Distribution (CVMFS)

• Matthias.mayer@stfc.ac.uk

CVMFS Stratum-0

• Uploaders mailing list: https://www.jiscmail.ac.uk/cgi-

bin/webadmin?A0=cvmfs-uploader-users 

• EGI user docs: https://docs.egi.eu/users/compute/software-distribution/ 
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Questions?



Questions?

Notes:

• https://cds.cern.ch/record/2946938/files/document.pdf

• https://docs.alliancecan.ca/wiki/CVMFS#:~:text=Introduction,5%20clients%

20around%20the%20world. 

•  
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