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2010 initiad * more employment
I initative « more growth
grammes » more inclusiveness

Towards the information society

RFID NGN Ambient intelligenc
RIDs

Sensor networks

* privacy challenge

* ID theft

» Attacks against ClII
» digital divide 3
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|. Protection measures l1l. Law enforcement

CYBER CRIME

Data
Retention

DATA PROTECTION &
TELECOM FRAMEWORK

Il. Legal requirements



Network and information security
in Europe - 3

TECHNICAL dimension SOCIAL dimension
- divergity, - overall security chain

- OPENnness, home systems criticality
- interoper ability shared responsibility

TRUSTWORTHY, Ségc,bRE MBLE ICT

AL

ECONOMIC dimension LEGAL dimension

- NISasavirtue and an opportunity - fundamental right on-line

- privacy & security as prerequisite
5




\  Usemame. \
Password:. \

Content

* Network and information security in Europe

e ENISA’srole

* ENISA today

e ENISA tomorrow



* %
*

* 3
, enisa

X *

European Network
# and Information
Security Agency

ENISA’'sRole-1

ENISA genesis
2000-S1 | Portugal Lisbon Strategy, eEurope 2002 action plan
2001-S1 | Sweeden NIS Observatory, 60 persons, Stockholm
2001-S2 | Belgium Wor king Group on cyber security
2002-S1 | Spain Task Force cybersecurity (EC)
2002-S2 | Denmark Unit (EC)
2003-S1 | Greece Agency (Art. 95: Council-Parliament)
2003-S2 | Italy ENISA in Greece
2004-S1 | Ireland Regulation 460/2004
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Furopean Council Europeap, Parliamen;

European Commission
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ENISA'sRole- 2

ENISA’stasks

Risk
assessment
and risk
management

Track
standardisation

Information
exchange
and

cooperation /- s
raising

Promote
best practices

Becoming a centre
of expertise

Giving advice and
assistance to
Commission and
Member States
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ENISA scope of activity

To be ...

Promoter

but not no be ...

Analyst lab
Evaluation
body

..without duplicating

Networking ...
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ENISA Today - 1

—)

» 1 seat per MS, 3 EC, 3 observers
» Approves the Working Programme
* Approves the budget

=)

* “Run the Agency”
* Reports to Management Board

=

* Industry, academia, users (30 seats)
» Advice to Executive Director

=

» Technical advice on specific matters
* Report to ED
* 3WG in 2005, 4 in 2006

=

» Contact point in each Member State
* Facilitate exchange of information
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ENISA Today — 2

Executive director

- Policy adviser

- Accounting office
- Security office

- Press and Com.

- Assistant/controller

Around 50 staff
About 7 Meuros/year

Administration:

- Finance

- Human resources
- Legal service

- It infrastructure

Technical:

- Risks management
- Security policy

- Security tools

- Technology cabinet

Cooperation & support:

- Awareness raising
- Incident response
- Coordination MS & EC
- Relations with industry
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Deliverables (2006 wor k Programme)
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Requests from the EC and M 'S (2006)

1) EDPS

2) Gommission

3) NRA Lithuania
4) Commission

9) Commission

8) Cormmission

7) Czach Republic
8a) Commission

8b) Commission

Facilitating audit of EURODAC System

Assassment of sacurity measures taken by slectronic communication providers
Assistance in setting-up of CERTs through organising a CERT ftraining in Lithuania
Providing feadback on Impact Assessment on planned Communication

Advice on mid-term review of Directive on Electronic Signatures

Advice on elD management in Commission services

Assassment of sacurity raquirerants for Public Administration Information Systems

F easibility study on a trusted partnership for a data collection framework

Examining the feasibility of a EU-wide information and alert system
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Go to our website: Subscribe to the ENISA Quarterly:

ENISA Quarterly
2006
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To subscribe to the ENISA Quarterly, please mail to
and clearly state
“SUBSCRIBE” (!) as subject

http://www.enisa.europa.eu
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An Impact oriented process...

e Dialogue with
and between
stakeholders...

e Guided by
strategic goals...

—_

—~

—

Collection of expectations and needs

A 4

MB and PSG to indicate priorities

Y

Agency to suggest resources needed
and showing the competence to perform

A 4

Thematic multi annual Programmes
Annual Work Programmes
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Strategic goals adopted by the MB last Mar ch:
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How to lin

ENISA tomorrow - 4

WP2008

WP2009

WP2010

K strategic goals to Work Packages ?

Are high-level objectives

Provided by MB aspart of short-term
general orientations

| mplement high-level objectivesin
prioritised particular NISfields of interest
Themesto beidentified through multi-
stakeholder dialogue (MB and PSG)

Should define KPIslinked to SM.A.R.T.
goalsfor each programme

I mplement programmes on annual basis

Work Packages to be defined through
highl)y-interactiveworkshop (MB and
PSG

Should define KPIslinked to SM.A.R.T.
goalsfor each Work Package
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What does a programme look like ?

Data

collection Position

Tele/video/web
conference

Pool of experts

Consultation
workshop

Ad-hoc

Working Group Online forum,

blogs

Guidelines /
Recommend. pilot

Validation

Translations

Measurement

Toolbox of take-up

Take-up by
stakeholder

Response
to request
Showcase
deliverables

Directory /
Database

ENISA
website
EQ
Newsletter JX@\ joint event
Speaking

engagement

Dissemination

s Training on
deliverables
Conference / MB / PSG

feedback
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What does a Programme proposal look like ?
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QUESTIONS?
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