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A challenge: understanding R&E traffic

(Inter)National R&E networks (NRENS) carry a large volume of science traffic

It is useful to understand the nature of the traffic for many reasons:
o Knowing the science experiment and network activity involved
o Efficient network use, traffic steering, future provisioning and capacity planning
o Performance measurement - flows, data rates, ...
o Site traffic profiling, or traffic accounting for shared inter-continental links
Current tooling to achieve this?
o Network flows - but even with flow data the IPs / ports in themselves don’t reveal much
o Overlay networks - but a single L3VPN may have broad granularity, e.g., LHCONE
The CERN experiment community’s Research Networking Technologies (RNT)

WG is addressing this challenge via its Scitags project
o  Supports flow marking and/or packet marking of science traffic




A solution - the Scitags Framework

Open platform available to any (data-intensive) science community

Identifies the owner (experiment) and purpose (activity) of traffic

Implies creation of a registry of the experiments and activities
Defines standard(s) for the exchange of such information between scientific
communities, sites and network operators

By packet marking - encoding experiment/activity directly in packets
IPv6-only: uses IPv6 Flow Label header or an IPv6 Destination Option header

By flow marking - sending a separate UDP packet (firefly) with metadata
Typically sent at the start and end of a flow to configured collector(s)

Enables tracking/correlation with existing network flow monitoring and
other monitoring systems deployed by R&E network operators

= Quantify global behaviour and analyse trade-offs at scale
Provides useful insights for both the VOs and NRENs



Scitags Project - who?
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Per-flow fireflies — high-level view
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Current Status: DDM & Storages

Full support for fireflies now available across the entire WLCG DDM tool chain

Distributed Data Management (DDM):
= Rucio (from 32.4.0) and FTS/gfal2 from 3.2.10/2.21.0
= DIRAC - (from 9.0.8) - works with FTS the same way as Rucio
= ALICE O2 - supported since xrootd 5.0+

Storage:
=  XRootD includes a Scitags implementation (from 5.0+)
= EOS includes Scitags support from 5.2.19+
= StoRM includes Scitags support from 1.4.3+

= dCache supports fireflies since 11.2.3
includes storage statistics (read/write latency to/from disk)

Beyond WLCG we now also have support in Pelican (core OSG DDM)



https://xrootd.slac.stanford.edu/doc/dev54/xrd_config.htm#_Toc88514010
https://italiangrid.github.io/storm/

Current Status: Experiments

All WLCG experiments now ready
= Fireflies enabled in production for every DDM in WLCG
= Rucio, FTS, DIRAC, Alice 02

* Progressive deployment on storages at various sites

Validations and Capability Data Challenges have been discussed with all WLCG
experiments.

Beyond WLCG: SKA, Belle Il, Vera Rubin, etc.

= Most of these communities share the same tooling (Rucio/FTS) and could adopt the
technology “relatively easily”

= Looking for opportunities to get involved — feel free to contact us



Current Coverage: Fireflies

Currently processing around 6M fireflies/day vs. 6-8M transfers/day seen in WLCG FTS
= Our coverage likely exceeds WLCG FTS as we also see WN transfers & XRootD
= Recently seen peaks with 12M fireflies/day

Major T1s and T2s are being added as they update to dCache 11.2, i.e.:
=  BNL, FNAL, PIC, KIT, TRIUMF, MWT2



Collectors

Collectors:
= Currently focused on collection and processing of fireflies
»  Production collectors now at ESnet and GEANT
= Thanks to Internet2 we have migrated DNS and registry
= collector.scitags.org now available - will resolve to the nearest collector
= Thanks to ESnet we now have message bus in production
= Already exchanging data between GEANT and ESnet
= Missing a production collector in Asia/Pacific region — offers welcome !

Site collectors:

= Sites can setup their own collectors, using the same technologies, to both capture
outgoing as well as incoming fireflies

= Fireflies are essentially syslog messages that one can easily process with logstash


https://dashboard.stardust.es.net/d/b8dddac0-5b24-4739-9c8d-e88a05c1344f/scientific-network-tags3a-rande-dashboard?orgId=2&var-site=CERN&var-experiment=All&var-activity=All
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https://dashboard.stardust.es.net/goto/afna9jwim7h1ca?orgId=2

ESNet: production Scitags firefly dashboard
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Comparing Scitags dashboard (left) with WLCG Transfers dashboard (right)
=  Compares # of network flows with # of transfers finished (grouped by exp)
= One transfer can have multiple flows
=  For HTTP, which is now the main protocol this is likely one-to-one
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https://dashboard.stardust.es.net/goto/afna9jwim7h1ca?orgId=2

ESNet: production Scitags firefly dashboard
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https://dashboard.stardust.es.net/goto/afna9jwim7h1ca?orgId=2

R&D: Packet Marking in IPv6

Based on feedback from IETF v6ops community
Started exploring Destination Option (DO) and Hop-by-Hop Option (HbH) as
alternatives (eBPF-PDM, eBPF-extHeaders) to flow label.
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We have demonstrated
packet marking at scale in
SC25 using both

Flow Label and Destination

Option
Prototype implementation

developed as part of
flowd-go service
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https://datatracker.ietf.org/doc/draft-elkins-ebpf-pdm-ebpf/
https://github.com/IurmanJ/ebpf-ipv6-exthdr-injection/tree/main

Flowd-go: Packet Marking and Flow Labelling Service

Service to provide various approaches to
per-packet and firefly flow marking.

Open-source and plugin-based.

Portable (CO:RE) eBPF deployment.
Distributed as a single, static binary. | |
Offered as an RPM, runs as a Systemd unit. ... L —_—
Works alongside storages.

Can enrich fireflies with TCP information
gathered through eBPF or netlink.

Supports packet marking through either the
IPv6 Flow Label or IPv6 Extension Headers |[eefiony
(Destination Options, Hop-by-Hop or both.)

———————————

Flowd-Go
Core

> prometheus

___________

Backends

Plugins
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https://github.com/scitags/flowd-go
https://linuxsoft.cern.ch/repos/scitags9al-stable/x86_64/os/Packages/f/

R&D: SC25 Packet marking

= We have demonstrated packet marking at 1.1 Tbps
=  3x400Gbps btw. 2 DTNs located at Starlight/Chicago and St. Louis
Using flowd-go - both with flow labels (FL) and extension headers (EH) via eBPF

No Marking EH Marking

FL Marking




R&D: SC26 Demo and mini Challenge

University

=',- of Victoria
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SC26 PACKET MARKING
Showfloor

SC26 Goal: Showcase Scitags for high-fidelity network visibility
Area 1: Global 1.2/2.8 Tbps Packet Marking

o 1.2 Tbps end-to-end (3x400G DTNs); potential 1.6 Tbps (2x800G) in addition
o Sites: UVic, CERN, StarLight, FNAL, & SC26 booth
o Tests: Memory/disk tests (iperf3, xRootd, dCache) and performance impact

Area 2: Production Demo of Fireflies (US/ATLAS & US/CMS)

o  Scitags visibility in active HEP production (BNL & FNAL)
o Dashboards at StarLight showing flows by scientific activity
o ldentify traffic owner/purpose for detailed visibility

Connect to ESnet high-touch for packet-level drill-down
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Summary

= Scitags is ready and in production
Open platform to collect, process and visualize network flows
Pioneering project spanning multiple domains (Experiments, DDMs, Storages, NRENS,
Sites/Platforms)
The platform can be used to correlate network and storage data

= Significant progress has been made in enabling flow labelling within the LHC experiments (CMS,
ATLAS, ALICE, LHCDb)

-  We’re open to collaboration with other science domains and R&E networks - please
contact us if you have specific use cases/tools, etc.

=  We plan to demonstrate new and existing capabilities during WLCG mini-challenges,
SC26 and DC27

= IPv6-only packet marking is coming soon
The WLCG is >90% IPv6, so we can exploit that
Two US T1 OPN links are now running IPv6-only
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Finding More Informa

Code

scitags.org

Network Flow and Packet Marking for
Global Scientific Computing

tion: https://scitags.or

Scientific network tags (scitags) is an initiative promoting
identification of the science domains and their high-level
activities at the network level.

It provides an open system using open source technologies that helps
Research and Education (R&E) providers in understanding how their networks
are being utilised while at the same time providing feedback to the scientific
community on what network flows and patterns are critical for their

View On Download Join computing.
GitHub ‘ech. Spec| fcitags.or

Technical Spec

Mailing List

Hosted on GitHub Pages — Theme by orderedlist

Our approach is based on a network tagging mechanism that marks
network packets and/or network flows using the science domain and
activity fields. These tags can then be captured by the R&E providers and
correlated with their existing netflow data to better understand existing
network patterns, estimate network usage and track activities.

The initiative offers an open collaboration on the research and
development of the packet and flow marking prototypes and works in
close collaboration with the scientific storage and transfer providers to
enable the marking capability. The project is currently in the

prototyping phase and is open for participation from any science domain
that require or anticipate to require high throughput computing as well as
any interested R&F providers.

Participants

@ ESnet Gfg&iﬁ7 m%“ &SIRNP Jisc
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Upcoming and Past Events

.

March 2022: LHCOPN/LHCONE workshop

November 2021: GridPP Technical Seminar (slides)

November 2021: ATLAS ADC Technical Coordination Board
October 2021: LHCOPN/LHCONE workshop (slides)

September 2021: 2nd Global Research Platform Workshop (slides)

.

.

Presentations
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https://scitags.org

Thank you - questions?
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Near-term plans

ATLAS and LHCb campaigns

With dCache fully supported we can start deployment at major T1s (BNL, FNAL, KIT, IN2P3, pic, etc.)

Moving towards full coverage across WLCG
Seeking Asia/Pacific region collector
Working with ESnet to integrate High-Touch Service
= Introduce capability to drill-down to packet-level data for any flow

Develop dashboards focused on deployment status and site performance
= Potentially correlate with HT to get down to packet-level details
= But also access to raw data (or export) to be able to follow up

Engaging with other science communities/VOs
Currently that means those using Rucio/FTS, DIRAC or Pelican

Run Scitags demonstrations at SC26
= Colocate with mini-Data Challenge on monitoring

R&D: Exploring IPv6 flow label / EH field on-path export on network platforms
R&D: Testing packet marking transparency (EH receipt) with perfSONAR
R&D: Validating eBPF programs through an eBPF VM.
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Flowd-go: Linux kernel TCP/IP stack readout!

RTT [us]
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This chart tracks RTT as reported by iperf3 vs.
flowd-go’s netlink and eBPF readout of the same
attribute.
In addition to RTT, flowd-go can read any Linux kernel
TCP/IP stack metrics:

° Congestion algorithm details (Cwnd)

° Memory buffers (skmem) & evolution

° Latency, RTO, and ATO

) Busy time and pacing rates
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Comparlng Scitags dashboard (left) with WLCG Transfers dashboard (right)
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https://dashboard.stardust.es.net/d/b8dddac0-5b24-4739-9c8d-e88a05c1344f/scientific-network-tags3a-rande-dashboard?orgId=2&var-site=CERN&var-experiment=$__all&var-activity=$__all&from=now-12h&to=now&timezone=browser

What is needed to use Scitags? Howto ?

See our draft howto guide

Site-level requirements:

= Run one of the supported storages (XRootD, EOS, StoRM, dCache)

= Engage to determine the Scitag collector(s) to use (NREN / global)

= Configure and test Scitags on their storage (see howto guide for details)

Experiment-level requirements:

= Run one of the supported data management systems
= Rucio, FTS, DIRAC, Pelican

» Engage to ensure experiment ID and activity IDs are added to the Registry
where needed

NRENSs:

= An NREN may run a collector to gather Scitag data for its sites, and share the data to the
global collector(s) via Kafka
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https://github.com/scitags/scitags.github.io/blob/main/howto.md

Registry of experiment and activity IDs

{

- experiments: [

We have standardised the Experiment and Activity fields ¢ _ ... -,

expld: 1,

we use for both flow marking and packet marking. g ad

activityName: “"default”,
activityld: 1

}

The scitags.org domain provides an API that can be "

consulted to get the registered values: e

- activities: [

https://api.scitags.org or https://Www.SCitags.ora/api.jSON ¢ ... oerroonr.
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b

. . =il
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-~
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https://api.scitags.org
https://www.scitags.org/api.json
https://docs.google.com/spreadsheets/d/1KOkZxmCtLoU2y5DKGjvQEo-A-A3kUN2UqnWIqF-4zoQ/edit#gid=1072770680
https://docs.google.com/spreadsheets/d/1KOkZxmCtLoU2y5DKGjvQEo-A-A3kUN2UqnWIqF-4zoQ/edit#gid=0
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Packet and Flow Marking Demos

= We plan to demonstrate packet marking at 1.2 Tbps (3x400Gbps DTNSs)
= Using flowd-go - both with flow labels and extension headers (DO) via eBPF
= We will report on the results — previous testing at SC24 was encouraging

@D ESNet-CERN SciTags (IPv6 Flow Labels)
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