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On behalf of all members of the HEPiX
IPv6 working group - (many thanks all!)

IEEX

G Attebury (UNL), M Babik (CERN), M Bly (RAL), N Buraglio (ESnet), T Chown (Jisc),
J Chudoba (FZU Prague), T Cui (IHEP), P Demar (FNAL), A Fernando Casani
(Valencia/CSIC/LHCb), J Flix (PIC), A Forti (Manchester/ATLAS), C Grigoras

(CERN/ALICE), B Hoeft (KIT), H Ito (BNL), D P Kelsey (RAL), E Martelli (CERN),
S McKee (U Michigan),C Misa Moreira (CERN), F Prelz (INFN), D Rand (Imperial),
A Sciaba (CERN/CMS), M Wadenstien (Umea), C J Walker (Jisc), S Zeng (IHEP)

* Underlined 9 co-authors are here in Lisbon this week

* Many more in the past, and members join/leave from time to time

* many thanks also to WLCG operations, WLCG sites, LHC experiments, networking
teams, monitoring groups, storage developers...
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Outline

The HEPiX IPv6 working group - reminder

® & drivers for IPv6

IPv6/IPv4 dual-stack storage & CPU/worker nodes campaign

IPv6-only WLCG wide area data transfers
* LHCOPN

* LHC Experiment Views
* LHCONE

Other news

®* Summary
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IPv6 statistics — connections to Google

Google IPvé

News (tom’sHardware)

Googis collects statistics about IPYE adoption in the Internet on an ongoing basis. We hops that publishing this
nformation will help Intemet providers, website owners, and policy makers a5 the industry rolls out IPvS.

IPv6 Adoption  Per-Gountry IPv8 adoption Networking

1Pv6 Adoption

We are continucusly measuring the availability of IPvE connectivity amang Google users. The graph shows the

s that access Google over [Pve.

- IPv6 usage reaches historic 50% across
55.00% - . .
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e usage eases pressure on the IPv4 address
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APNIC IPv6-capable statistics

Use of IPv6 for Portugal (PT)
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IPv6 WG - meetings since January 2025

e In-person meetings (>= 2 half-days)
O 29th/30th January 2025 (Santiago de Compostela, Spain)
21st/22nd May 2025 (CERN)
24th/25th Sep 2025 (CERN)
28th/29th January 2026 (Manchester, UK)
3rd/4th June 2026 (CERN)
17th/18th September 2026 (CERN)
January 2027 (PIC, Barcelona, Spain)

OO O0OO0OO0O0

e One-hour Zoom meetings
O 2025:13 Feb, 24 Feb, 11 Mar, 26 Jun, 30 Oct, 27 Nov
O 2026: 26 Feb, 31 Mar, 30 Apr, July onwards (to be fixed)

o New members of the Working Group are always welcome
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IPv6 WG — recent activities

e Continue to encourage IPv6 deployment on CPU services and Worker Nodes

e Continue to understand reasons for two dual-stack endpoints using IPv4
o And fix the problems

e Monitoring is essential (network layer, data transfers, applications...)

® Since August 2025, work with Tierls as they remove IPv4 transfers from LHCOPN
o Encourage completion by end of 2026 (in time for DC27)

e Work with LHCONE community - sites testing removal of IPv4-peering
o Encourage completion before DC29

e Allin collaboration with LHC experiments (major stakeholders) and the WLCG MB
o The IPv6 working group does not make operational decisions/changes
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HEPiX IPv6 working group - History and
drivers for use of IPv6

e Phase 1-2011-2016 - analysis, investigations, testbed, fix storage

e Phase 2 -2017-2023 - deploy dual-stack storage on WLCG

e Phase 3 - 2019-onwards - decommission legacy IPv4 -> IPv6-only
- 2023 onwards - deploy IPv6 on CPU services and worker nodes

* Sites running out of routable IPv4 addresses (avoid NAT)
* Must be ready to support use of IPv6-only CPU clients

e Other drivers for IPv6:
e scitags.org — packet marking (in header of IPv6 packets)
* Research Networking Technical Working Group (RNTWG)
* USA Federal Government — directive on “IPv6-only” (Nov 2020)
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https://www.scitags.org/
https://docs.google.com/document/d/1l4U5dpH556kCnoIHzyRpBl74IPc0gpgAG3VPUp98lo0/edit
https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf

SCITag — IPv6 header marking

Reminder: SciTags is an initiative to identify science domains and their
associated network activities anywhere in the network.

Of relevance for this group, packet-marking requires IPv6

* recent work:

* SuperComputing 2025 had a successful SciTags packet-marking “Scitags at Scale: 1.1Tbps Packet
Marking and WLCG Data Challenge Readiness”

* We have good coverage of storage systems (Xrootd, EQOS, Storm) but are still missing dCache. Next
Golden release (11.2.1) will support SciTags

* Lots of work on flowd, with Pablo Collado Soto providing newest features in flowd-go and plans to
include it in perfSONAR deployments

* All four WLCG experiments support it now

* monitoring for SciTags Bl https:/dashboard.stardust.es.net/goto/ffbgljaieOuf4d?orgld=2

» goal of having 80% of our WLCG traffic monitored via SciTags (packet-marking or
fireflies) for DC27


https://scitags.org/
https://docs.google.com/presentation/d/1fwqwSMUksBKzVS_6wDMz6gJocXUYQ2Qvov8oW11i3LE/edit#slide=id.g3bc0cc83b70_0_46
https://dashboard.stardust.es.net/goto/ffbg1jaie0uf4d?orgId=2

Dual-stack WLCG Storage (Tier2s)

Tier-2 IPv6 deployment status [15-10-2024]
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Dual-stack CPU and WN campaign
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WLCG CPU - GGUS ticket campaign 1=

* Eliminate a large remaining source of IPv4 traffic
* Data transfers between WNs and remote storage systems

*  Approved by WLCG MB in October 2023

* Launched on 28 November 2023 on all WLCG sites

 “Please deploy dual-stack connectivity (IPv4+IPv6) on your
computing services (computing elements and worker nodes)
as soon as possible and by 30 June 2024 at the latest”

* Provide estimates for timescale and details on the necessary steps
* If cannot meet the deadline, then explain why
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C P U C u r r e n t St a t u S Tier-1/2 IPv6 CEMN deployment staius [31-03-2026]N0.m
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Tier-1/2 IPv6 CE/WN deployment status [31-03-2026]
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https://twiki.cern.ch/twiki/bin/view/LCG/WlcgIpv6#WLCG_IPv6_CE_and_WN_deployment_s

Reasons for slow deployment IPv6 on

EIEEIX
CPU and worker nodes?

Waiting for new machine room or OS update or general network
upgrade

Nvidia Skyway Ethernet/Infiniband gateway is IPv4-only (HPC)
A few sites not even responded to the ticket
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All WLCG services - “VOfeeds” (all Expts) (K1EE

https://orsone.mi.infn.it/~prelz/ipv6 vofeed/

Dual-stack IPv6 support on known WLCG endpoints
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IPv6-only on WLCG (CHEP2019) EIREIX

https://doi.org/10.1051/epjconf/202024507045

* The end point of the transition from IPv4 is an IPv6-only WLCG core
network - agreed by WLCG MB

* To simplify operations
e Dual-stack infrastructure is the most complex
* Reduced complexity reduces chance of making security errors
* Large infrastructures (e.g. Facebook, Microsoft,...) use IPv6-only internally

The goal we are still working towards
* “IPv6-only” for the majority of WLCG services and clients
* Timetable still to be defined - but aiming for “before LHC Run 4”
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https://doi.org/10.1051/epjconf/202024507045

What do we mean by IPv6-only?

Choices (one or more of):

 WHLCG site services are IPv6-only (CE, SE, ...)

Whole WLCG Tier 2 cluster is fully IPv6-only

Other WLCG central services (e.g. Rucio, FTS etc.) are IPv6-only
LHCOPN and/or LHCONE networks are IPv6-only

All WAN WLCG traffic is IPv6-only, including over the general R&E Internet
What does the IPv6 working group propose we aim to achieve?:

* Al WLCG services (site and central) are IPv6-capable

* Al WLCG WAN traffic on LHCOPN and LHCONE is IPv6-only

* If IPv4 is needed locally for other Research Communities — fine

* And data transfers over general R&E internet can still use IPv4

23 April 2026 IPv6 at HEPiX, Lisbon
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LHCOPN % of traffic which is IPv6
- last 2 years. (85% to 98%)

IPv6 / Total (in+out, %) in LHCOPN
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%IPv6 on LHCOPN (last month)

What is this?

IPv6 [ Total (in+out, %) in LHCOPN
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== percentage IPv6 traffic 97.8% 99.8% 921%
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Removing IPv4 from LHCOPN

Assumptions:

LHCOPN is used for TO-T1s and T1s-T1s transfers

Aim to remove IPv4 routing from all LHCOPN links

By the first months of LS3 (end of Q4 2026) - before DC27
IPv6 is already ~98% of the total traffic in LHCOPN

IPv4 is not being dropped

O It moves to LHCONE or General R&E Internet

Not difficult to bring IPv4 back on single links, if problems should arise
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Removal of IPv4 on US Tierls
LHCOPN links

IEEX

At July WLCG Management Board it was agreed to remove IPv4
from BNL and FNAL LHCOPN links on 2nd of September 2025, during
a LHC stop (machine development)

As a consequence, the IPv4 traffic to these two sites would fall-back to
LHCONE, with last resort backup over the Internet

. Averaﬁge amount of IPv6 traffic in LHCOPN already above 90% for several
months

* Last clean-up of remaining IPv4 on BNL and FNAL during August:

* JINR: solved by JINR by preferring IPv6 over IPv4 on Linux settings

« Still some IPv4 traffic to NLT1 and IT-INFN-CNAF for well known
Ilingzliltj&)g)s (switch performance at NLT1 and IPv4-only Infiniband gateway
a
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US LHCOPN changes - Impact ?
ATLAS ATLAS

_ _ EXPERIMENT
« No noticeable impact

« Any remaining IPv4 Traffic re-routed onto LHCONE or R&E networks

« Has a few non-WLCG experiments that were using LHCOPN and now
use LHCONE

. CMS CMS

* No noticeable impact

* Any remaining IPv4 Traffic re-routed onto LHCONE or R&E |
networks
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LHCOPN — latest news

PIC successfully dropped IPv4 on LHCOPN 23 Feb 2026
New Poland Tierl (PL-NCBJ)
Part of storage (14 servers) run on IPv6-only

* Disabled IPv4 on LHCOPN link (13 April 2026)

Next Candidates to remove IPv4 from LHCOPN

CN-IHEP Tierl

See next talk (Shan Zeng)
Nordic Tierl

See next talk (Mattias Wadenstein)
KIT Tierl is investigating

All other Tier-1s will follow before DC27
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ALICE — views on IPv6-only

Storage nodes: not any time soon, too many WNs on many sites are not dual stacked
* any WN must be able to reach any storage at any time
* the storage itself is close to being fully dual stacked
WNs: could be IPv6-only, as soon as the above is solved
* ok to test with one but in production we will increase the job error rate unless all data is available
LHCOPN: should be ok to drop IPv4
* Tl storages are dual stacked, raw data replication as 3rd party XRootD transfers
*  provided IPv4 still works as a fallback (CNAF WNs reading from CERN EOS for example)
LHCONE: should also be ok

. T2s exchange more data between them (job output -> external SEs to the originating site)
. As earlier stated, IPv4 connectivity is a must

. Site and storage node-level firewalls are prepared for traffic to come from |=LHCONE

. but it won’t be efficient
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ALICE (cont’d) 1=

« Anarea we don’t control is users’ home networks -- They need to be able to access any
data file 2 Thus:

. Storage: needs IPv4 for the foreseeable future

. Network: has to allow access to the storage on IPv4

. Computing: could go IPv6-only, though a minimal (NAT) IPv4 support might solve a lot of
issues
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ATLAS — view on IPv6-only

« US DOE sites have a government requirement - pushing really hard for this
« Some sites want to go IPv6-only — not dual stack
« LHCOPN IPv6-only mini-challenge and BNL status still IPv6-only

« Other T1s (Eic, NDGF) would also prefer to maintain a single protocol to
protect/debug! Initial check

« Other sites mostly Tier2s but also a couple of T1s have problems  ——
« Poor response from institutions network teams 12 1;(1)
* Non WLCG use cases 3; 22
- Hardware to be replaced (planned but not yet there SARA, RAL) j i

250 184

« HPC also are on ipv4 (NVIDIA - skyway)
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CMS — views on IPv6-only

CMS is one of the strongest supporters of enabling IPv6 on the entire WLCG

* Pushed for an ambitious deadline for the deployment on compute

e Supports switching off IPv6 on LHCOPN (and then LHCONE), of course after having fully understood the nature of any
remaining IPv4 traffic

* The entire system is fully compatible with IPv6(-only) resources

*  Successfully tested IPv6-only at CERN, KIT, Bristol already quite some time ago
* |Pv6-only storage is already foreseen at some sites (e.g. T1_PL_NCBJ)

*  This makes completing the deployment on compute particularly important
* Unfortunately, some CMS T1/T2 sites are affected by the infamous Nvidia Skyway incompatibility with
IPv6, or use HPC resources with no IPv6 support (and none foreseen ATM)

* CNAF, Aachen, Nebraska, USCMS

* Monitoring has improved, but not yet fully validated
*  FTS monitoring looks good — even while many “unknowns”
* New XRootD monitoring not yet validated

* dCache and XRootD monitoring now use ipver as FTS does
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CMS (Continued)

CMS pushing for IPv6 deployment

But concerned about sites that cannot deploy it on WN, as CMS likes to be able to access any data from
anywhere
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LHCb — views on IPv6-only

Many sites support IPv6
Full IPv6 : 42

Mixed: 6

No_IPv6: 7

Unknown_only: 4

FTS monitor
Green — IPv6
Brown- unknown

Most site service endpoints in dual-stack

Storage: 99 % (217/218 endpoints) | |
Compute: 80 % (111/138 endpoints) PR L | .
Some sites (eg:T1 PIC) prefer to maintain only 1 protocol (IPv6).

Recently (23 Feb) PIC stopped IPv4 peering on LHCOPN
As in other VO some sites suffer from hardware limitations or HPC without connectivity/IPv6

Central infrastructure services at CERN based on DIRAC which is fully IPv6 compatible.

No particular LHCb monitoring, gfal do not gives us tracking info. Monitoring with FTS still with “unknowns”
In favour of Removing IPV4 from LHCONE and test during next datachallenge (maybe DC277?)
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Remove IPv4 from USA LHCONE sites el

IPv4 Blackout test on LHCONE (4 Feb to 6 Feb 2026)

Goal: To evaluate the impact for sites from disabling IPv4 on LHCONE.

- Participating sites: AGLT2+NET2 (ATLAS) and UNL+Purdue (USCMS)

« Purpose: To give our sites confidence in moving forward towards IPv6-only

« and reduce the use of IPv4 where possible.

« Very simple: We shutdown IPv4 peering OR IPv4 network announcements into
« LHCONE for 2 days between February 4th-6th, 2026.

- As expected, we saw no problems.

« Any IPv4 traffic from our sites moved from LHCONE to general R&E networks.
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LHCONE blackout tests (cont’d)

In presenting the IPv4 blackout to ATLAS during its February software &
computing week, the question was raised “Why did you turn it back on?”
e Main answer: because that was the plan

However, it is a good point. We are moving towards IPv6-only (single stack
again) and the testing showed no issues.

We did this for AGLT2 on March 10 and since then we have had NO IPv4
announcements into LHCONE. (R&E IPv4 still supported). No problems and

other sites may wish to do the same thing.

We will watch longer term for issues but don’t expect any.

23 April 2026 IPv6 at HEPiX, Lisbon
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Other news — IPv6 versus IPv4 power
requirments

IEEX

e Itis claimed that IPv6 routing is more efficient than IPv4
(17-30% saving in used electric power)
® Fixed size packet header — easier to forward
® |[Pv4 networking includes lots of NAT — uses power
® |[Pv4 ARP more power hungry than IPv6 SLAAC and RAs
e Dual-stack networking is the worst for power used

® \We should move to IPv6-only data transfers
https://www.arin.net/blog/2025/12/30/enerqy-efficiency-ipv4-ipv6-ipxo/

https://www.ipxo.com/bloqg/ipv4-vs-ipv6-enerqy-efficiency/

35


https://www.arin.net/blog/2025/12/30/energy-efficiency-ipv4-ipv6-ipxo/
https://www.ipxo.com/blog/ipv4-vs-ipv6-energy-efficiency/

Summary

WLCG already supports use of IPv6-only clients
Dual-stack Storage campaign finished

Most WLCG data transfers today use IPv6
Campaign for dual-stack CPU and WN’s — underway but slow
We continue to chase use of legacy IPv4 and try to fix
Remove all IPv4 data transfers from LHCOPN before DC27
Remove all IPv4 data transfers from LHCONE before DC29

* Message to WLCG sites and LHC experiments:

- Deploy dual-stack on all services & clients and prefer the use of IPv6

- Please monitor use of IPv4 by your services and remove/fix
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Bruno — Farewell — celebration in LHCOPN/LHCONE meeting
last week in Montreal, Canada

- Last but by no means least

. Farewell to Bruno Hoeft (KIT)
who soon retires

- One of the many photos

- Thank you for all your hard
work, collaboration and
friendship

.- HEPiX will miss you!
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Questions, Discussion?
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Backup slides
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“Obstacles” to IPv6

There are many reasons stopping the full use of IPv6/IPv4
Dual stack is an essential step on the journey to IPv6-only

The Obstacles that we have been addressing:

1. WLCG %ites not yet deployed IPv6 networking
~done
2. Sites have IPv6 but Tier-2 has no dual-stack storage ~done
3. IPv6 monitoring not available or broken
Monitoring is essential
4. Service is dual-stack but IPv4 still being used

We continue to chase these problems
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Obstacles to IPv6 - being addressed HEP e

5. Non-storage services not yet dual-stack
a. ~75% of all WLCG services are dual-stack today, we need 100%

6. WLCG client CPU (worker nodes, VMs, containers) some IPv4-only
a. GGUS ticket campaign well underway

7. Services/clients outside of WLCG Tier-1/Tier-2 not yet addressed
a. Tier-3, Public/Commercial Clouds, Analysis facilities, Experiment portals...
8. Use of new or evolving technologies not yet tested or tracked
a. New CPU architectures (GPU, non-x86, ...), container orchestration, ...

9. Staffing issues can be an obstacle
a. Lack of effort, lack of IPv6 training/knowledge, pressure of other work
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