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CERN SSO (Keycloak)

● CERN has unusual scale and complexity
○ Extremely large numbers of clients (14k) and groups (100k)
○ Clients and groups are managed by end users, rather than a central IT team

■ Authorization handled through CERN’s Group Management System GMS 
■ Client registration and (minimal) configuration is delegated to trusted CERN users

● Off-the-shelf (mostly cloud based) solutions don’t fit since CERN SSO requires: 
○ high flexibility and customizability
○ support for digital sovereignty of research institutes 

■ access independent of nationality or location
○ full control over which services to expose to the internet vs. the internal network
○ full control over release cycles to align to accelerator schedules
○ reduced risk of forced or unexpected migration 

■ migrating from old SSO to new SSO took 6 years and a huge number of human hours

For more info see https://auth.docs.cern.ch/documents/why-keycloak/

https://gms.web.cern.ch
https://auth.docs.cern.ch/documents/why-keycloak/


CERN SSO (Keycloak) - Deployment

Major refactor of architecture in 2023 that brought to 99,99% uptime!

Built upon core CERN 
IT services

● Network
● DBOD
● Gitlab
● AD
● Openshift
● Monitoring
● Logging
● SNOW
● Alerting
● Kubernetes
● Application 

hosting, GitOps 
(Jeedy)



CERN SSO (Keycloak) - eduGAIN integration

● eduGAIN is a multilateral SAML federation 
● Large XML file containing 8k entities
● Keycloak does not handle multilateral SAML 

federations
● Satosa instance in front of Keycloak interacts with 

eduGAIN identity providers (IdPs)
● During 2025 the eduGAIN layer was streamlined

● Migrated from puppet to Openshift 
● Integrated Seamless Access to improve usability
● Replaced PyFF metadata query (end of life) with 

an nginx server hosting trusted eduGAIN 
metadata, refreshed nightly

● Merged into CERN realm to support 2FA
● Significant reduction in support tickets

Keycloak

Satosa

eduGAIN 
IdPs

Nginx 
metadata 
trust store

https://seamlessaccess.org/cern-integrates-with-seamlessaccess
https://github.com/IdentityPython/SATOSA


CERN SSO (Keycloak) - Statistics

CERN accounts 60,000

eduGAIN accounts
From eduGAIN Identity 
Providers that support the 
Sirtfi trust framework

34,000

Personal accounts
(social logins, email-password)

250,000

SSO Clients 14,000

User logins 130,000/day

Client logins 240,000/day

Tokens requests 800,000/day
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WLCG IAM Instances

Separate INDIGO IAM instances for each Virtual Organization
 5 LHC experiments 

• ALICE, ATLAS, CMS, LHCb, MoEDAL
 7 other experiments / projects

• AMBER, CALICE, COMPASS, FCC, ILC, SHiP, DRD Calo
 2 Operations

• WLCG Ops, DTeam



WLCG Token Transition

2017 2018 2019

Sep. WLCG 
Token Schema 
v1.0 Published

July. WLCG 
AuthZ WG 
Formed

March. 
Identified 
technical 
solution 
(Indigo 
IAM)

X.509 Tokens2020

WLCG IAM 
deployed for 
CMS and 
ATLAS

Hackathons 
demonstrated 
full token 
workflow

2021 2022

WLCG IAM 
deployed 
for ALICE, 
LHCb and 
AMBER

First production 
workflows 
(ATLAS and CMS)

202520242023

VOMS-Admin 
Decommissioned 

Migrated to 
HA Kubernetes 
deployment

WLCG IAM 
deployed 
for DTeam

2028

Expected 
X.509 Phase 
Out

20272026

WLCG Token 
Profile v1.1 and 
v1.2 released

50% of File 
Transfers using 
tokens (ATLAS)

Data 
Challenge 27

First grid Jobs 
using tokens

No access 
tokens in DB 
for increased 
performance

INDIGO IAM v2.0



ATLAS File Transfer Statistics From last 1 year

FTS

IAM



WLCG Token Profile Updates

● Developed by WLCG Authorization Working Group
v1.1 -> released on 09/2025
● Capability-Based authorization via scopes

○ Many refinements
● Group-Based capability selection

○ Capabilities can be derived from group membership
● Token lifetime guidance

○ Major adjustments based on practical considerations
● Claim and token validation

○ How new major and minor versions need to be handled by middleware

v1.2 -> released on 12/2025
● Adjustments to improve support for tape workflows



Upcoming Challenges for WLCG IAM

● Increasing load on WLCG IAM token providers
○ Increasing token adoption as we progress in the token transition
○ Increasing activity levels toward High-Luminosity LHC (2030)

● Adoption of tokens by WLCG jobs and users
○ Enhanced policy engine will be needed

● Increased importance of availability and redundancy
○ token issuance
○ token validation



Expected Improvements to WLCG IAM

● Increasing load on WLCG IAM token providers
○ Removal of access tokens from DB → IAM v1.14 (May 8) → to be deployed in June

■ Lower DB load
■ Increased performance

○ IAM v2.0 → 2026 Q4
■ Migration to Spring Security v7
■ Performance optimizations

● Adoption of tokens by WLCG Jobs
○ Open Policy Agent will be integrated into IAM for scope policies → 2027 Q1

● Increased importance of availability and redundancy
○ Improved performance by optimization and caching of DB queries → 2027 Q1
○ Statically served validation endpoints without DB dependency → 2027 Q1
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EOSC

● European Open Science Cloud (EOSC)
○ European Commission initiative to build a federated infrastructure for open science

● CERN is establishing the EOSC CERN Node
○ An exploratory minimum viable product

● AAI research over the past 20 years is being put into practice
○ Shared, coherent policy for Research AAIs

○ Technical guidelines

In EOSC we can see all of the experience gathered through WLCG, FIM4R, AARC 

and other projects coming together to do something extremely novel! 

https://aarc-community.org/policy/
https://aarc-community.org/guidelines/
https://wlcg.web.cern.ch/
https://fim4r.org/
https://aarc-community.org/


EOSC AAI

● Distributed AAI Federation
○ EOSC AAI Architecture 2025

● Smooth Login Experience
○ Single Sign-On (SSO) across EOSC resources
○ Authenticate once, access all EOSC services 

● Cross-Node Trust
○ First large scale application of OIDC Federation 

(first version of protocol published February 2026)
○ Support for Proxied Token Introspection

● AARC-compliant scopes and claims
○ Note: there is not yet full overlap with the WLCG 

token profile. Convergence may be of interest to 
WLCG in the coming years

https://zenodo.org/records/15388270
https://openid.net/specs/openid-federation-1_0.html


Summary

CERN SSO

● Keycloak
● Meets CERN’s 

operational 
requirements

● Mature, stable,      
highly performant

WLCG IAM

● INDIGO IAM
● Partnership with 

WLCG Community
● Production and 

evolving

EOSC CERN Node AAI

● INDIGO IAM for 
Minimum Viable 
Product

● Exploratory!

CERN’s Identity and Access Management team host the systems enabling authentication 
and authorization at CERN and beyond. We leverage a modern stack, built upon core 

services from CERN IT, and remain engaged with global efforts towards the harmonisation 
of research AAI. Contact us at https://auth.docs.cern.ch/contact/ 

https://auth.docs.cern.ch/contact/


Questions?



home.cern
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