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Anomaly Detection
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Architecture
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Original diagram, enhanced with AI
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Latent Space
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➢ Our semi-supervised approach using NMF topics leads to a more structured latent space, refined through contrastive learning. This framework will 
be deployed within the CAFEIN federated learning platform to enable collaborative and privacy-preserving training across distributed infrastructures
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Graph Neural Networks
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Graph Neural Networks
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What is trainable?

➢ node weights - WV1 … Vn

➢ edge weights - We1 … en

➢ message aggregation weights

How is it trained?

1. Initialization

2. N message passing iterations

3. Final (target) state
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➢ CRIC topology graph as the 
WLCG structural backbone 
(monit_prod_cric_raw_topology*)

➢ Add an FTS transfer layer 
(monit_prod_fts_raw_queue*)

➢ Binary classification task on 
FTS source-to-destination 
site pairs: predict failure vs 
non-failure
logit > 0  → probability > 0.5  → predict failure

logit < 0  → probability < 0.5  → predict non-failure

Graph Neural Networks (FTS Transfer Failure Classification)
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Heterogeneous graph of WLCG sites and networks with FTS transfer data

Task-specific prediction head: same 
heterogeneous WLCG graph and GNN 
encoder, only the final prediction head 
is adapted depending on the objective: 
classification, regression, or 
unsupervised anomaly scoringOriginal diagram, enhanced with AI
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Federated Learning
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Reference: A Federated Learning Platform as a Service for Advancing Stroke Management in European Clinical Centers

CAFEIN: Federated Learning Infrastructure

9

➢ Privacy-preserving AI platform developed 
and hosted at CERN

➢ Enables collaborative machine learning 
without sharing raw data

https://arxiv.org/pdf/2410.13869
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Federated Anomaly Detection Scenarios
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Original diagram, enhanced with AI
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Federated Anomaly Detection
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Scenario 3: AE-Federated + Centralized Topic Discovery and 
Contrastive Learning

Scenario 4: Pure Local Federation
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Thanks for your attention!


