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Core Principles

e \We prioritize open-source projects — preferably part of the
CNCF landscape.

e \When something is missing, we reach out to the upstream
community to discuss the idea, and where possible, we
implement and contribute (donate) the solution back.

e \We share our work through conferences (Kubecon, etc) and
blog posts.



Current setup:
openstack magnum and heat for cluster creation/management



Current setup:
openstack magnum and heat for cluster creation/management

Work in progress:

Kubernetes Cluster API

Cluster API is a Kubernetes sub-project focused on providing declarative APIs and tooling to simplify
provisioning, upgrading, and operating multiple Kubernetes clusters.

Started by the Kubernetes Special Interest Group (SIG) Cluster Lifecycle, the Cluster API project uses
Kubernetes-style APIs and patterns to automate cluster lifecycle management for platform operators.
The supporting infrastructure, like virtual machines, networks, load balancers, and VPCs, as well as
the Kubernetes cluster configuration are all defined in the same way that application developers
operate deploying and managing their workloads. This enables consistent and repeatable cluster
deployments across a wide variety of infrastructure environments.




ArgoCD for managing all our
services / deployments




ArgoCD for managing all our
services / deployments

ArgoCD for managing cluster
addons for our users
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CERN Container Registry

Based on Harbor, a CNCF Graduated project

Backed by Distribution (the Docker Registry) with many added things

Project Quotas
OCI Artifact Support

Vulnerability Scanning (trivy, ...), Artifact Signing (sigstore, ...), SBOMs

Proxy Caches and Automated Replication
Non Blocking Garbage Collection
Tag Immutability and Retention Policies

Number of projects Number of repositories
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Storage Used
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SBOMs and Vulnerabilities

All image tags are scanned and SBOMs generated on push
Image tags are rescanned daily

Total Vulnerabilities Top 5 Most Dangerous Artifacts Top 5 Most Dangerous CVEs

41930634 total with 20211665 fixable
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Large Images at Runtime: Lazy Pulling

“Pulling images takes 74% of the time, but only 6% is read”

https://github.com/containerd/stargz-snapshotter

Registry | Node

Stargz layers

containerd

OCl/Docker Registry Snapshotter

plugged in
thru unix socket

Run
container

X

mounts
rootfs snapshot

Mode Pulling time Ingress Exec Time
native 3m37s 5.84GB 7m15s
estargz 16s 0.84GB 8m14s



https://www.usenix.org/conference/fast16/technical-sessions/presentation/harter
https://github.com/containerd/stargz-snapshotter

® OpenCost
@ A CNCF incubation project tracking cost of individual Kubernetes workloads
Breakdown by namespace, container, labels... exporting Prometheus metrics
OpenCost Providers available for all major cloud providers + on-premises cost models

Kepler covers Energy and Carbon
O A CNCF sandbox project focusing on energy and carbon awareness
Accounting by namespace, workload, pod... exporting Prometheus metrics
KEPLER Relieson RAPL powercap, cgroup and process information



Thank you!



Developed initial drivers for CephFS and Manila. Improvements for CVMFS.
Work done fully upstream, taken later by multiple other companies.

How it started: How it’s going:

cephfs CSI plugin #30

& Watch 45 ~ Y Fork 607 - Starred 1.6k
p RSN sbezverk merged 47 commits into ceph:master from gman@:wip-cephfs (3 on Apr 20, 2018

Q) Conversation 54 -0- Commits 47 [l Checks 0 Files changed 41

a gman0 commented on Mar 5, 2018 Collaborator | (@) ***
Contributors 163

This is a Work-In-Progress draft of cephfs CSI plugin. Internally, it uses ceph-fuse for mounting and setfattr for setting
quotas on volume.

I've tested it with CS1 0.1.0 (since the version of Kubernetes installed on my system only supports 0.1.0 - no problem to bump the Q ~ g k‘ ° *
version later) and while it does work, at least for now the cephfsplugin container expects to have a hostPath volume with . t

populated /etc/ceph containing the config and the keyring - though ceph-fuse should be easy enough to modify so that the d

credentials can be passed through command-line arguments. w P 3
Also, the merge for Kubernete's KeyMutex.TryLockKey is still not done, so this code contains the same bug as in #29 (see

pkg/cephfsiutil.go tryLock ) & '

I'm guessing the whole codebase could do some refactoring as cephfsplugin and rbdplugin both share some parts of the

code.

Please review / post feedback.

hed 8MIP cephfs CSI plugin 1c1bOea

0 ® rootfs reviewed on Mar 5, 2018 View changes



(Some) Users



The CMS experiment runs hundreds of thousands of jobs on its distributed computing system to .

-

simulate, reconstruct, and analyse the data taken during collision runs. A dedicated cluster ‘ v
(“l@UBAYIEET) is used to host essential CMS central services that handle the CMS data management, nginx
data discovery, and various data bookkeeping tasks. The cluster is based on virtual machines (VMs) v
deployed at the CERN OpenStack cloud infrastructure. Each service is managed by its own i e
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frontend

https://link.springer.com/article/10.1007/s10586-021-03325-0



https://link.springer.com/article/10.1007/s10586-021-03325-0

Data management for ATLAS

Bytes: 505 315 746 116 792 200

e A few numbers to set the scale
o 1B+ files, 505 PB of data, 400+ Hz interaction rate
C 120 data centres, 5 HPCs, 600 storage areas
o 500 Petabytes/year transferred & deleted
2.5 Exabytes/year uploaded & downloaded

® Increase 1+ order of magnitude for LHC Run 4

Bytes

Production cluster resources

Why Kubernetes for Rucio?

e Containers provide an isolated and minimal environment with only the necessary
dependencies needed for the application.

e Initial deployment of new services becomes really easy and is quick thanks to Helm
charts.

e Changes in the deployment and software upgrades are quickly propagated through
the system.

e Auto-scaling can help in case of spikes in the workload and to better utilize the
available resources / better energy efficiency.

e Centralized monitoring and logging can make it easier to find problems.

https://indico.cern.ch/event/915701/



https://indico.cern.ch/event/915701/

infrastructure
workload

Two kubernetes clusters:

QA:

- 30 nodes (m2.2xl)
- ~550 pods

April 2021
Prod:

- 25 nodes (m2.2x1)
- ~500 pods

No services shared across clusters

sis* group
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