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CERN Cloud Infrastructure

e IT department services providing Infrastructure as a Service (and a some more)

e Based on OpenStack

e Production since July 2013

e Running on Red Hat Enterprise Linux / AlmaLinux 9
o Based on Red Hat Distribution of OpenStack (RDO)

e Two data centres: Meyrin and Prevessin Data Centres

e Currently running Caracal/Epoxy release ODenSta Ck

CLOUD SOFTWARE
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~ Openstack services statistics

Users Projects
3390 4836
Servers
. Physical in . .
Physical use Hypervisors Virtual
9784 9335 1400 15578
~ Time series
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Loadbalancers Images
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Volumes @

7.86 K
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Volumes Volume... File Sha...
3908 2.61= 6181
RAM
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File Shares @
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File Sha...
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Batch
Servers Cores RAM
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Availability © Last1week
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CERN Cloud Infrastructure - now
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Offer 2 datacentres under the same Cloud

Prevessin Control Plane
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Differences between sites

Feature

Meyrin Data Centre (MDC)

Prevessin Data Centre (PDC)

Availability Zones

4 Compute (3 standard + 1 diesel powered)

1 Compute & Storage (per floor)

3 Storage
Number of Cells 34 / 28 1
Cross Zone attachments YES NO
Anti-/Affinity Filters Host Host, Rack, Room

Neutron ml2

Linux Bridge and OVN

OVN

Networks

Provider

Provider (& Private)

SDN Features

Load Balancers
(Security Groups)

Load Balancers
Security Groups

Nodes 5723 3940
Hypervisors 1728 101
Capacity 412TB 76TB
Capacity (on Diesel) 12TB -
UPS expected lifetime 10min 5min
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Service deployment

e From shared to “per microservice"” architecture
e All deployed in VMs on our own infrastructure
e Bootstrap procedure and recovery methods

e Puppet managed running on RHEL/ALMA 9

Kiumber of Service Vi by 02 @ Last 1 ment Servics Waby 08 E 1o Servics Vi by 0% feendar) @ Laat 1

biyperrors By Obdwenda) (01 i da
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Service operations

e Meyrin deployment upgraded in place since July 2013

e Per-service upgrade model (A/B or in place)

e Regions, Compute + Storage availability zones

e Huge investment on automation:
o Delegate administrative tasks (repair team, quota mgmt, end-user)
o Detect and fix known issues
o User communication

e Quite some big campaigns:

o KVM consolidation, Spectre/Meltdown and L1TF, Cold Migration, Migration to 8/9, ...
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Continuous probe the
Cloud APIs

e Extensive use of automated
probe system with Rally

e Focus oninfrastructure wide
issues

e Identify OpenStack or fabric

issues

~ Compute Failures by Region

Failure Rate: cern

» Compute failures by AVZ (1 panel)

~ Compute failures - Overview

Compute error rate by scenario: cern

crit_project_003_dl1325064.5513_a_ip40 - attach-volume -
crit_project_003_dI1325064.5513_a_ip40 - boot-attach-port-delete -
crit_project 003_d11325064.5513_a_ip40 - boot-linux -
crit_project_003_dl1325064.5513_a_ip40 - boot-linux-with-dns -
_project_003_dl1325064.5513_a_ip40 - boot-with-attached-volume -
crit_project_003_dI1325064.5513_a_ip40 - boot-with-ipvEready -
crit_project_003_dI1325064.5513_a_ip40 - boot-without-ipvéready -
crit_project_003_dN325064.5513_a_ip40 - cold-migrate-linux -
crit_project_003_d325064.5513_a_ip40 - curl-metadata-service -
crit_project 003_dl1325064.5513_a_ip40 - live-migrate-linux -
crit_project_003_dI1325064.5513_a_ip40 - ping-linux -
crit_project_003_dI1325064.5513_a_ip40 - ping-linux-dns -
crit_project_003_dI1325064.5513_a_ip40 - ping&-linux -
crit_project_003_dN325064.5513_a_ip40 - pingé-linux-dns -
crit_project_003_dI1325064.5513_a_ip40 - reboot-linux -

crit_project_003_dI8589606.5513_a_ip74 - attach-volume -

total

total

total

total

total

total

total

total

total

total

total

total

total

total

total

total
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Challenges ahead in 2026 and beyond

e An heterogeneus cloud:
e x86, ARM and GPUs, in virtual or physical flavours.
e Scarce resources, how to make an efficient use of it?
e Exploring Blazar to handle reservations.
e Advanced network capabilities with OVN:
e Migrating from Linux Bridge to OVN
e Many operational challenges, and a new area to develop expertise on
e Keep investing in automation:
e Recent cadence of CVEs requires more advanced automation to "reboot the cloud"
e Transition our deployment model towards kolla-ansible:

e RedHat has stopped producing RPMs. Watching evolution of community efforts.
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Discussion

® ® e More info:
https://techblog.web.cern.ch/techblog/

e All our code is open source and available on:

https://gitlab.cern.ch/cloud-infrastructure



https://techblog.web.cern.ch/techblog/
https://gitlab.cern.ch/cloud-infrastructure
https://gitlab.cern.ch/cloud-infrastructure
https://gitlab.cern.ch/cloud-infrastructure
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